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CSAT Security Vulnerability Questions Expiration Date: 02/20/08

Paperwork Burden Notice:

The public reporting burden for this form is estimated to be 250 hours. The burden
estimate includes time for reviewing instructions, researching existing data sources,
gathering and maintaining the needed data, and completing and submitting the form. Send
comments regarding the accuracy of the burden estimate and any suggestions for
reducing the burden to: NPPD/OIP/Chemical Security Compliance Division, Attention:
Matthew Bettridge, Project Manager, U.S. Department of Homeland Security, Mail Stop
8100, Washington, DC 20528-8100.

(Paperwork Reduction Project (1670-0007)). Your response is mandatory according to
Public Law 109- 295 Section 550. You are not required to respond to this collection of
information unless a valid OMB control number is displayed in the upper right corner of
this form. NOTE: DO NOT send your completed form to this address.

Submission Statement:
My statements in this submission are true, complete, and correct to the best of my
knowledge and belief and are made in good faith. | understand that a knowing and willful

false statement on this form can be punished by fine or imprisonment or both. (See
section 1001 of title 18, United States Code).
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Chemical Security Assessment Tool (CSAT) OMB No: 1670-0007 Expiration Dat? February
by e il & =l s sl T e i ORTA Chemical-terrorism Vulnerability Information
Security Vulnerability Assessment (SVA) )

General : ANL Test Facility14

Facility Security Issues

General

Asszet Characterization

Consequence Analysis

Vulnerability Analysis

Submission Statement:

"—1 View Summiary Report My statements in this submission are true, complete, and correct to the hest of my knowledge and belief and are made in good faith. | understand that a

knowing and willful false statement on this form can be punished by fine or iImprisonment or both. (See section 1001 of title 18, United States Code).

i Validate Report

Feturn to Preparer

=iLogout

Enter the facility identification number from the DHS Preliminary Tier Determination Letter.
(24 0-2211]

Enter the facility name as shown in the DHS Preliminary Tier Determination Letter.
[2:1.0-3312]

Is the facility located on a navigable waterway?
21 0-2213]

® Yes
O Mo

A A navigahle waterway is defined as waterway along any portion of the facility perimeter that can accommodate small to large watercraft.

Does the DHS Preliminary Tier Determination letter indicate that the facility is a Tier 4 facility?
[2:1.0-2314]

® ves
O Mo
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MARMING: This reczord contains Chemical-terrorism Wulnerability Information contralled by & CFR 27.400. Do not disclose to persons without 3 "need to know!" in aecordance with G CFR 8 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative orjudicial praceeding, this information shall be treated as classified information in accordance with § CFR &5 27 .400ChY and ().




Chemical Security Assessment Tool (CSAT) OMB No: 1670-0007 Expiration Date: February 29,20
gt e e T R s TOYTAT Chemical-terrorism Vulnerability Information|(GVI)
Security Vulnerability Assessment (SVA) ) (

General . ANL Test Facility14

Facility Security Issues

General

Asszet Characterization

Consequence Analysis

Vulnerability Analysis

Do you want to load an alternate security plan (ASP) SVA document?

,_°] View Summary Report
[@2:1.01-3315]

O Yes
& Mo

Are all facility assets associated with the issues and chemicals of concern specified in the Department of Homeland Security WA notification letter covered
by the ASFP?Are all of the required threat scenarios (7Y covered by the alternative SWA7

[“Back J nert> |

i Validate Report

Feturn to Preparer

=iLogout

WARMING: This record contains Chemical-terrorism Wulnerability Information contralled by & CFR 27.400. Do not disclose to persons without a"need to know'" in aecordance with 6 CFR 8 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial proceeding, this information shall be treated as classified information in accordance with G CFR 85 27 .400ChY and (i)




Chemical Security Assessment Tool (CSAT) OMB No: 1670-0007 E.=~=piratinnnat? February 29,
by e il & =l s sl T e i ORTA Chemical-terrorism Vulnerability Information{{GV1)
Security Vulnerability Assessment (SVA) } (CVI]

General . ANL Test Facility14

Facility Security Issues

General

Asszet Characterization

Consequence Analysis

Vulnerability Analysis

ASP Documents
Upload alternate security plan (ASP) SVA document.

,_°] View Summary Report

Are all facility assets associated with the issues and chemicals of concern specified in the Department of Homeland Security SVA

o Validate Report notification letter covered hy the ASP?

Feturn to Preparer s B R

& ves
O Mo

=iLogout

Are all of the required threat scenarios (???) covered by the alternative SWVA?
[@:1.1-3317]

® Yes
O Mo
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WARMING: This record contains Chemical-terrarizm Wulnerability Information contralled by & CFR 27 .400. Do not disclose to persans without 3 "need to know!" in accordance with 6 CFR § 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with § CFR &5 27 400ChY and ().




Chemical Security Assessment Tool (CSAT) GMBiNAETOON el et Febiun 2
Security Vulnerability Assessment (SV.

General . ANL Test Facility14

Facility Security Issues

General

Asszet Characterization

Consequence Analysis

Vulnerability Analysis

ASP Documents

Enter the name of the SVA methodoloqy.

,_°] View Summary Report
[@:1.13-3320]

i Validate Report

Feturn to Preparer

[=iLogout What is the date of the alternative SVA?

[2:1.13-3331]

« Back |l Next» |

WARMING: This record contains Chemical-terrorism Wulnerability Information contralled by & CFR 27 .400. Do not disclose to persons without a "need to know!" in accordance with G CFR 8 27 .49000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with § CFR 55 27 .400ChY and (i)




Chemical Security Assessment Tool (CSAT) OMB No: 1670-0007 Expiration Date: February 29,
gt =g L - M e = ORTA Chemical-terrorism Vulnerability Information|(GVI)
Security Vulnerability Assessment (SVA) ) (

General . ANL Test Facility14

Facility Security Issues

General

Asszet Characterization

Consequence Analysis

Vulnerability Analysis

ASP Documents
Upload ASP files.

Press [Next] to upload plot plans with assets labeled.

,_°] View Summary Report

i Validate Report
Browse to locate ASP files for uploading.

Feturn to Preparer

=iLogout

[2:4.442332]

| “ Browse... |

Have all the SVA files been uploaded?
[2:4.14-2372]

® Yes
) Mo

“ Back |

WARMING: This record contains Chemical-terrorizm Wulnerability Information contralled by & CFR 27 400, Do not disclose to persons without a"need to know!" in aecordance with & CFR § 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with 6 CFR 85 27 .400ChY and (i)




Chemical Security Assessment Tool (CSAT) e T
gt e e T R s TOYTAT Chemical-terrorism Vulnerability Information|(GVI)
Security Vulnerability Assessment (SVA) ) (

General . ANL Test Facility14

Facility Security Issues

General

Asszet Characterization

Consequence Analysis

Vulnerability Analysis

Plot Plans

Are the locations of critical assets marked on the map?

,_°] View Summary Report
[@:1.2-3354]

® Yes
) Mo

i Validate Report

Feturn to Preparer

=iLogout

WARMING: This record contains Chemical-terrarizm Wulnerability Infarmation contralled by & CFR 27.400. Do not disclose to persons without 3 "need to know!" in aecordance with 6 CFR 8 27 .4000&). Unauthorized release may

result in civil penalties or other action. In any administrative orjudicial proceeding, this information shall be treated as classified information in accordance with § CER &% 27 .400¢h) and (i)




Chemical Security Assessment Tool (CSAT) BMHNo= 1070000 lkny G T DR Eattaty

e Ty SRl W e = TONTA Y Chemical-terrorism Vulnerability Information!(
Security Vulnerability Assessment (SVA) -
General . ANL Test Facility14
Facility Security lssues
— 3 l
| - Genera
Asset Characterization
Consequence Analysis m
Vulnerability Analysis
' S Plot Plans
Map withowut Labels

Provide instructions for identifying assets on uploaded maps.

|_°] View Summanry Report
Press [Next] to continue.

i Validate Report

Return to Preparer

[“CBack J Neri> |

= Logout

=l
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MARMING: This reczord contains Chemical-terrorism Wulnerability Information contralled by & CFR 27.400. Do not disclose to persons without 3 "need to know!" in aecordance with G CFR 8 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative orjudicial praceeding, this information shall be treated as classified information in accordance with § CFR &5 27 .400ChY and (i).




Chemical Security Assessment Tool (CSAT) OMB No: 1670-0007 Expiration Date: February
Security Vulnerability Assessment (SVA)

General . ANL Test Facility14

Facility Security Issues

General

Asszet Characterization

Consequence Analysis

Vulnerability Analysis

Plot Plans

Browse to locate a file describing the Asset Map labels.
,_°] View Summary Report

i Validate Report

Map Labels file

[2:4.21-2253]

Feturn to Preparer

=iLogout

| “ Browse... |

[CBack  nextn |

WARMING: This record contains Chemical-terrorism Wulnerability Information contralled by & CFR 27.400. Do not disclose to persons without a"need to know'" in aecordance with 6 CFR 8 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial proceeding, this information shall be treated as classified information in accordance with G CFR 85 27 .400ChY and (i)




Chemical Security Assessment Tool (CSAT) s T g
gt =g L - M e = ORTA Chemical-terrorism Vulnerability Information|(GVI)
Security Vulnerability Assessment (SVA) ) (

General . ANL Test Facility14

Facility Security Issues

General

Asszet Characterization

Consequence Analysis

Vulnerability Analysis

Plot Plans

Names of Maps
,_°] View Summary Report

Eﬂ;w“{l ate:Report Enter names for the maps of the facility site.

Feturn to Preparer

=iLogout Map Name to Upload
[@:1.3-3354]
\Map Mame | 1 | Provide Map Name Detail Information

Have you completed uploads of maps?
[2:1.3-3355)

& Yes
O Mo

[CBack  nextn |

WARMING: This record contains Chemical-terrorizm Wulnerability Information contralled by & CFR 27 400, Do not disclose to persons without a"need to know!" in aecordance with & CFR § 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with 6 CFR 85 27 .400ChY and (i)




Chemical Security Assessment Tool (CSAT) OMB No: 1670-0007 Expiration Dat? February 29,
by e il & =l s sl T e i ORTA Chemical-terrorism Vulnerability Information{ (G
Security Vulnerability Assessment (SVA) ) (

General : ANL Test Facility14

Facility Security Issues

General

Asszet Characterization

Consequence Analysis

Vulnerability Analysis

Plot Plans
Map File Upload: Map Name

,_°] View Summary Report

Browse to locate file for loading.
i Validate Report

Feturn to Preparer | |[ Browse. .. ]

=iLogout

Map Image Details

Enter the image width and image height in miles.

Enter the latitude and longitude of the bottom right corner of the image in decimal degrees (XX.XXXXXX). Longitude should begin
with a negative sign with no space before the coordinates {0 XX X).

Image width (miles);  [2:1.21-33288)] |

Image height {miles):  [2:1.21.2357] |

Image latitude {hottom right corner):  [2:1.31-2358] | |

Image longitude (bottom right cornery:  [2:1.21-2359) |
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WARMING: This record contains Chemical-terrarizm Wulnerability Information contralled by & CFR 27 .400. Do not disclose to persans without 3 "need to know!" in accordance with 6 CFR § 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with § CFR &5 27 400ChY and ().




Chemical Security Assessment Tool (CSAT) OMB No: 1670-0007 Expiration Date: February
gt e e T R s TOYTAT Chemical-terrorism Vulnerability Information|(GVI)
Security Vulnerability Assessment (SVA) ) (

General . ANL Test Facility14

Facility Security Issues

General

Asszet Characterization

Consequence Analysis

Vulnerability Analysis

ASP Submission

Thank you for submitting an ASP for consideration by DHS. DHS will review your ASP submission and subsequently inform you of its acceptance or
rejection.

,_°] View Summary Report

i Validate Report

Feturn to Preparer

=iLogout

WARMING: This record contains Chemical-terrarizm Wulnerability Infarmation contralled by & CFR 27.400. Do not disclose to persons without 3 "need to know!" in aecordance with 6 CFR 8 27 .4000&). Unauthorized release may

result in civil penalties or other action. In any administrative orjudicial proceeding, this information shall be treated as classified information in accordance with § CER &% 27 .400¢h) and (i)




ChE]]liC&] SECHI‘it}f‘ Assessment TDDl (CS AT} OMEB No: 1670-0007 Expiration Date: Februa

securitv V srabhilitvy Agces o CVA® Chemical-terrorism Vulnerability Information!(C l}
Security Vulnerability Assessment (SVA) ) tion(

General ANL Test Facility14

Facility Security |Issues

Facility Security Issues

Asszet Characterization

Consequence Analysis

Vulnerability Analysis e . . . : §
: co Please use the DHS Preliminary Tier Determination Letter to answer the following questions.
._1 View Summary Report
] Does the DHS Preliminary Tier Determination Letter indicate that the facility should address security issues related to release
o Validate Report toxic chemicals of interest?
Return to Preparer [Qe2. (87
[=Legout B cres
O Mo

Does the DHS Preliminary Tier Determination Letter indicate that the facility should address security issues related to release
flammable chemicals of interest?

[2:2.0-3434]

® Yes
O Mo

Does the DHS Preliminary Tier Determination Letter indicate that the facility should address security issues related to release
explosive chemicals of interest?

[2:2.0-3132]

® ves
) Mo

Does the DHS Preliminary Tier Determination Letter indicate that the facility should address security issues related to
theft/diversion of Chemical Weapon/Chemical Weapon Precursor (CW/CWP) chemicals of interest?

[2:2.0-3454]

® Yes
) Mo

Does the DHS Preliminary Tier Determination Letter indicate that the facility should address security issues related to
theft'diversion of Weapon of Mass Effect (WME) chemicals of interest?

[2:2.0-3171]

® Yes
O Mo

Does the DHS Preliminary Tier Determination Letter indicate that the facility should address security issues related to
theft/diversion of Explosive/lmprovised Explosive Device Precursor (IEDP) chemicals of interest?

[2:2.0-3472]

® ves
) Mo

Does the DHS Preliminary Tier Determination Letter indicate that the facility should address security issues related to
sabotage/contamination chemicals of interest?

[2:2.0-3473]

® Yes
O Mo

Did the DHS Preliminary Tier Determination Letter indicate that the facility should address security issues related to mission
critical impacts?

[2:2.0-3174

® Yes
O Mo

Did the DHS Preliminary Tier Determination Letter indicate that the facility should address security issues related to economically
critical impacts?

[2:2 0-2475]

® Yes
) Mo

| «cBack [ Next> |
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MARMING: This reczord contains Chemical-terrorism Wulnerability Information contralled by & CFR 27.400. Do not disclose to persons without 3 "need to know!" in aecordance with G CFR 8 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative orjudicial proceeding, this information shall be treated as classified information in accordance with § CFR &5 27 .400ChY and ().




Chemical Security Assessment Tool (CSAT) OMB No: 1670-0007 Expiration Date: February

U Sl L o s R T R CORTA Chemical-terrorism Vulnerability Information|(
Security Vulnerability Assessment (SVA) ) -

General ANL Test Facility14

Facility Security |Issues

Facility Security Issues

Asszet Characterization

Consequence Analysis

Vulnerability Analysis

Facility Surrounding Topography

What is the surrounding topography of the facility.

,_°] View Summary Report
[@2:2 09-5911]

i Validate Report 3 Urhan

O Rural

[CBack J nextn |

Feturn to Preparer

=iLogout

WARMING: This record contains Chemical-terrorizm Wulnerability Information contralled by & CFR 27 400, Do not disclose to persons without a"need to know!" in aecordance with & CFR § 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with 6 CFR 85 27 .400ChY and (i)




Chemical Security Assessment Tool (CSAT) ST s I EE T2

securitv WV ~rahilitv Accec - QYA Chemical-terrorism Vulnerability Information! (GVI)
Security Vulnerability Assessment (SVA) .
General ANL Test Facility14
Facility Security |Issues i = &
i o ! Fﬂ(‘ll itv Security Issues
Asset Characterization ! » g
Consequence Analysis -
Vulnerability Analysis ] v -
B S i Release Toxic Chemicals of Interest
Select the release toxic chemicals of interest that are listed in the DHS Preliminary Tier Determination Letter.
._1 View Summary Report |
. : 1e default settings on this list indicate that the chemical of interest is isted in the letter. You must select "Yes™ if the chemical is listed in the
o Validate Report The default sett this | licate that the ch I of int NOT listed in the letter. Y I "“Ves" if the cl lis listed in tl
: J letter,
Return to Preparer ; B
|
= Logout i
! = Min. Was the chemical
i S LA Conc. listed in the letter?
[2:2.4-1037]
i Acrolein 107-02-8 100% @ ves O Mo
1 [2-Propenal or Acrylaldehyde]
i Allyl alcohol 107-18-6 100% @ ves O Mo b
i [2-Propen-1-ol]
i Arnrnonia fanhydrous) TEE4-41-7 100% O ves @ Mo
i Ammania fconc. 20% or greater) THG4-41-7 20.00% O Yes & Mo
i Arsenic trichloride TT84-34-1 100% O ves @ Mo
' [Arsenous trichloride]
i Arsine 7784-42-1 100% O Yes @ Mo
i Boron trichloride 10294-34-5 1o0% O ves @ Mo
' [Borane, trickhlorn]
i Boron trifluoride TE37-07-2 1o0% O ves @& Mo
' [Borane, trifluoro]
i Boron trifluoride compound with methyl ether (1:13 353-42-4 1.00% O ves 3 Mo
' [Boran, trifluoro [oxyvbis (methanel]- T-4-]
i Bromine 7726-85-B 100% O ves @ Mo
i Carbon disulfide 75-15-0 1o0% O ves @ Mo =
i Chlatine 7782-50-5 100% O Yes @ Mo
i Chlorine dioxide 10049-04-4 100% O Yes @ Mo
' [Chlarine oxide, {CIDE}]
i Chlorofarm B7-66-3 100% O ves @ Mo
! [Methane, trichloro-]
i Chloromethyl ether 542-88-1 1o00% O Yes @ Mo
' [Methane, oxybisichloro-)]
: Chloramethyl methyl ether 107-30-2 1.00% O ves & Mo
' [Methane, chloromethios-]
i Cyanogen chlotide 506-77-4 100% O ves @ Mo
i Cytlohesylamine 108-91-8 1o0% O vyes @ Mo
] [Cyclohexanaming]
i Diborane 19287-45-7 1o0% O ves @ Mo
i Epichlorahydrin 106-89-8 1.00% O Yes & Mo
: [Dxirane, (chloromethyl)-]
i Ethylenediamine 107-15-3 1.00% O Yes @ Mo
! [1,2-Ethanediaming]
i Fluatine 7782-41-4 1o0% O ves @ Mo
i Formaldehyde (solution) 50-00-0 too% O ves @ Mo
i Hydrochloric acid {conc. 37% or greaten TE47-01-0 37.00% O Yes & Mo
i Hydrocyanic acid 74-90-8 1.00% O Yes @ Mo
i Hydrofluatic acid {(conc. 0% ar greater) TEGE4-39-3 a0.00% O Yes (& Mo
i Hydrogen chloride (anhydrous) TE4T-01-0 1.00% O ves @ Mo
i Hydrogen fluaride (anhydrous) THE4-39-3 1.00% O ves & Mo
i Hydrogen sulfide 7783-06-4 1.00% O Yes @ Mo
: Isobutyronitrile 78-82-0 1o0% O vyes @ Mo
' [Propanenitrile, 2-methyl-]
i Isopropyl chloroformate 108-23-6 1.00% O ves (3 Mo
' [Carbonochloridic acid, 1-methylethyl ester]
i Methacrylonitrile 126-98-7 1.00% O Yes & Mo
i [2-Propenenitrile, 2-methyl-]
: Methyl hydrazine BO-24-4 1.00% O Yes @ Mo
' [Hydrazine, methyl-]
: Methyl isocyanate £24-83-9 100% O Yes @ Mo
' [Methane, isocyanato-]
i Methyl thiocyanate 556-F4-9 100% O ves & Mo
' [Thiocyanic acid, methyl ester]
i Mitric acid 76A7-37-2 gnoo%x O ves & Mo
i Mitric oxide 10102-43-9 100% O Yes @ Mo
: [Mitrogen oxide (O]
i Qleurm (Fuming Sulfuric acid) a014-95-7 1.00% O ves & Mo
1 [Sulfuric acid, mixture with sulfur trioxide]
i Ferchloramethylmercaptan A94-42-3 1.00% O ves & Mo
' [Methanesulfenyl chloride, trichloro-]
i Fhosgene 75-44-5 1.00% O ves @& Mo
] [Carbonic dichloride] or [carbonyl dichloride]
i Phosphors oxyvchloride 10025-87-3 1.00% O ves @ Mo
' [Fhosphorel chloride]
i FPhosphorus trichloride TT19-12-2 1.00% ) ves ) Mo
i Propionitrile 107-12-0 100% O ves @ Mo
i [Fropanenitrile]
i Propylengirmine 75-65-0 100% O ves @& Mo
! [Aziridine, 2-methyl-]
i Sulfur dioxide (anhydrous) T446-09-5 1.00% O Yes & Mo
i Sulfur tetrafluoride T783-60-0 1.00% O oves (B Mo
: (3ulfur fluaride (3F ), (T-4)-]
i Sulfur trioxide 7446-11-9 1.00% O ves @ MNo
i Tetramethyllead 75-74-1 1.00% @ ves O Mo
i [Flumbane, tetrarmeathyl-]
i Titaniurm tetrachloride 7a50-45-0 1.00% ® ves O Mo
' [Titanium chloride (‘I’iCIqj iT-43-]
i v
WARMING: This record contains Chemical-terrorizm Wulnerability Information controlled by & CFR 27,400, Do not disclose to persons without a"need to know!" in aecordance with G CFR § 27 .40002). Unauthorized release may
result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with 6§ CFR 55 27 .400ChY and ().




Return to Preparer

General ANL Test Facility14

r

ChE]]]iCEl] SEClll'it}f' Assessment TDDI (CS AT} OME No: 1670-0007 Expiration Date: February 2

Security Vulnerability Assessment (SVA) e R T I R

Facility Security |Issues

Facility Security Issues

Asszet Characterization
Consequence Analysis

Vulnerability Analy=is

Release Flammable Chemicals of Interest

Select the release flammable chemicals of interest that are listed in the DHS Preliminary Tier Determination Letter.

J View Summary Report
Select the release flammable chemicals of interest that are present at the facility.

i Validate Report

The default settings on this list indicate that the chemical of interest is NOT listed in the letter or present at the facility. You must select "vYes” if the
chemical is listed in the letter or presem at the facility.
= Logout

5 Was the chemical Is the chemical
EHEHCA|Nae Ghba E listed in the letter?  present at the facility?

[@:2.2-1038] [Q:2.2-5574]

Acetaldehyde 78-07-0 1.00% & ves (O Mo ® ves O Mo
Acetylene T4-86-2 1.00% @& ves (O Mo @ ves O Mo
; [Ethyng]

§ Acrylonitrile 107-13-1 1.00% O ves @ Mo O ves @ No
; [2-Propenenitrile]

Acrylyl chloride 514-68-5 100% O ves @ Mo © ves Mo
; [2-Propenayl chloride]

§ Allylamine 107-11-9 100% O Yes @ Mo O ves @ No
; [2-Fropen-1-aming]

Bromaotrifluorethylens 6098-73-2 1.00% O oves (B Mo O ves & Mo
; [Ethene, bromaotrifluoro-]

§ 1,2-Autadiens 106-99-0 100% O ves @ Mo O ves @ No
Butane 106-97-5 100% O ves © Mo © ves @ Mo
§ Butene 25167-67-3 1.00% O Yes @ Mo O ves @ Mo
§ 1-Butene 106-98-9 1o0% O ves @ Mo O ves @ Mo
2-Butene 107-01-7 1.00% ) Yes () Mo O Yes & Mo
2-Butene-cis 590-18-1 100% O ves & Mo ) ves (& Mo
2-Butene-trans 24-64-6 100% O Yes & Mo O ves Mo
; [2-Butene, (E)]

Carbon oxysulfide 463-58-1 1.00% & ves (O Mo ® ves O Mo
; [Carbon oxide solfide (COS); carbonyl sulfide]

Chlarine monoxide T791-21-1 1.00% O oves (B Mo O ves (3 Mo
; [Chlorine oxide]

1-Chlaropropylens 590-21-6 100% O ves @ Mo O ves @ Mo
; [1-Propene, 1-chlaro-]

2-Chloropropylene 557-98-2 1.00% O ves @& Mo ) Yes Mo
; [1-Propene, 2-chlarg-]

Crotonaldehyde 4170-30-32 1.00% ) vYes  (® Mo O Yes @ Mo
; [2-Butenal]

Cratanaldehyde, (E)- 123-73-9 1.00% O Yes @ Mo O ves @ Mo
; [2-Butenal], (E)-]

Cyanogen 460-19-5 1.00% O Yes @& Mo O ves @ Mo
; [Ethanedinitrile]

Cyclopropane 75-18-4 1.00% O ves @ Mo O ves Mo
Dichlorosilane 4109-96-0 1.00% O ves (3 Mo O ves (& Mo
; [Silane, dichloro-]

Difluoroethane 75-37-6 1.00% O ves (3 Mo O ves (& Mo
; [Ethane, 1,1-difluaro-]

§ Dimethylamine 124-40-3 1.00% O ves © Mo O ves @ No
; [Methanamine, B-methyl-]

Dimethyldichlarosilane 75-78-5 100% O ves © Mo O ves @ No
; [Silane, dichlarodimethivl-]

1,1-Dimethylhydrazine 57-14-T 1.00% O Yes @ Mo O ves @ Mo
; [Hydrazine, 1, 1-dirmethyl-]

2, 2-Dirmethylpropane 463-82-1 1.00% O ves (3 Mo O ves @& Mo
; [Fropane, 2,2-dimethvl-]

i Ethane 74-84-0 100% O ves @ Mo O ves @ Mo
Ethyl acetylene 107-00-6 1.00% ) vYes  (® Mo O Yes @ Mo
; [1-Butyne]

Dimethyldichlorosilane 78-78-5 1.00% O oves (B Mo O ves (3 Mo
; [Silane, dichlorodimethyl-]

1,1-Dimethylhydrazine 57-14-7 1.00% O ves @ Mo O ves @ No
; [Hydrazine, 1, 1-dirmethyl-]

§ 2,2-Dimethylprapane 463-82-1 1.00% O ves © Mo O ves Mo
; [Fropane, 2,2-dimethyl-]

Ethane 74-84-0 1.00% O Yes @ Mo O vYes @ MNo
Ethyl acetylene 107-00-6 1.00% O ves (3 Mo O ves @& Mo
; [1-Butyne]

| Ethyl chloride 75-00-3 100% O ves @ Mo O ves @ No
; [Ethane, chloro-]

Ethil ether 60-29-7 100% O ves © Mo © ves @ Mo
; [Ethane, 1,1-0xvhis-]

Ethyl mercaptan 75-08-1 1.00% O ves (3 Mo O ves & Mo
; [Ethanethinl]

Ethyl nitrite 108-95-5 100% O Yes @ Mo O ves @ No
; [Mitrous acid, ethyl ester]

| Ethylamine 75-04-7 100 O ves @ MNo O ves @ Mo
; [Ethanamineg]

Ethylene 74-85-1 100% O ves © Mo © ves @ Mo
; [Etheneg]

Ethylene oxide 75-21-8 1.00% O ves (3 Mo O ves & Mo
; [Cxirane]

Ethyleneimine 1561-56-4 1.00% O ves (3 Mo O ves @& Mo
; [Aziriding]

i Furan 110-00-9 100% O ves @ Mo O ves @ No
Hydrazine 302-011-2 1.00% ) vYes  (® Mo O Yes @ Mo
§ Hydrogen 1333-74-0 toos O ves @ Mo O ves & Mo
§ Hydrogen selenide 7783-07-5 1.00% O ves © Mo O ves Mo
Iron, pentacarboryl- 13463-40-6 1.00% O ves (3 Mo O ves & Mo
; (Iron carbonyl (Fe(Co)), (TB3-11)]

lsobutane 78-28-5 1.00% ) vYes  (® Mo O Yes & Mo
; [Fropane, 2-methyl]

Isopentane T8-78-4 1.00% O oves (B Mo O ves & Mo
; [Butane, 2-methyl-]

lsoprene 78-79-5 100% O ves @ Mo O ves @ Mo
; [1,3-Butadieng, 2-methyl-]

§ |soprapyl chiaride 75-29-5 1.00% O ves © Mo O ves Mo
; [Propane, 2-chloro-]

[sopropylamine 78-31-0 1.00% ) vYes  (® Mo O Yes @ Mo
; [2-FPropanarming]

Methane Td4-82-8 1.00% O oves (B Mo O ves (3 Mo
2-Methyl-1-butene 563-46-2 100 O ves @ MNo O ves @ Mo
3-Methyl-1-butene 563-45-1 100 O ves @ Mo O ves @ No
§ Wethyl chiaride T4-87-3 100% O Yes @ Mo O ves @ No
; [Methane, chloro-]

Methyl chloroformate 78-22-1 1.00% O yes @ Mo O Yes @& Mo
; [Carhanochloridic acid, methyl estet]

Methyl ether 115-10- 100% O ves © Mo © ves @ Mo
; [Methane, oxybis-]

Methyl formate 107-31-3 1.00% O ves (3 Mo O ves (& Mo
; [Formic acid mMethyl ester]

Methyl metcaptan Td4-93-1 1.00% O ves (3 Mo O ves @& Mo
; [Methianethiol]

| Methylamine 74-89-5 100 O ves @ MNo O ves @ Mo
; [Methanaming]

2-Methylpropene 115-11-7 100% O ves © Mo © ves @ Mo
; [1-Propene, 2-rmethyl-]

Methyltrichlorosilane T5-79-6 1.00% O ves (3 Mo O ves (& Mo
; [Silane, trichloromethyl-]

Mickel Carbonyl 13463-39-3 1o00% O ves @ Mo O ves @ MNo
§ 1,3-Pentadiene 504-60-9 100 O ves @ Mo O ves Mo
Fentane 109-F6-0 1.00% O ves (3 Mo O ves (& Mo
1-Pentene 109-67-1 100% O ves @ Mo O ves @ Mo
2-Pentene, (E)- B46-04-5 100% O ves © Mo © ves @ Mo
§ 2-Pentene, (Z)- 627-20-3 1.00% O Yes & Mo O ves @ Mo
Feracetic acid 78-21-0 1.00% O ez @& Mo O Yes @& Mo
; [Ethaneperoxic acid]

Phosphine 7803-51-2 100% O ves © Mo © ves @ Mo
§ Piperidine 110-85-4 1.00% O Yes & Mo O ves @ Mo
Fropadiene 463-43-0 1.00% O yes @ Mo O Yes @& Mo
; [1,2-Propadieng]

Propane 74-98-6 1.00% O ves @ Mo O Yes & Mo
Fropyl chloroformate 109-61-5 1.00% O oves (B Mo O ves (3 Mo
; [Carbonchloridic acid, propylester]

Propylene 115-07-1 100% O ves @ Mo O ves @ Mo
; [1-FPropeneg]

§ Propylene oxide 75-56-9 1.00% O ves © Mo O ves Mo
; [Dxirane, methyl-]

Fropyne 74-99-7 1.00% ) vYes  (® Mo O Yes @ Mo
; [1-Fropyne]

! Silane 7803-62-5 1.00% O Yes & Mo O ves @ Mo
Tetrafluoroethylene 116-14-3 1.00% O yes @ Mo O Yes @& Mo
; [Ethene, tetrafluara-]

Tetramethyisilane 75-76-3 100% O ves © Mo © ves @ Mo
; [Silane, tetramettl-]

Tetranitromethane 509-14-8 1.00% O ves (3 Mo O ves (& Mo
; [Methane, tetranitro-]

Trichlorosilane 10025-78-2 1.00% O ves (3 Mo O ves (& Mo
; [Silane, trichlor-]

Trifluorochloroethylena 79-38-49 1.00% O yes @ Mo O Yes @& Mo
; [Ethene, chlarotrifluorao)]

Trimethylamine 75-50-3 100% O ves © Mo © ves @ Mo
; [Methanamine, B MN-dimethyl-]

Trimethylchlorosilane T8-77-4 1.00% O ves (3 Mo O ves (& Mo
; [Silane, chlorotrirmethyl-]

Vinyl acetate monomer 108-05-4 1.00% O ves (3 Mo O ves @& Mo
; [Acetic acid ethenyl ester]

Yinyl acteylene F29-97-4 1.00% O yes @ Mo O Yes @& Mo
; [1-Buten-3-yne]

vinyl chioride 75-01-4 100% O ves © Mo © ves @ Mo
; [Ethene, chloro-]

Vinyl ethyl ether 108-82-2 100% O Yes @ Mo O ves @ nNo
; [Ethene, ethom-]

Winl fluoricde 75-02-5 1.00% O ves (3 Mo O ves @& Mo
; [Ethene, fluoro-]

vinyl methyl ethar 107-25-5 100% O ves @ Mo O ves @ No
; [Ethene, methom:]

vinylidene chiaride 75-35-4 100% O ves © Mo ® ves O No
; [Ethene, 1,1-dichlaro-]

Vinylidene fluoride 75-38-T7 1.00% & ves (O Mo ® ves O Mo
; [Ethene, 1,1-difluaro-]

. Fuels

E Fuels: Bunker fuel ® ves O Mo O ves Mo
Fuels: Diesel & ves (O Mo ® ves O Mo
Fuels: Gasoline ) ves & Mo O ves @& Mo
E Fuels: Harme heating oil O Yes @ Mo O ves @& Mo
; Fuels: JP & {jet fual O ves & Mo O ves & Mo
i Fuels: P 5 {jet fuel) O ves (@ Mo O ves & Mo
; Fuels: JF 8 {jet fuel O Yes & Mo O Yes @ Mo
Fuels: Kerosene O ves (3 Mo O ves @& Mo
Fuels: LPG O oves (@ Mo O Yes Mo

WARMING: This record contains Chemical-terrarism Wulnerability Infarmation controlled by & CFR 27 .400. Do not disclose to persons without 3 "need to know!" in aecordance with G CFR 8 27 4000, Unauthorized release may

result in civil penalties or other action. In any administrative orjudicial praceeding, this information shall be treated as classified information in accordance with & CFR 88 27 .400¢hY and ().
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b S iy ] P g e Sl e a CYA Chemical-terrorism Vulnerability Information
Security Vulnerability Assessment (SVA) -
General ANL Test Facility14
Facility Security |Issues i = &
) s Facility Security Issues

Asset Characterization ! o o

Consequence Analysis -

Vulnerability Analysis ! 5 -

K S | Release Explosive Chemicals of Interest
Select the release explosive chemicals of interest that are listed in the DHS Preliminary Tier Determination Letter.

._1 View Summary Report |
| Select the release explosive chemicals of interest that are present at the facility.

i Validate Report '

Return to Preparer The default settings on this list indicate that the chemical of interest is NOT listed in the letter or present at the facility. You must select "vYes” if the
- chemical is listed in the letter or presem at the facility.

= Logout i —
i : Was the chemical Is the chemical
; Khemical NAmE LRSI m listed in the letter?  present at the facility?
[2:2 31029 [0:2 3-5573]
Armrmoniurm nitrate, [with more than 0.2 percent f484-52-2 ACG ® Yes (O Mo @ ves (O Mo
; combustible substances, including any arganic
; substance calculated as carbon, to the exclusion of
; any ather added substance]
Ammuonium perchlorate 7790-93-9 ACG & ves (O Mo ® ves O Mo
Armnoniumm picrate 131-74-8 ACG O oves (B Mo O ves @ Mo
| Barium azide 18810-58-7 ace O ves @ No O ves @ Mo
Diazodinitrophenal arv-31-0 ACG ) ves ) Mo O ves @ Mo
Diethylenealycol dinitrate £83-21-0 ace O ves @ nNo O ves @ Mo
Dingu 55510-04-5 ace O ves @ Mo O Yes Mo =
; [Dinitroghcaluril]
Dinitrophenal 25550-58-7 ace O ves @ No O ves @ Mo
Dinitraresarcing 519-44-8 ACG O ves & Mo ) ves (& Mo
Dipicryl sulfide 2217-06-3 ace O ves @ Mo © ves Mo
Dipicrylarnine [or] Hemxyl 131-73-7 ACG O ves (3 Mo O ves @& No
; [Hexanitrodiphenylamineg]
Guanyl nitrosaminoguanylidene hydrazine acc O Yes @ Mo ) ves (& Mo
§ Hexanitrostilbene 20062-22-0 AcG O ves @ Mo O ves Mo
§ Hexolite 121-82-4 acc O ves @ No O ves @ Mo
; [Hexotol]
: HI3 2681-41-0 ace O ves @ Mo O ves @ Mo
; [Cyclotetramethylene-tetranitraming]
§ Lead azide 13424-45-9 ace O ves @ Mo O ves @ Mo
Lead styphnate 15245-44-0 ace O ves @ No O ves @ Mo
; [Lead trinitroresarcinate]
Mercury fulminate F28-86-4 ACG O oves (B Mo O ves @ Mo
§ 5-Nitrabenzotriazol 2338-12-7 ace O ves @ Mo O ves @ Mo
Mitrocellulose 9004-70-0 ace O ves @ No O ves @ No
Mitroglycerine 55-63-0 ACG O ves & Mo ) ves (& Mo
§ Mitromannite 15825-70-4 ace O ves @ Mo © ves Mo
; [Mannitol hexanitrate, wetted)
§ Mitrostarch 9056-38-6 ace O ves @ No O ves @ No
Mitrotriazolone 937-64-9 acc O Yes @ Mo ) ves (& Mo
§ Octolite 5TB07-37-1 ace O ves @ mo O ves Na
§ Octanal 78413-87-3 ace O ves @ No O ves @ Mo
§ Pentalite B0BE-33-9 ace O ves @ No O ves @ Mo
: PETH 78-11-5 ace O Yes @ Mo O ves @ Mo
; [Fentaerthritol tetranitrate]
! Picrite 556-88-7 ace O ves @ No O ves @ No
; [Mitroguaniding]
i RD¥ 121-82-4 acc O ves @ Mo O ves @ MNo
; [Cyclotrimethylenetrinitraming]
§ RO and HM: mixtures 121-82-4 ace O ves @ Mo O ves @ Mo
Tetranitroaniline 53014-37-2 ace O ves @ No O ves @ No
Tetrazene 109-27-3 ACG O ves & Mo ) ves (& Mo
; [Guarnyl nitrosaminoguanyltetrazens]
| 1H-Tetrazole 288-94-8 ace O ves @ o O ves @ Mo
: TNT 118-86-7 ace O ves @ Mo O ves @ Mo
; [Trinitrotoluene]
Torpex GY713-16-0 ACG O oves (B Mo O ves @ Mo
; [Hexotonal]
Trinitroaniline 26852-42-1 ace O ves @ No O ves @ Mo
Trinitroanisale B06-35-9 ace O Yes @ Mo O ves @ No
Trinitrobenzens §9-35-4 ACG O ves & Mo O ves @ Mo
§ Trinitrabenzenesulfonic acid 2508-19-2 ace O ves @ Mo O ves @ Mo
Trinitrobenzoic acid 129-66-3 ACG ) Yes & Mo O Yes & Mo
Trinitrochlorobenzene 88-83-0 ACG O ves & Mo ) ves (& Mo
§ Trinitrafluarenone 128-79-3 AcG O ves @ Mo O ves Mo
Trinitro-meta-cresol G02-99-3 ACG O ves & Mo O ves (3 Mo
Trinitranaphthalens £5210-17-2 aca O ves @ Mo O ves @ Mo
Trinitrophenetole 4732-14-3 ace O Yes @ Mo O ves @ Mo
Trinitrophenal 88-28-1 ACG O oves (3 Mo O ves & Mo
| Trinitraresarcinal 82-71-3 ACG  © ves O Mo ® ves O Mo
§ Tritanal 54413-15-9 AcG @ ves O No ® ves O Mo
i v

WARMING: This record contains Chemical-terrarism Wulnerability Information contralled by & CFR 27.400. Do not disclose to persons without 3 "need to know!" in aecordance with G CFR 8 27 4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with 6 CFR 85 27 .400ChY and (i)




OMB Mo: 1670-0007 Expiration Date: February 297

Chemical Security Assessment Tool (CSAT)

Security Vulnerability Assessment (SVA)

General ANL Test Facility14
Facility Security |Issues i = &
o —— Facility Security Issues
Asset Characternization H » »
Consequence Analysis -
Vulner ability Analy=is ' . . . . .
: S i Theft/Diversion Chemical Weapon/Chemical Weapon Precursor (CW/CWP) Chemicals of Interest
= Select the theft'dirversion CW/CWP chemicals of interest that are listed in the DHS Preliminary Tier Determination Letter.
=] View Summary Report |
W Validate Report The default settings on this list indicate that the chemical of interest is NOT listed in the letter. You must select "ves” if the chemical is listed in the
; letter,
Return to Preparer ; 4
= Logout .
I = Min. Was the chemical
i Skl LA Conc. listed in the letter?
[0:2.4-1044]
i Arsenic trichloride TTo4-3441 30.00% & ves O Mo
1 [Arsenous trichloride]
i 1,4-Bis(2-chloroethyithiol-n-butane 142868-93-7 ® ves O Mo 3
i Bis(2-chloroethyithioymethane B3865-13-6 O ves @ Mo
i Bis(2-chloroethyithiomethylether 3918-90-1 0 ves & Mo
i 1,5-Bis(Z-chloroethylthio)-n-pentane 142868-94-8 O Yes (& Mo
i 1,3-Bis(2-chloroethylthic)-n-propane 63305-10-2 O ves @ Mo
i 2-Chlaroethylchloro-methylsulfide 2625-TH-5 O ves & Mo
i Chlorosarin 1445-T6-7 O ves @ Mo b
] [o-Isoprapyl methylphosphonochlaridate)
i Chlarasorman T040-57-5 O ves @ Mo
' [0-Pinacolyl methylphosphonochloridate]
i OF B76-98-3 O ves @ Mo
1 [Methyl phosphoryl difluoride]
i M, M-2-diethylaminaiethanethial 100-38-9 30.00% O oves (B Mo
i 0,0-Diethyl S-[2-(diethylaminoethy] 78-53-5 3000% O ves @ Mo 5
! phasphorothiolate
i Diethyl methylphosphonite 15715-41-0 30.00% & ves (O Mo
i i, M-Diethyl phospharamidic dichloride 1498-54-0 30.00% O oves (3 Mo
i M, M-¢2-diis opropylamingiethanethiol 5342-07-9 3000% O ves @ Mo
: [M H-diisopropyl-B-aminoethane thiol]
: i, M-Diisopropyl phosphoramidic dichlaride 23306-80-1 30.00% ) ves (3 Mo
i M, M- 2-dimethylaminoethanethial 108-02-1 30.00% O oves (B Mo
i I, M-Dimethyl phosphoramidic dichlaride G77-43-0 30.00% O Yes & Mo
' [Dimethylphiospharamido-dichloridate]
i M- (2-dipropylaminolethanethiol a842-06-8 30.00% ) ves (3 Mo
i M, M-Dipropyl phosphaoramidic dichloride 40881-93-9 30.00% O oves (B Mo
i Ethyl phosphonyl difluoride 753-98-0 O ves @ Mo
i Ethyldiethanalamine 139-87-7 30.00% ) Yes @ Mo
i Ethylphosphaonothinic dichlaride 993-43-1 30.00% O ves 3 Mo
i HMA iMitrogen Mustard-1) 538-07-8 O ves & Mo
' [Bisi2-chloroethylyethylamineg]
i HMZ (Mitrogen Mustard-2 a1-758-2 O ves & Mo
1 [Bis(2-chloroethylymettivlamine]
i HM3 (Nitrogen Mustard-3) 565-T7-1 O ves & Mo
' [Trig(2-chloroethylaming]
: lsopropylphiosphonothioic dichloride 1498-60-8 30.00% ) ves & Mo
i lsopropyiphosphory difuoride GT7-42-9 ) ves (3 Mo
i Lewisite 1 541-25-3 O ves @ Mo
! [2-chlorovinyldichloroarsing]
| Lewisite 2 40334-59-8 O ves @ Mo
] [Big(2-chlorovinylichloroarsing]
i Lewisite 3 40334-70-1 O ves @ Mo
' [Tris(2-chlorovinylarsine]
i MOEA 105-58-9 goon%s O ves @ Mo
1 [Methyldiethanaolamine]
i mMethyiphosphonothioic dichlaride A7E-98-2 30.00% O oves (3 Mo
i O-Mustard (T) 3918-89-3 O ves @ Mo
: [Biz(2-chloraethyithioethyliethear]
i mitrogen mustard ydrochloride a9-86-7 30.00% ) ves (3 Mo
' [Bis(2-chloroethylymettylamine hydrochloride]
i Fhosphorus oxychlaride 10025-87-3 230.00% O ves (3 Mo
' [Fhosphare chloride]
i Propylphosphonothioic dickhlaride 2624-01-8 30.00% O ves 3 Mo
i Propylphosphonyl difluaride 690-14-2 O ves @ Mo
i aL 5T856-11-8 O ves & Mo
' [o-Ettwyl-o-2-diizopropylaminoethyl
d methylphosphonite]
i Sarin 107-44-8 O ves @ Mo
' [o-lzopropyl mettvliphosphonofluoridate]
i Sesquimustard 3563-36-8 O ves @ Mo
i [1,2-BisiZ-chloroethylthioiethane]
i Soman A6-64-0 O Yes @ Mo
' [0-Pinacolyl methylphosphonofluoridate]
: Sulfur Mustard iMustard gas (H) 505-60-2 ) ves ) Mo
1 [Bis(2-chloroethylisulfide]
i Tabun 77-81-B O ves & Mo
' [o-Ettwgl-B, M-dimethylphosphoramido-cyanidate]
i Thiodiglyeol 111-48-8 000% O Yes @ Mo
] [Bigi2-hydrowethyhsulfida]
i Triethanalamine 102-T1-B goonw O ves @ Mo
i Triethanalamine hydrachlaride F37-349-8 30.00% & ves (O Mo
i Triethyl phosphite 122-52-1 goon% O Yes @ Mo
i Trimethyl phosphite 121-45-9 g0.00% O Yes @ Mo
i W 50782-69-9 @ ves O Mo
' [o-Ethwl-S-2-diisopropylaminoethyl methyl
' phosphonothiolate]
| v
WARMING: This record contains Chemical-terrarism Wulnerability Information contralled by & CFR 27.400. Do not disclose to persons without 3 "need to know!" in aecordance with G CFR 8 27 4000e). Unauthorized release may
result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in aceordance with § CFR 85 27 .400Ch% and (i)
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S
ecniritv W srahilitvy Acces - ‘TYVA” Chemical-terrorism Vulnerability Information{(CVI)
Security Vulnerability Assessment (SVA) .
General ANL Test Facility14
Facility Security |Issues i = &
. . ! Fﬂ(‘ll itv Security ISS[IE‘S
Asset Characterization ! . »
Consequence Analysis -
Vulnerability Analysis ' . . . .
: S i Theft/Diversion Weapon of Mass Effect (WME) Chemicals oif Interest
Select the theft'dirversion WME chemicals of interest that are listed in the DHS Preliminary Tier Determination Letter.
._1 View Summary Report |
i ﬂvaliilnte Report The default settings on this list indicate that the chemical of interest is NOT listed in the letter. You must select "ves™ if the chemical is listed in the
J letter,
Return to Preparer ;
..:
= Logout .
i = Min. Was the chemical 3
i Skl LA Conc. listed in the letter?
[3:2 5-1042]
i Arsine TTE4-42-1 067% @ Yes O Mo
i Boron tribromide 10294-33-4 1267% @ ves O Mo
i Boron trichloride 10294-34-5 g4 70% ® ves O Mo
] [Borane, trichlara]
i Boron trifluoride T637-07-2 2687% O ves & Mo
' [Borane, trifluoro]
i Bromine chlotide 13863-41-7 967% O Yes & Mo
i Bromine trifluoride TT87-T1-5 EO0% O Yes @ Mo
i Carboryl fluoride 3483-50-4 17.00% O ves & Mo
i Carbonyl sulfide 463-53-1 s66T% O ves @ Mo
i Chlorine 7T82-50-5 g7re O ves @ Mo B
i Chlorine pentafluoride 13637-63-3 4 07% O ves & Mo
i Chlorine trifluoride T7ra0-91-2 Q.97% ) ves & Mo
i Cyanogen 460-18-5 1167% O vYes @ Mo
' [Ethanedinitrile]
i Cyanogen chloride 506-77-4 267% O ves & Mo
i Diborane 19287-45-7 267% O Yes @ Mo
i Dichlorosilane 4108-96-0 10.47% O ves @ Mo
' [Silane, dichloro-]
: Dinitrogen tetroxide 10544-T2-6 3.80% O ves & Mo
i Fluortine 7782-41-4 AT% O Yes @ Mo
: Germane TT82-65-2 20.73% O Yes & Mo
i Germanium tetrafluaride T783-58-F 211% O ves & Mo
i Hexaethyl tetraphosphate and compressed gas Tar-ag-4 333T% O ves (B Mo
' mixtures
i Hexafluoroacetone A4-16-2 15.67% O Yes & Mo
i Hydrogen bromide (anhydrous) 10035-10-6 95 33% O ves & Mo
i Hydrogen chloride {anhydrous) TE47-01-0 ACG O Yes & Mo
i Hydrogen cyanide 74-90-8 4 67% O Yes & Mo
' [Hydrocyanic acid]
i Hydrogen fluaride (anhydrous) THEGE4-39-3 42 53% O ves & Mo
i Hydrogen iodide, anhydrous 10034-85-2 g533% O Yes & Mo
i Hydrogen selenide 7783-07-5 note O Yes @ Mo
i Hydrogen sulfide 7783-06-4 2272 O Yes & Mo
i Methyl mercaptan 74-93-1 4500% O Yes @& Mo
] [Methanethiol]
i Methylchlorosilane 993-00-0 2000% O ves & Mo
i Mitric oxide 10102-43-9 383% O ves @ Mo
i [Mitrogen oxide (MO
i Mitrogen trioxide 10544-73-7 383% O Yes @ Mo
i Mitrosyl chloride 2696-32-6 117% O Yes @ Mo
i Owygen difluoride 7783-41-7 00a% O ves & Mo
i Perchloryl fluoride TE16-94-5 2567% O ves @ Mo
i Phosgene 75-44-5 017% O Yes @ Mo
' [Carbonic dichloride] or [carbonyl dichloride]
i Phosphine 7803-51-2 067% O Yes & Mo
i Phosphords trichloride TT18-12-2 3.48% O ves @ Mo
i Selenium hexafluoride 7783-78-1 167% O ves @& Mo
i Silicon tetrafluaride TT83-61-1 15.00% ) ves & Mo
i Stibine 7803-52-3 067% O Yes @ Mo
i Sulfur dioxide fanhydrous) T446-09-5 24 00% O ves & Mo
i Sulfur tetrafluaride T7533-60-0 123% O ves @ Mo
! [Sulfur fluoride (5F4:I, T-43-]
i Tellurium hexafluoride T783-80-4 0.83% ) ves & Mo
i Titaniurm tetrachloride 7a450-45-0 13.33% O ves @ Mo
' [Titanium chloride (‘I’iCIqj iT-43-]
i Trifluoroacety chioride 354-32-5 6.93% O ves @ Mo
i Trifluarachlaroethylene 79-38-9 BE.6T % ® ves (O Mo
' [Ethene, chlorotrifluoro]
i Tungsten hexafluoride 7783-82-5 710% @ ves O Mo
i v
WARMING: This record contains Chemical-terrorizm Wulnerability Information contralled by & CFR 27 .400. Do not disclose to persons without a "need to know!" in accordance with G CFR 8 27 .49000e). Unauthorized release may
result in civil penalties or other action. In any administrative or judicial proceeding, this information shall be treated as classified information in accordance with & CFR 55 27 .400ChY and (i).




Chemical Security Assessment Tool (CSAT) OME No: 1670-0007 Expiration Date: Februan

SEEL’LI’H}-" 1'9"'1_1111'.*_‘.1'3.}.'].111'[}" Assessment {‘SVJ&.} Chemical-terrorism Vulnerability Information{(CVI)!

Geneml 3 ANL Test Facility14

Facility Security |Issues Pyt g !

— Facility Security Issues

Consequence Analysis -

Julherni Aaysls Theft/Diversion Explosive/lmprovised Explosive Device Precursor (EXP/IEDP) Chemicals of Interest
Select the theft'diversion EXP/IEDP chemicals of interest that are listed in the DHS Preliminary Tier Determination Letter.

._1 View Summary Report -

i ‘d““““-“ﬁ' Report The default settings on this list indicate that the chemical of interest is NOT listed in the letter. You must select "ves™ if the chemical is listed in the £
letter,

Return to Preparer :

[=iLegout ﬁ
cone. [T
[0:2 6103
Aluminum (powder) T429-90-5 ACG ® yes (O Mo
Ammaonium nitrate, [with moaore than 0.2 percent G484-52-2 ACG ® yes (O Mo
i combustible substances, including any organic
i substance calculated as carbon, to the exclusion of
i any other added substance]
Ammaonium nitrate, salid [nitrogen concentration of G484-52-2 33.00% O Yes (& Mo
i 23% nitrogen or greater]
Ammaonium perchlarate 7790-938-5 ACG O ves @& Mo
Ammanium picrate 131-74-8 ace O Yes @ Mo 2
Batium azide 18810-58-7 ace O ves @ Mo
Diazodinitraphenal 87-31-0 ace O ves @ Mo
Diethyleneglycol dinitrate 693-21-0 ACG O ves & No
Dingu 55510-04-8 acc O ves @ No
i [Dinitrogivcoluril]
Dinitrophenal 265450-58-7 ACG O ves & Mo
Dinitraresarcinal 519-44-8 ace O ves @ Mo
Dipicryl sulfide 2217-06-3 ace O ves @ No
Dipicrylamine [or] Hesxyl 131-T3-7 ACG 2 ves & Mo
i [Hexanitradiphenylaming]
Guanyl nitrosaminoguanylidene hydrazine ACG O ves (3 Mo
Hexanitrostilbene 20062-22-0 ACG O ves @ Mo
Hexalite 121-82-4 ace O Yes @ Mo
i [Hexotol]
HMt 2691-41-0 ace O ves @ Mo
i [Cyclotetramethylene-tetranitraming]
Hydrogen peraxide (concentration of at least 35%) Tr22-84-1 35.00% O ves & Mo
Lead azide 13424-46-9 ace O ves @ Mo
Lead styphnate 15245-44-0 ace O ves @ Mo
i [Lead trinitroresorcinate]
Magnesium (povwder) T439-95-4 ACG ) ves & Mo
Mercury fulminate B28-86-4 ace O ves @ Mo
Mitric acid 7697-37-2 gaoo% O ves & Mo
Mitrohenzene 98-95-3 acc O yes 3 Mo
5-Mitrohenzotriazol 2338127 ACG 2 ves & Mo
Mitrocelluloge 4004-70-0 ace O ves & No
Mitroglycerine 55-63-0 acc O ves @ Mo
Mitramannite 18825-70-4 acc O ves @ No
i [Mannital hexanitrate, wetted]
Mitromethane 75-52-5 acc O ves @ Mo
Mitrostarch 9056-38-6 ace O ves @ Mo
Mitrotriazalone 332-64-9 acc O ves @ No
Octalite 5TG07-37-1 ace O ves @ Mo
Octonal 78413-87-3 ace O Yes @ Mo
Pentalite 2066-33-3 ace O oves @ Mo
PETH 78-11-5 acg O ves @ Mo
i [Pentaerthritol tetranitrate]
Phosphorus 7723-14-0 ace O ves @ Mo
Picrite 556-88-7 ace O oves @ Mo
i [Mitroguanidineg]
Patassium chlarate 3811-04-9 ace O ves @ Mo
Potassium nitrate TT57-79-1 ace O ves @ Mo
Fotassium perchlorate TI78-74-7 ACG O ves @ No
FPotassium permanganate TT22-64-7 ACG ) ves & Mo
ROD¥ 121-82-4 acs O ves @ Mo
i [Cyclotrimethylenetrinitraming]
RO and HWX mixtures 121-82-4 ACG O ves @ No
Sadium azide 26628-22-8 acg O ves @ Mo
Sodium chlorate 7775-09-9 acs O ves @ Mo
Sodium nitrate 7631-29-4 acc O ves @ No
Tetranitroaniline 53014-37-2 ACG O ves @& Mo
Tetrazene 109-27-3 acc O Yes @ Mo
| [Guanyl nitrosaminoguanyltetrazens]
1H-Tetrazole 208-04-8 acc O Yes (0 Mo
THT 116-86-7 acs O ves @ Mo
| [Trinitratoluene]
Tarpesx B7713-16-0 ace O ves @ Mo
| [Hexotonal]
Trinitroaniline 26952-42-1 ACG O ves @ No
Trinitroanisale B06-25-9 acg O ves @ Mo
Trinitrabenzene 94-35-4 ace O Yes @ Mo
Trinitrobenzenesulfonic acid 2508-18-2 ACG O ves @ No
Trinitrobenzoic acid 129-65-2 ACG ) ves (& Mo
Trinitrochlorobenzene 88-85-0 ACG O Yes @ No
Trinitrofluorenone 170-79-3 ACG ) ves (8 Mo
Trinitro-meta-crasol E02-99-3 ace O ves @ Mo
Trinitronaphthalene 55810-17-8 ACG O ves & No
Trinitrophenetole 4732-14-3 ACG O ves & Mo
Trinitrophenaol 88-89-1 ace O Yes @ Mo
Trinitraresarcinal 82-71-3 ace @ ves O Mo
Tritonal 54413-15-9 ace @ ves O Mo
[ extn |
-

WARMING: This record contains Chemical-terrarism Yulnerability Information controlled by 6 CFR 27.400. Do not disclose to persons without a "need to know? in accordance with & CFR § 27.400(e). Unauthorized release may

rezult in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as elazssified information in accordance with & CFR S8 27.400Ch) and (i).




Chemical Security Assessment Tool (CSAT) OMB No: 16700007 Expiration Date: February,29

SEEL’LI’H}-" E-’Lllnerahilit}-' Assessment {'SVJ&} Chemical-terrorism Vulnerability Informatior

Geneml 3 ANL Test Facility14
Facility Security |Issues Pyt g !
— Facility Security Issues
Consequence Analysis -
JeRG Anse Sabotage/Contamination Chemicals of Interest

Select the sabotage/contamination chemicals of interest that are listed in the DHS Preliminary Tier Determination Letter.
._1 View Summary Report -
i ‘d““““-“ﬁ' Report The default settings on this list indicate that the chemical of interest is NOT listed in the letter. You must select "ves™ if the chemical is listed in the

letter,
Return to Preparer : )
[=iLogout ﬁ

cone. [T

[0:2.7-1671]

Acetone cyanohydrin, stabilized T5-86-5 ACG ® ves O No

Acetyl bromide 506-96-7 acc @ ves O No )

Acetyl chioride 75-36-5 ace O ves @ Mo

Acetyl indide 607-02-8 acc O ves @ Mo

Allyltrichlorosilane, stahilized 107-37-9 ACG O Yes & Mo

Aluminum bromide, anhydrous Tr27-15-3 ACG O ves & Mo

Aluminurm chlaride, anhydrous T446-70-0 ACG O ves & Mo

Aluminum phosphide 208559-T3-8 ACG O vYes & Mo W

Amyltrichlorosilane 107-T2-2 ACG O ves @ No

Antirmony pentafluoride T783-70-2 ACG ) ves & Mo

Boron tribromide 10204-33-4 AcG O ves @ Mo

Bromine pentafluoride T789-30-2 ACG O ves & No

Brormine trifluoride TT87-71-5 ACG ) ves & Mo B

Butyltrichlorosilane 7521-80-4 ACG 2 ves & Mo

Calcium hydrosulfite 16512-36-4 ACG O ves @ No

i [Calcium dithionite]

Calcium phosphide 13058-99-3 ACG O ves & Mo

Chlorine dioxide 10045-04-4 ACG 2 ves & Mo

i [Chlorine oxide, (CIOEJ]

Chloroacetyl chloride 79-04-9 ACG O ves & Mo

Chlorosulfonic acid T7a0-94-5 ACG O ves & No

Chrarmium oxychlaride 14977-61-8 ACG O ves & Mo

Cyclohexyltrichlorosilane 98-12-4 ACG 2 ves & Mo

Diethyldichlorosilane 1719-53-5 ACG O ves @ No

Dimethyldichlarasilane 75-T8-5 ACG O ves @& Mo

| [Bilane, dichloradimethyl-]

Diphenyldichlorosilane 80-10-4 ACG O Yes & Mo

Dodecyltrichlorosilane 4484-72-4 ACG O ves ® No

Ethyitrichlarasilane 115-21-9 ACG O ves @& Mo

Fluorosulfonic acid T789-21-1 ACG O ves @ No

Hewyltrichlorosilane §28-65-4 BTG O Yes (& No

lodine pentafluaride T783-66-6 ace O ves @ Mo

Lithium amide T7a2-39-0 ACG O ves & Mo

Lithium nitride 26134-62-3 ace O ves @ Mo

Magnesium diamide 7803-54-5 acc O ves @ No

Magnesium phosphide 12067-74-8 ACG O ves & No

Methyldichlarosilane Ta-54-7 ACG ) ves (& Mo

Methyiphenyldichlorosilane 149-T4-6 ACG O ves @ No

Methyltrichlarosilane 79-79-6 ACG O Yes (& Mo

i [Silane, trichloromethyl-]

Roryltrichlorosilane 5283-67-0 ACG ) ves (& Mo

Octadecyltrichlorosilane 112-04-9 ACG O Yes @ No

Octyltrichlarosilane 5283-66-9 BTG O ves & Mo

Fhenyltrichlorosilane 98-13-5 ACG O ves & Mo

Fhosphorus oxychloride 10025-87-3 ACG O ves & No

i [Fhosphaord chioride]

Fhosphorus pentabromide TT89-69-7 ACG O ves & Mo

Phosphorus pentachloride 10026-13-8 ACG O ves (& Mo

Fhosphorus pentasulfide 1314-80-3 ACG O ves & No

Phosphorus trichloride Tr19-12-2 ACG ) ves & Mo

Potassium cyanide 151-60-8 ace O Yes @ Mo

Faotassium phosphide 20770-41-6 ACG O ves & Mo

Fropyltrichlarosilane 141-57-1 A O ves (8 Mo

Silicon tetrachloride 10026-04-7 ACG O ves @ No

Sadium cyanide 143-33-9 ace O ves @ Mo

Sodium hydrosulfte TT758-14-6 ACG O ves (& Mo

i [Eodium dithionite]

Sodium phosphide 12058-85-4 ACG O Yes @ No

Strontium phosphide 12604-16-4 ACG O Yes (& Mo

Sulfuryl chloride 7791-25-5 ACG O ves & Mo

Thionyl chloride 7719-08-7 ACG O ves @ No

Titanium tetrachlaride 75450-45-0 ACG O ves @& Mo

i [Titanium chloride (‘I’iCIqj T-43-]

Trichlarosilane 10025-78-2 ace O ves @ Mo

i [Silane, trichloro-]

Trimethylchlorosilane 75-7T7-4 s O ves @® Mo

i [Silane, chlarotrimethyl-]

Vinyltrichlorosilane 75-94-5 ACG ® vYes (O Mo

Zinc hydrosulfite TTT9-86-4 ACG ® ves O No

i [Zinc dithionite]

B oack J e

v
WARMING: This record contains Chemical-terrarizm Vulnerability Information controlled by & CFR 27.400, Do not disclose to perzons without a "need to know! in accordance with & CFR § 27 400¢e). Unauthorized releaze may
result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with & CFR §§ 27.400Ch) and (i),




General
Facility Security |Issues

Asszet Characterization

Chemical Security Assessment Tool (CSAT) e e ™ 20
gt =g L - M e £ CORTA Chemical -terrorism Vulnerability Information{{GV1
Security Vulnerability Assessment (SVA) y (CVI)

ANL Test Facility14

Facility Security Issues

Consequence Analysis

Vulnerability Analysis

Mission Critical Chemicals

Enter the name of the mission critical chemicals that are listed in the DHS Preliminary Tier Determination Letter.

,_°] View Summary Report

i Validate Report

Feturn to Preparer

Mission Critical Chemical

=iLogout

[2:2.5-3491]

|P~.sset 1 Delete

WARMING: This record contains Chemical-terrarizm Wulnerability Information contralled by & CFR 27 .400. Do not disclose to persans without 3 "need to know!" in accordance with 6 CFR § 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with § CFR &5 27 400ChY and ().




General
Facility Security |Issues

Asszet Characterization

Chemical Security Assessment Tool (CSAT) e e ™ 20
gt =g L - M e £ CORTA Chemical -terrorism Vulnerability Information{{GV1
Security Vulnerability Assessment (SVA) y (CVI)

ANL Test Facility14

Facility Security Issues

Consequence Analysis

Vulnerability Analysis

Economically Critical Chemicals

Enter the name of the economically critical chemicals that are listed in the DHS Preliminary Tier Determination Letter.

,_°] View Summary Report

i Validate Report

Feturn to Preparer

Economically Critical Chemical

=iLogout

[2:2.9-1212]

|P~.sset 2 Delete

WARMING: This record contains Chemical-terrarizm Wulnerability Information contralled by & CFR 27 .400. Do not disclose to persans without 3 "need to know!" in accordance with 6 CFR § 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with § CFR &5 27 400ChY and ().




General
Facility Security |Issues

Asszet Characterization

Consequence Analysis

Vulnerability Analysis

._1 View Summary Report

i Validate Report

Return to Preparer

= Logout
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Chemical Security Assessment Tool (CSAT)

Security Vulnerability Assessment (SVA)

ANL Test Facility 14

Facility Security Issues

Summary of Facility Security Issues Selected

OMEBE No: 1670-0007 Expiration Date: Februan

Chemical-terrorism Vulnerability Information{(CVI)

Release Toxic Chemicals of Interest

Chemical Name CASH m

Acrolein
[2-FPropenal or Acrylaldehyde]

Allyl alcohal
[2-Prapen-1-al]

Tetramettyllead
[Flumbane, tetramethyl-]

Titanium tetrachloride
[Titanium chloride (‘I’iCIqj (T-43-]

107-02-8

107-18-6

78-T4-1

T4450-45-0

1.00%

1.00%

1.00%

1.00%

Release Flammable Chemicals of Interest

Chemical Name CASH m

Acetaldehyde Ta-07-0 1.00%
Acetylene T4-36-2 1.00%
[Ethyng]
Carbon oxysulfide 463-58-1 1.00%
[Carban oxide sulfide {(COSY; carbonyl sulfide]
Yinylidene fluoride T5-38-7 1.00%
[Ethene, 1,1-difluora-]
Fuels
Fuels: Bunker fuel
Fuels: Diesel
Release Explosive Chemicals of Interest
Chemical Name cas# oS
Conc.
Ammaonium nitrate, fwith more than 0.2 percent A434-52-2 ACG
combustible substances, including any arganic
substance calculated as carbon, to the exclusion of
any other added substance]
Ammaonium perchlorate T7a0-9a8-9 ACG
Trinitraresarcinol a2-71-3 ACG
Tritonal 54413-15-9 ACG

Theft'Diversion Chemical Weapon/Chemical Weapon Precursor (CW/CWP) Chemicals of Interest

Chemical Name CASH m

Arsenic trichloride
[Arsenous trichloride]

1,4-Bis{2-chlaroethylthio)-n-butane

Diethyl methylphosphonite

Triethanaolamine hydrochlaride

W
[o-Ethyl-S-2-diisopropylaminoethyl methyl
phasphonothiolate]

T784-34-1

142868-93-7

14715-41-0

637-39-8

S0752-69-9

30.00%

30.00%

20.00%

Theft/Diversion Weapon of Mass Effect (WME)} Chemicals oif Interest

Chemical Name CAS#H m

Arsine

Boron tribromide

Baran trickhlaride
[Borane, trichlora]

Trifluorachlaroethylene
[Ethene, chlarotrifluoro]

Tungsten hexafluoride

T7g4-42-1

10294-33-4

10294-34-5

79-38-9

TT83-82-6

067 %

12.67%

24.70%

G667 %

T10%

Theft'Diversion Explosive/lmprovised Explosive Device Precursor (EXP/IEDP) Chemicals of Interest

Aluminum (powder) 7429-90-5 ACG
Ammaonium nitrate, [with more than 0.2 percent F484-52-2 ACG
combustible substances, including any organic
substance calculated as carbon, to the exclusion of
any other added subistance]
Trinitroresorcinol a82-T1-3 ACG
Tritanal A4413-15-9 ACG
Sabotage/Contamination Chemicals of Interest
Chemical Name CAS# .
Conc.
Acetane cyanohydrin, stabilized 75-86-5 ACG
Acetyl bromide a06-96-F ACG
Yinyltrichlorosilane Th-94-5 ACG
Zinc hydrosulfite T779-86-4 ACG

[£ine dithionite]

Mission Critical Chemicals

Mission Critical Chemical

[@:2.98-312]
Azseti

Economically Critical Chemicals

Economically Critical Chemical

[2:2.08-3438]
Asset 2

Have all security issues and chemicals of interest from the DHS Preliminary Tier Determination Letter been entered?

[2:2.98-2414]

® ves
' Mo

W

WARMING: This record contains Chemical-terrorizm Wulnerability Information controlled by & CFR 27,400, Do not disclose to persons without a "need to know!" in aecordance with G CFR 8 27 .40002). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial proceeding, this information shall be treated as classified information in accordance with & CFR 55 27 .400ChY and (i).
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Chemical Security Assessment Tool (CSAT)

Security Vulnerability Assessment (SVA)

General ANL Test Facility14

Facility Security Issues

Asset Characterization
Asset Characterization

Consequence Analysis

Vulner ability Anabysis . i
' S Potentially Critical Assets

Enter the name and description of all potentially critical assets.
,_°] View Summary Report

i Validate Report

Feturn to Preparer

[2:3.4-3443)

=iLogout

Pt Crit Asset Delete |

Describe: Pot Crit Asset

Have all potentially critical assets been listed and described?

® ves
) Mo

MNext »

[T HE e DRSS T P TR HY e i TR ] At S DR HE R TR P et Do ST A il D RS i L E T eyl P e Tl B H e LT Aol e PR H i P T P oSt Tt

WARMING: This record contains Chemical-terrorizm Wulnerability Information controlled by & CFR 27,400, Do not disclose to persons without a "need to know!" in aecordance with G CFR § 27 .4000). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with § CFR 55 27 .400ChY and ().




Chemical Security Assessment Tool (CSAT) EMENGs L o0 s (el ek e

i
e e o s e S 2 CCVTA Chemical-terrorism Vulnerability Information(GVI)
Security Vulnerability Assessment (SVA) ’ -

General ANL Test Facility14

Facility Security Issues

Asset Characterization
Asset Characterization

Consequence Analysis

Vulnerability Analysis

Potentially Critical Assets - Detail
Pot Crit Asset

£] View Summary Report Provide a hrief description ofthe asset including:

] Validate Report s the primary function (eg, storage, production, loading/unloading;

« number and type of grouped or interconnected vessels; and
» any additional facility identifiing number ar name. (Far example, raw material storage area, ihciuding o starage tanks T-1 and T-25

Feturn to Preparer

Enter a brief description of the asset.
[2:3.31-3831]

Check the containment types used by this asset. Check all that apply.
[2:2.21-5472]

FProcess Unit

Fipinog

Fipeline

Feactor

FPressure Vessel
Low Pressure Storage Tank
Rail Car

Tank Truck

Isotainer

Barge

Cylinder
Linderground Storage
Mounded Storage
Other

e W e W i W i I i W M W e W

Check the chemical phases present. Check all that apply.
[2:3.31-5482]

Gas

Liguid

Gas Liquified by Pressure
Gas Liguified by Refrigeration
Solid

Multiple Phases

e B BE

Check the types of passive mitigation associated with the asset. Check all that apply.
(22315483

E Secondary Containment
O] Enclosure
[ Inherent Robustness

] Mone

Facility Security Issues

Check all the security issues associated with this asset.

Check if the asset iiwvolves security issues for the release toxic chemicals of iterest.  [0:3.31-5211)

Check if the asset invobves security issues for release flammalle chemicals of interest.  [0:2.31-5212)
Check if the asset iivolves security issues for release explosive chemicals of iterest. [0 31.5223)
Check if the asset invobves security issues Tor theft/diversion CW/CWP chemicals of interest,  [0:2 21582249
Check if the asset iiwvolves security issues for theft/diversion WME chemicals of ilterest. [0z .21.5225]
Check if the asset invobves security issues for theft/diversion EXPAEDP chemicals of interest. |02 31-6227)
Check if the asset iwvolves security issues for sabotage and comtamination chemicals. [0:3 215220
Check if the asset invobves security issues for mission critical chemicals. |02 218231

Check if the asset lwolves security issues for economically critical chemicals.  [0:3.34-5232)

L H S T ST R o L TRERT H by DR mT R o SRR HE e e TR i s S TG G H e L TRLLRT P et DS A il L PRSET H S DRSS T FR o S TSR H R ] B s S TG H e TRLLRT et TRl aT PR sl PRSLET H St DRSS T ER o ST H o She TR AR s S TR H i TRLLRT S Dol S T A ol L PRECET H t S DRSomT Pt ST HY e SR ] s S PRt Hp i DAL Pt et Dol PR pol L PRSP b S DRSS T P TR HE o Sk TR T st S P He i oL P TR P it Tl DT R st 6 WSS Ll e el T PR S e e ke TRt
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WARMING: This record contains Chemical-terrorism Wulnerability Information contralled by & CFR 27 .400. Do not disclose to persons without a "need to know!" in accordance with G CFR 8 27 .49000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with § CFR 55 27 .400ChY and (i)




ChEI]liCﬂ.] Securit}; ASSESSH].EI].I: Tonl (CSAT} OMEB MNo: 1670-0007 Expiration Date: Februan

U e S o =l s sl T e i ORTA Chemical-terrorism Vulnerability Information|(
Security Vulnerability Assessment (SVA) )

General ANL Test Facility14

Facility Security Issues

Asset Characterization
Asset Characterization

Potentially Critical Assets - Detail
Pot Crit Asset

Consequence Analysis

Vulnerability Analysis

,_‘] View Summary Report

i Validate Report Select all release toxic chemicals of interest (COl) associated with this asset.

Feturn to Preparer

=iLogout

} Min. Is the COI
Chemical Name B Conc. associated with

this asset?
[@:3.33473]
Acralein 107-02-8 100% © ves O Mo
[2-Propenal or Acrylaldehyde]
Allyl alcohol 107-18-6 1.00% @ Yes O Mo
[2-Fropen-1-ol]
Tetramethyllead 76-T4-1 1.00% @ ves O Mo
[Flumbane, tetramethyl-]
Titaniurm tetrachlaride 7550-45-0 1.00% @ ves (O Mo

[Titaniurm chloride {TiC1) (T-4)]

T ST A PRSRT H e DS T ST H e SR TR T Pt S P H R TRLLRT P et e ST A pol DL TR s LS TR aiyd s et el D H e L b PPl e U H i Pl P o St Tt

WARMING: This record contains Chemical-terrorism Wulnerability Information contralled by & CFR 27 .400. Do not disclose to persons without a "need to know!" in accordance with G CFR 8 27 .49000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with § CFR 55 27 .400ChY and (i)




ChEI]liCﬂ.] Securit}; ASSESSH].EI].I: Tonl (CSAT} OMEB MNo: 1670-0007 Expiration Date: Februan

U e S o =l s sl T e i ORTA Chemical-terrorism Vulnerability Information|(
Security Vulnerability Assessment (SVA) )

General ANL Test Facility14

Facility Security Issues

Asset Characterization
Asset Characterization

Potentially Critical Assets - Detail
Pot Crit Asset

Consequence Analysis

Vulnerability Analysis

,_‘] View Summary Report

i Validate Report Enter the quantity of release toxic chemical of interest associated with this asset (pounds).

Feturn to Preparer
Round the quantity to two significant digits (e.q., round 247500 pounds to 250000 pounds, and round T625 pounds to TEOD pounds).
Do not use commas when entering data.

= Logout

} Min. Quantity
Chemical Name CAS# ConE. {pounds)

[@:3.41-3475]

Acrolein 107-02-8 100% | |
[2-FPropenal or Acrylaldehyde]

Allyl aleahol 107-18-6 100% | |
[2-Prapen-1-al]

Tetramethyllead 75-74-1 100% | |
[Flumbane, tetramethyl-]

Titaniurn tetrachloride T550-45-0 100% | |
[Titanium chloride (‘I’iCIqj (T-43-]

LTS EE L TRLLRT Bt T T P o et TR H i TR ST P SECT R H TR P S Tl Al DL TRLLRT o S Dol T RS TSR PR Sk T DT a2, USRI ERE Y, e PRILAT e a5 el BT Flar pu TR

MARMING: This reczord contains Chemical-terrorism Wulnerability Information contralled by & CFR 27.400. Do not disclose to persons without 3 "need to know!" in aecordance with G CFR 8 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative orjudicial praceeding, this information shall be treated as classified information in accordance with § CFR &5 27 .400ChY and (i).




ChEI]liCﬂ.] Securit}; ASSESSH].EI].I: Tonl (CSAT} OMEB MNo: 1670-0007 Expiration Date: Februan

by e il & =l s sl T e i ORTA Chemical-terrorism Vulnerability Information|(
Security Vulnerability Assessment (SVA) )

General ANL Test Facility14

Facility Security Issues

Asset Characterization
Asset Characterization

Potentially Critical Assets - Detail
Pot Crit Asset

Consequence Analysis

Vulnerability Analysis

,_‘] View Summary Report

i Validate Report Select all release flammable chemicals of interest (COl) associated with this asset.

Feturn to Preparer

=iLogout

} Min. Is the COI
Chemical Name B Conc. associated with

this asset?
[0:3.42-3403)
Acetaldehyde 75-07-0 1.00% @ ves O Mo
Acetylene 74-86-2 1.00% @ ves O No
[Ethyng]
Carbon oxysulfide 463-58-1 1.00% ® yes (O Mo
[Carbon oxide sulfide (COS); carbonyl sulfide]
Vinylidene fluoride 75-38-7 100% @ wves O Mo
[Ethene, 1,1-difluara-]
Fuels
Fuels: Bunker fuel ® ves (O Mo
Fuels: Diesel @ ves O Mo

L H T R PR PR H R TR ST P ot ST HE S TR ] P s St TR HR D DRLLRT Ho R e ST Aol PR H s i TR s SRR H i o S TRy P it Tl DT HRE et o ERSSLRT A ol e ST PR 1o S et T o i et

WARMING: This record contains Chemical-terrarizm Wulnerability Infarmation contralled by & CFR 27.400. Do not disclose to persons without 3 "need to know!" in aecordance with 6 CFR 8 27 .4000&). Unauthorized release may

result in civil penalties or other action. In any administrative orjudicial proceeding, this information shall be treated as classified information in accordance with § CER &% 27 .400¢h) and (i)




Chemical Security Assessment Tool (CSAT) OMB No: 1670-0007 Expiration Date: February :

U e S o =l s sl T e e ORTA Chemical-terrorism Vulnerability Information|(
Security Vulnerability Assessment (SVA) } -

General ANL Test Facility14

Facility Security Issues

Asset Characterization
Asset Characterization

Consequence Analysis

Vulnerability Analysis

Potentially Critical Assets - Detail
Pot Crit Asset

,_°] View Summary Report

o Validate Report Enter the quantity of release flammable chemical of interest associated with this asset (pounds).

Feturn to Preparer

=iLogout

) Min. Quantity
Chemical Name CAS#H Esit: {pounds)

[0:3 433405
Acetaldehyde 76-07-0 100% | |
Acetylene 74-86-2 100% | |
[Ethyne]

Carbon mxysulfide 463-58-1 100% | |

[Carbaon oxide sulfide (OS5 carbonyl sulfide]

vinylidene fluoride 75-38-7 100% | |
[Ethene, 1,1-difluaro-]

Fuels

Fuels: Bunker fuel | |

Fuels: Diesel | |

[CBack  nextn |

TR HR TR T A S TR H D ERELRT H et e ST PR St PRSET H f  TRSmT Po ot ST H S TR P i S TR HE e TRELRT He s LS Teiird B et Tl BT i i Lol T Pl e U H i P T i fo it Tt

WARMING: This record contains Chemical-terrorizm Wulnerability Information contralled by & CFR 27 400, Do not disclose to persons without a"need to know!" in aecordance with & CFR § 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with 6 CFR 85 27 .400ChY and (i)




ChEI]liCﬂ.] Securit}; ASSESSH].EI].I: Tonl (CSAT} OMEB MNo: 1670-0007 Expiration Date: February 2

seciTity \ srahility Acceg = CVTA Chemical-terrorism Vulnerability Information|(GV
Security Vulnerability Assessment (SVA) ¥ -

General ANL Test Facility14

Facility Security Issues

Asset Characterization
Asset Characterization

Potentially Critical Assets - Detail
Pot Crit Asset

Consequence Analysis

Vulnerability Analysis

,_‘] View Summary Report

i Validate Report Select all release explosive chemicals of interest (COl} associated with this asset.

Feturn to Preparer

=iLogout

} Min. Is the COI
Chemical Name B Conc. associated with

this asset?

[Q:3 d4-2600]
Ammoanium nitrate, [with more than 0.2 percent G484-52-2 ACG ® ves O Mo
combustible suhstances, including any organic
substance calculated as carbon, to the exclusion of
any other added subistance]
Ammanium perchlorate 7790-95-9 acs © ves O Mo
Trinitroresarcinal 82-71-3 ACG & ves O Mo
Tritonal 54413-15-9 scc @ ves O Mo

ST H R TS R PR HY e DT o ST R H T TRl B S TR HE el D TRLLRT o R e T PR L SE TR PR i T T P S, SR HAE Y, e TRILRT et sefo s ST Flar pue TR

WARMING: This record contains Chemical-terrarizm Wulnerability Information contralled by & CFR 27 .400. Do not disclose to persans without 3 "need to know!" in accordance with 6 CFR § 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with § CFR &5 27 400ChY and ().




ChEI]liCﬂ.] Securit}; ASSESSH].EI].I: Tonl (CSAT} OMEB MNo: 1670-0007 Expiration Date: February 2

seciTity \ srahility Acceg = CVTA Chemical-terrorism Vulnerability Information|(GV
Security Vulnerability Assessment (SVA) ¥ -

General ANL Test Facility14

Facility Security Issues

Asset Characterization
Asset Characterization

Potentially Critical Assets - Detail
Pot Crit Asset

Consequence Analysis

Vulnerability Analysis

,_‘] View Summary Report

i Validate Report Enter the quantity of release explosive chemical of interest associated with this asset (pounds).

Feturn to Preparer

=iLogout

) Min. Quantity
Chemical Name CAS#H Esit: {pounds)

[3:3.45-2603]

Ammaonium nitrate, fwith more than 0.2 percent A434-52-2 ACG |
combustible substances, including any arganic

substance calculated as carbon, to the exclusion of

any other added substance]

Armmaniurm perchlorate 7790-98- AcG | |
Trinitraresarcinol 82-71-3 ACG | |
Tritonal 54413-15-0 ACG | |

AP TRST P o TR H B TR P ST H b T RLLRT Bt ST ST R o PR H SR DS PR LSS TRl BE i T T a2, S ERE Y, o TRECRT e a6 el s BT Far b TR

WARMING: This record contains Chemical-terrarizm Wulnerability Information contralled by & CFR 27 .400. Do not disclose to persans without 3 "need to know!" in accordance with 6 CFR § 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with § CFR &5 27 400ChY and ().




Chemical Security Assessment Tool (CSAT) GMBING= 1670000 e Expiratior Date: Feb

Gy A
sectirity \F ~rahilityvy Asses S TV AD Chemical-terrorism Vulnerability Information{(GVI)’
Security Vulnerability Assessment (SVA) ¥ )

General ANL Test Facility14

Facility Security Issues

Asset Characterization
Asset Characterization

Consequence Analysis

Vulnerability Analysis

Potentially Critical Assets - Detail
Pot Crit Asset

,_‘] View Summary Report

o Validate Report Select all theft/diversion CW/CWP chemicals of interest (COl) associated with this asset.

Check if the chemical is available in portable, bulk transportation, or bulk storage containers.

Feturn to Preparer

=iLogout A portable package can either be man-porable being movahle by 1-3 people without the aid of powered mechanical devices or mechanically portable with

the aid of a fork lift, truck or crane.

Bulk transportation containers include tank cars, rail cars and other large storage containers that could be hitched to & vehicle for removal from a site.

A bulk starage container is ane from which the COl could be safely transferred into portable packadge or could be moved with the aid of powered mechanical
dewices.

; Min. Is the COI Portable Bulk Bulk
Lhemicaltame Lhsd Conc. associated Transport  Storage
with
this asset?

[3:3 A6-2507) [3:3 462552 [0:3 A6-3563) [2:3 462554

Arsenic trichloride TTE4-34-1 000% @ ves ] [ Ol

[Arsenous trichloride] ) Mo

1,4-BisZ-chloroethyithiol-n-butane 142868-93-T7 ® Yes ] ] O
) Ma

Diethyl methylphosphonite 15715-41-0 3000% @ ves ] . O
) Ma

Triethanalamine hydraochlaride F37-39-8 20.00% & ves ] ] O
) Ma

W 50752-69-9 ® es O O O

[o-Ethyl-3-2-diisopropylaminoethyl methyl 3 Mo

phosphonathiolate]

TR A S TRSCET H R ST P ot SR H T TR ] s S5t TR HE D TRRLRT H t - o] A st e PR H s i TR LT s S P H e TRl B s e DRl o L DRIl H e DT P A ST BE ke T BT P s S, SRS Y, L TRLLAT e S et BT Flar bt TR

WARMING: This record contains Chemical-terrorizm Wulnerability Infarmation controlled by & CFR 27 400, Do not disclose to persons without a"need to know!" in aecordance with & CFR § 27 .40002). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with § CFR 85 27 .400ChY and ().




Chemical Security Assessment Tool (CSAT) OMB No: 1670-0007 Expiration Date: February

e EET =l s sl T e i ORTA Chemical-terrorism Vulnerability Information|(C l_}i'h
Security Vulnerability Assessment (SVA) ) -

General ANL Test Facility14

Facility Security Issues

Asset Characterization
Asset Characterization

Potentially Critical Assets - Detail
Pot Crit Asset

Consequence Analysis

Vulnerability Analysis

,_‘] View Summary Report

i Validate Report Enter the quantity of theft/diversion CW/CWP chemical of interest (COl) associated with this asset {pounds).

Enter the number of containers storing COl associated with this asset.

Feturn to Preparer

=iLogout

) Min. Quantity Number of
Ehemicalame L Conc. {pounds) Containers

[@:3.47-2655) [2:3.47-6532]

Arsenic trichlaride 7784-34-1  3000% | | |
[Arsenous trichloride]

1,4-Bis(2-chloroethylthio}-n-butane 142868-93-7 | | | |
Diethyl methylphosphonite 14715-41-0 30.00% | | | |
Triethanolamine hydrochloride G37-349-8 20.00% | | | |
nou 50782-69-9 | | | |

[o-Ethyl-S-2-diisoprapylaminoethyl methyl
phosphonathiolate]

ST TR H e SR TR AT A A T T TR P e DR A D TRSLRT e T e R SR H s i T s AT B i T T A o, T ERE Y, e DRLLRT e o el R T Flar e TR

WARMING: This record contains Chemical-terrorism Wulnerability Information controlled by & CFR 27 400, Do not disclose to persons without a"need to know" in accordance with & CFR & 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in aceordance with § CFR 85 27 .400Ch% and (i)




General

Facility Security Issues

Asset Characterization

Consequence Analysis

Vulnerability Analysis

,_‘] View Summary Report

Chemical Security Assessment Tool (CSAT)

Security Vulnerability Assessment (SVA)

ANL Test Facility14

Asset Characterization

Potentially Critical Assets - Detail
Pot Crit Asset

OMB Mo: 1670-0007

Expiration Date: February 20,2 N

Chemical-terrorism Vulnerability Informatior [C"u'l}"h

i Validate Report

Feturn to Preparer

=iLogout

ST HE S TR ST R L TR H e T TR e ST HR RS H S DR A sl PRSPt S DRSS T At TR H i TR ] s S T H i Sl L PRSP e Tl DT PR st i BRSSP L G TR PR o 3 et e e i et

Select all theft/diversion WME chemicals of interest {COl) associated with this asset.
Check if the chemical is available in portable or bulk transportation storage containers.

A portable package can either be man-portable being movable by 1-3 people withoot the aid of powered mechanical devices or mechanically partahle with

the aid of a fork lift, truck or crane.

Bulk transportation containers include tank cars, rail cars and other large storage containers that could be hitched to & vehicle for removal from a site.

Chemical Name CASH

Arsine TT84-42-1
Baran tribramide 10294-33-4
Boron trichloride 102594-34-5

[Borane, trichlora]

Trifluarachloroethylene 79-38-9
[Ethene, chlorotrifluora]

Tungsten hexafluoride T783-82-6

Min.
Conc.

067 %

12.67%

84.70%

GH.6T %

T10%

Is the COI
associated with
this asset?

[2:3 452514
® ves O
® ves O
& ves O
® ves O
® ves O

o

o

Mo

o

Mo

Portable

[2:3.48-25671]

[
O

Bulk
Transport

[0:3.48-2672)

O
Ll

result in civil penalties or other action. In any administrative orjudicial proceeding, this information shall be treated as classified information in accordance with § CER &% 27 .400¢h) and (i)

WARMING: This record contains Chemical-terrarizm Wulnerability Infarmation contralled by & CFR 27.400. Do not disclose to persons without 3 "need to know!" in aecordance with 6 CFR 8 27 .4000&). Unauthorized release may




Chemical Security Assessment Tool (CSAT) OMB No: 1670-0007 Expiration Date: February

by e il & =l s sl T e i ORTA Chemical-terrorism Vulnerability Information
Security Vulnerability Assessment (SVA) )

General ANL Test Facility14

Facility Security Issues

Asset Characterization
Asset Characterization

Consequence Analysis

Vulnerability Analysis

Potentially Critical Assets - Detail
Pot Crit Asset

,_°] View Summary Report

o Validate Report Enter the quantity of theft/diversion WME chemical of interest (COl) associated with this asset {(pounds).

Enter the number of containers storing COl associated with this asset.

Feturn to Preparer

=iLogout

) Min. Quantity Number of
Ehemicalame L Conc. {pounds) Containers

[2:3.49-3593] [0:3.49-5533]
Arsine 7784-42-1 067% | | | |
Boron tribrormide 10204-33-4  1267% | | | |
Boron trichloride 10204-34-5  84.70% | | | |

[Borane, trichlara]

Trifluarachlarogthylene 70-38-0  B6ET% | | |
[Ethene, chlorotrifluora]

Tungsten hexafluaride T783-82-6 T10% | | | |

et P TR H S DRSS T PR o ST HRE e TR i ST H b e DALY Bt e e ST A o e PRSLET H e DT s LS TRid Be ke Tl T s o, ECRTERE Y, L TRELET e a5 el BT Far bt TR

WARMING: This record contains Chemical-terrorizm Wulnerability Information contralled by & CFR 27 400, Do not disclose to persons without a"need to know!" in aecordance with & CFR § 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with 6 CFR 85 27 .400ChY and (i)




General

Facility Security Issues

Consequence Analysis

Asset Characterization

Vulnerability Analysis

,_‘] View Summary Report

Chemical Security Assessment Tool (CSAT)

Security Vulnerability Assessment (SVA)

ANL Test Facility14

Asset Characterization

Potentially Critical Assets - Detail

Pot Crit Asset

OMB Mo: 1670-0007 Expiration Date: February 28,2 ﬁh\

e

Chemical-terrorism Vulnerability Information (GVI)

i Validate Report

Feturn to Preparer

=iLogout

R H C e TR P ST H G TR B ST ST Rt PRSLET H e TRt P o ST H e L TR T P S TR H L TRLLET B S T ST R ol S TR H R ST g LSS TR B b T T s S, CRTERE Y, L DRELRT e a6 el s ST Flar pup TR

Select all theft/diversion explosive/IED precurser chemicals of interest (COl} associated with this asset.
Check if the chemical is available in portable, bulk transportation, or bulk storage containers.

A portable package can either be man-portable being movable by 1-3 people withoot the aid of powered mechanical devices or mechanically partahle with

the aid of a fork lift, truck or crane.

Bulk transportation containers include tank cars, rail cars and other large storage containers that could be hitched to & vehicle for removal from a site.

A bulk starage container is ane from which the COl could be safely transferred into portable packadge or could be moved with the aid of powered mechanical

devices.

Chemical Name CASH

Aluminum (powder) T429-90-5
Amimanium nitrate, [with more than 0.2 percent B484-52-2
combustible substances, including any arganic

substance calculated as carbon, to the exclusion of

any other added subistance]

Trinitraresarcinol a2-71-3
Tritonal 4413-15-9

Min.
Conc.

ACG

ACG

ACG

ACG

Is the COI Portahle Bulk Bulk
associated Transport  Storage
with

this asset?

[0:3.5-3520] [0:3.5-3614]  [@:3.5-3642]  [2:3.5-3613)
@ ves O No [ F] ]

® ves O wNo [ | ]

® ves O wNo [ | ]

® ves O Mo [O ] O

WARMING: This record contains Chemical-terrorizm Wulnerability Information controlled by & CFR 27,400, Do not disclose to persons without a "need to know!" in aecordance with G CFR § 27 .4000). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with § CFR 55 27 .400ChY and ().




Chemical Security Assessment Tool (CSAT) OMB No: 1670-0007 Expiration Date: February

by e il & =l s sl T e i ORTA Chemical-terrorism Vulnerability Information
Security Vulnerability Assessment (SVA) )

General ANL Test Facility14

Facility Security Issues

Asset Characterization
Asset Characterization

Potentially Critical Assets - Detail
Pot Crit Asset

Consequence Analysis

Vulnerability Analysis

,_‘] View Summary Report

i Validate Report Enter the quantity of theft/diversion explosive/IED precursor chemical of interest {COl} associated with this asset {pounds).

Enter the number of containers storing COl associated with this asset.

Feturn to Preparer

=iLogout

) Min. Quantity Number of
Ehemicalame L Conc. {pounds) Containers

[2:3.541-3614] [2:3.54-5534

Aluminum (powder) T429-90-4 ACG | | | |

Arnrmonium nitrate, [with more than 0.2 percent B484-52-2 ACG | || |
cambustible substances, including any organic

substance calculated as carbon, to the exclusion of

any other added substance]

Trinitroresarcinol 82-71-3 ACG | | | |

Tritonal 54413-15-9 ACG | | | |

Ly HE R TR ST R o TR H L TR s S TR H b L TRLLET Bt S e ST R ol PR H i DG T g LSS TR B pa i T ST i as S, R HRE Y, L TRELET e a6 el ST Far o TRl

WARMING: This record contains Chemical-terrorizm Wulnerability Information contralled by & CFR 27 400, Do not disclose to persons without a"need to know!" in aecordance with & CFR § 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with 6 CFR 85 27 .400ChY and (i)




Chemical Security Assessment Tool (CSAT) OMB No: 1670-0007 Expiration Date: February

by e il & =l s sl T e i ORTA Chemical-terrorism Vulnerability Information
Security Vulnerability Assessment (SVA) )

General ANL Test Facility14

Facility Security Issues

Asset Characterization
Asset Characterization

Potentially Critical Assets - Detail
Pot Crit Asset

Consequence Analysis

Vulnerability Analysis

,_‘] View Summary Report

i Validate Report Select all sabotage/contamination chemicals of interest associated with this asset.

Feturn to Preparer

=iLogout

} Min. Is the COI
Chemical Name B Conc. associated with

this asset?

[0:3.52-2527]

Acetone cyanohydrin, stahilized 7T5-86-5 ACG @ ves O Mo
Acetyl bromide 506-6-7 acc @ ves O Mo
vinyltrichlarosilane 75-04-5 acs O ves @ Mo
Zinc hydrosulfite TT79-86-4 ACG O ves @ MNo

[£ine dithionite]

Back f Next» |

AT L TR P S TR PR DL TRSLET Byt S ST PR St DR H o DR Pt SECTRR T H )t P TRl P e T DT ER o o EASLRT Al e e T PR 4o S et o e TR s

WARMING: This record contains Chemical-terrorizm Wulnerability Information contralled by & CFR 27 400, Do not disclose to persons without a"need to know!" in aecordance with & CFR § 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with 6 CFR 85 27 .400ChY and (i)




Chemical Security Assessment Tool (CSAT) OMB No: 16700007 Expiration Date: February 29, 2005 IS

e EET =l s sl T e i ORTA Chemical-terrorism Vulnerability Information{(C l}L
Security Vulnerability Assessment (SVA) ) -

General ANL Test Facility14

Facility Security Issues

Asset Characterization
Asset Characterization

Consequence Analysis

Vulnerability Analysis

Potentially Critical Assets - Detail
Pot Crit Asset

,_°] View Summary Report

o Validate Report Enter the quantity of sabotage/contamination chemical of interest associated with this asset (pounds).

Feturn to Preparer

=iLogout

) Min. Quantity
Chemical Name CAS#H Esit: {pounds)

[0:3 633632

Acetone cyanohydri, stabilized 76-86-5 AcG | |
Acetyl bromide 506-06-7 ACG | |
Vinyltrichlorosilane 75-04-5 ACG | |
Zine hydrosulfite 7779-06-4 ACG | |

[Zinc dithionite]

EHTHE UL TRELET Hh e TR ST At TRSET H S Ee DR ST R o ST H e SR TRl e S O ER i ST P PRI P e Tl DT PR st 0 EASSCRT H l pet Dan T PR ot 6 et e e i s

WARMING: This record contains Chemical-terrorizm Wulnerability Information controlled by & CFR 27,400, Do not disclose to persons without a "need to know!" in aecordance with G CFR § 27 .4000). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with § CFR 55 27 .400ChY and ().




Chemical Security Assessment Tool (CSAT) OMB No: 1670-0007 Expiration Date: February

by e il & =l s sl T e i ORTA Chemical-terrorism Vulnerability Information
Security Vulnerability Assessment (SVA) )

General ANL Test Facility14

Facility Security Issues

Asset Characterization
Asset Characterization

Consequence Analysis

Vulnerability Analysis

Potentially Critical Assets - Detail
Pot Crit Asset

,_°] View Summary Report

o Validate Report Select all mission critical chemicals listed in the Preliminary Tier Determination Letter that are associated with this asset.

Feturn to Preparer

=iLogout

Mission Critical Chemical Is the chemical associated

with this asset?

[0:3.54-3633]

Asset 1 @ ves O Mo

AP TR ST TR H e TR T s S TR H i L P TRELA) P e Tl DT PR st i EASLRT H L Gt e T PR ot S et T o i s

WARMING: This record contains Chemical-terrarizm Wulnerability Infarmation contralled by & CFR 27.400. Do not disclose to persons without 3 "need to know!" in aecordance with 6 CFR 8 27 .4000&). Unauthorized release may

result in civil penalties or other action. In any administrative orjudicial proceeding, this information shall be treated as classified information in accordance with § CER &% 27 .400¢h) and (i)




Chemical Security Assessment Tool (CSAT) OMB No: 1670-0007 Expiration Date: February

by e il & =l s sl T e i ORTA Chemical-terrorism Vulnerability Information
Security Vulnerability Assessment (SVA) )

General ANL Test Facility14

Facility Security Issues

Asset Characterization
Asset Characterization

Consequence Analysis

Vulnerability Analysis

Potentially Critical Assets - Detail
Pot Crit Asset

,_°] View Summary Report

o Validate Report Select all economically critical chemicals listed in the Preliminary Tier Determination Letter that are associated with this asset.

Feturn to Preparer

=iLogout

Economically Critical Chemical Is the chemical associated

with this asset?

[0:3.55-2634]

Aszet 2 @ ves O Mo

AP TR ST TR H e TR T s S TR H i L P TRELA) P e Tl DT PR st i EASLRT H L Gt e T PR ot S et T o i s

WARMING: This record contains Chemical-terrarizm Wulnerability Infarmation contralled by & CFR 27.400. Do not disclose to persons without 3 "need to know!" in aecordance with 6 CFR 8 27 .4000&). Unauthorized release may

result in civil penalties or other action. In any administrative orjudicial proceeding, this information shall be treated as classified information in accordance with § CER &% 27 .400¢h) and (i)




Chemical Security Assessment Tool (CSAT) OMB No: 1670-0007 Expiration Date: February
gt =g L - M e = ORTA Chemical-terrorism Vulnerability Information
Security Vulnerability Assessment (SVA) )

ANL Test Facility14

General

Facility Security Issues

Asset Characterization
Asset Characterization

Consequence Analysis

Vulnerability Analysis

Potentially Critical Assets - Detail
Pot Crit Asset

,_°] View Summary Report

i Validate Report Is there a cyber control system related to this asset?

[2:3 A6-3653]

® ves
O Mo

Feturn to Preparer

=iLogout

WARMING: This record contains Chemical-terrarizm Wulnerability Information contralled by & CFR 27 .400. Do not disclose to persans without 3 "need to know!" in accordance with 6 CFR § 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with § CFR &5 27 400ChY and ().




Chemical Security Assessment Tool (CSAT) OMB No: 1670-0007 Expiration Date: February
gt =g L - M e = ORTA Chemical-terrorism Vulnerability Information
Security Vulnerability Assessment (SVA) )

ANL Test Facility14

General

Facility Security Issues

Asset Characterization
Asset Characterization

Consequence Analysis

Vulnerability Analysis

Potentially Critical Assets - Detail
Pot Crit Asset

,_°] View Summary Report

i Validate Report Is there a cyber husiness system related to this asset?

[2:3 661-4207]

® Yes
O Mo

Feturn to Preparer

=iLogout

WARMING: This record contains Chemical-terrorism Wulnerability Information contralled by & CFR 27 .400. Do not disclose to persons without a "need to know!" in accordance with G CFR 8 27 .49000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with § CFR 55 27 .400ChY and (i)




Chemical Security Assessment Tool (CSAT) OMB No: 1670-0007 Expiration Date: February

U =l s sl T e i ORTA Chemical-terrorism Vulnerability Information
Security Vulnerability Assessment (SVA) )

General ANL Test Facility14

Facility Security Issues

Asset Characterization
Asset Characterization

Consequence Analysis

Vulnerability Analysis

Potentially Critical Assets - Detail
Pot Crit Asset

] View Summary Report Check the box to confirm all questions to characterize this asset have heen completad.

ﬂua"{lme Report Asset Characterization Completed [0z s57-a752)

[CBack  nextn |

Feturn to Preparer

=iLogout

WARMING: This record contains Chemical-terrorism Wulnerability Information controlled by & CFR 27 400, Do not disclose to persons without a"need to know" in accordance with & CFR & 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in aceordance with § CFR 85 27 .400Ch% and (i)




Chemical Securit‘}r Assessment Tool (CSAT} ﬂar;lE! Mo: iE?D-DDDT1 Ex.pi;;atinn DatF_; Februa
gL =l s sl T e £ CORTA Chemical-terrorism Vulnerability Information!|
Security Vulnerability Assessment (SVA) ) tion(

ANL Test Facility 14

General

Facility Security Issues

Asset Characterization
Asset Characterization

Consequence Analysis

Vulnerability Analysis

Potentially Critical Assets - Detail Summary
Pot Crit Asset

] View Summary Report This asset is considerad critical. it is included in Consequence Analysis and Vulnerability Analysis evaluations.

i Validate Report

Return to Preparer

Release Toxic chemicals of interest associated with this asset.

Chemical Name CAS# Lt
Conc.

Acrolein 107-02-8 1.00%
[2-FPropenal aor Acrylaldehyde]

= Logout

Allyl aleahal 107-18-6 1.00%
[2-Propen-1-ol]

Tetramethyllead Ta-7d-1 1.00%
[Flumbane, tetramethyl-]

Titanium tetrachloride Tha0-45-0 1.00%
[Titanium chloride (‘I’iCIqj (T-43-]

Release Flammable chemicals of interest associated with this asset.

Chemical Name CAS#H m

Acetaldehyde Ta-07-0 1.00%

Acetylene T4-86-2 1.00%

[Ethyng]

Carbon oxyvsulfide 463-58-1 1.00% —

[Carbon oxide sulfide (COS); carbonyl sulfide]

Winylidene flucride T8-38-7 1.00%
[Ethene, 1,1-difluora-]

Fuels

Fuels: Bunker fuel

Fuels: Diesel

Release Explosive chemicals of interest associated with this asset.

Chemical Name CAS# o
Conc.

Ammaonium nitrate, fwith more than 0.2 percent A484-52-2 ACG
combustible substances, including any arganic

substance calculated as carbon, to the exclusion of

any ather added substance]

Ammaonium perchlorate T7a0-9a8-9 ACG
Trinitraresarcinol 32-71-3 ACG
Tritonal 4413-15-9 ACG

Theft'Diversion CW/CWP chemicals of interest associated with this asset.

Chemical Name CAS# Lt
Conc.

Arsenic trichloride T784-34-1 30.00%
[Arsenous trichloride]

1,4-Bis{2-chlaroethylthio)-n-butane 142868-93-7
Diethyl methylphosphonite 148715-41-0 30.00%
Triethanaolamine hydrochloride F37-39-3 20.00%
W 50782-659-9

[0-Ethyl-S-2-diisopropylaminoethyl methyl
phosphonathiolate]

Theft'Diversion WME chemicals of interest associated with this asset.

Conc.

Arsing Tre4-421 067%
Boron tribromide 10294-33-4 12.67%
Baoran trickhlaride 10294-34-5 24 .70%

[Borane, trichlara]

Trifluorachlaroethylene 79-38-9 BE.ET%
[Ethene, chlarotrifluorao)]

Tungsten hexafluoride T783-82-6 T10%

Theft'Diversion Explosive/IED Precursor chemicals of interest associated with this asset.

Chemical Name CASH m

Aluminum (powder) 7428-90-4 ACG

Ammanium nitrate, [with more than 0.2 percent B484-52-2 ACG
combustible suhstances, including any organic

substance calculated as carbon, to the exclusion of

any other added subistance]

Trinitraresorcinol a2-71-3 ACG

Tritonal 54413-15-9 ACG

Sabotage/Contamination chemicals of interest associated with this asset.

Acetone cyanohydrin, stabilized Th-36-5 ACG
Acetyl bromide a06-96-7 ACG
Yinyltrichlorosilane Th-94-5 ACG
Zinc hydrosulfite T779-86-4 ACG

[£ine dithionite]

Mission Critical chemicals associated with this asset.

Mission Critical Chemical

Asset

Economically Critical chemicals associated with this asset.

Economically Critical Chemical

Asset 2
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WARMING: This record contains Chemical-terrorizm Wulnerability Information controlled by & CFR 27,400, Do not disclose to persons without a "need to know!" in aecordance with G CFR 8 27 .40002). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with § CFR 55 27 400ChY and ().




General

Facility Security Issues

Asset Characterization

Consequence Analysis

Vulnerability Analysis

,_°] View Summary Report

i Validate Report

Feturn to Preparer

Chemical Security Assessment Tool (CSAT) OMB No: 1670-0007 Expiration Date: February

U =l s sl T e o CORTA Chemical-terrorism Vulnerability Information|(GVI)
Security Vulnerability Assessment (SVA) ) -

ANL Test Facility14

Asset Characterization

Cyber Control Systems

List all cyber control systems by name.

List only the contral systemes for the potentially critical assets.

=iLogout

Control System Name

[2:3.7-3711]

Contral System | j o bescrilie: Lontiol Systen

Have all relevant cyber control systems been identified?
[2:3.7-3712]

® Yes
) Mo

[“CBack J Next |

WARMING: This record contains Chemical-terrorizm Wulnerability Information contralled by & CFR 27 400, Do not disclose to persons without a"need to know!" in aecordance with & CFR § 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with 6 CFR 85 27 .400ChY and (i)




Chemical Security Assessment Tool (CSAT) OMB No: 1670-0007 Expiration Date: February

U =l s sl T e i ORTA Chemical-terrorism Vulnerability Information
Security Vulnerability Assessment (SVA) )

General ANL Test Facility14

Facility Security Issues

Asset Characterization
Asset Characterization

Consequence Analysis

Vulnerability Analysis

Cyber Control Systems

Control System

,_°] View Summary Report

i Validate Report Enter cyber control system description.

Return to Preparer [@:2.71-2718]

=iLogout

Check the asset{s) controlled by this cyber control system.

Critical Asset Name Is the asset associated

with this control system?

[2:3.71-3835]

Pot Crit Agset 2 ves @ Mo

“ Back |

WARMING: This record contains Chemical-terrorizm Wulnerability Information contralled by & CFR 27 400, Do not disclose to persons without a"need to know!" in aecordance with & CFR § 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with 6 CFR 85 27 .400ChY and (i)




Chemical Security Assessment Tool (CSAT) OMB No: 1670-0007 Expiration Date: February

U =l s sl T e i ORTA Chemical-terrorism Vulnerability Information
Security Vulnerability Assessment (SVA) )

General ANL Test Facility14

Facility Security Issues

Asset Characterization
Asset Characterization

Consequence Analysis

Vulner ability Anabysis -
' S Cyber Business Systems

List all cyber business systems by name.
,_°] View Summary Report

ﬂ’vali{me Report List only the business systerms for the potentially critical assets.
j i

Feturn to Preparer

=iLogout

Business System Name

[2:3.8-3715]

Business System | | © Describe: Business System

Have all cyber business systems heen evaluated?
[2:3.8-37 16]

® ves
O Mo

[“CBack J Next |

WARMING: This record contains Chemical-terrorism Wulnerability Information controlled by & CFR 27 400, Do not disclose to persons without a"need to know" in accordance with & CFR & 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in aceordance with § CFR 85 27 .400Ch% and (i)




Chemical Security Assessment Tool (CSAT) OMB No: 1670-0007 Expiration Date: February 2

e CFEaEh 5 =l s sl T e i ORTA Chemical-terrorism Vulnerability Information{(C
Security Vulnerability Assessment (SVA) ) -

General ANL Test Facility14

Facility Security Issues

Asset Characterization
Asset Characterization

Consequence Analysis

Vulner ability Anabysis -
' S Cyber Business Systems

Business System

,_°] View Summary Report

i Validate Report Enter cyber business system description.

Return to Preparer [@=.81-2720]

=iLogout

Check the asset{s) associated with this cyber business system.

Critical Asset Name Is the asset associated

with this business system?

[E:3.51-3837]

Pot Crit Agset 2 ves @ Mo

“ Back |

WARMING: This record contains Chemical-terrorism Wulnerability Information controlled by & CFR 27 400, Do not disclose to persons without a"need to know" in accordance with & CFR & 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in aceordance with § CFR 85 27 .400Ch% and (i)




ChEI]liCH.] SEClll'it}f' Assessment TDD[ (CS AT} OME No: 1670-0007 Expiration Date: February 29 zu:rn:ra___..q}ﬁ_‘;ﬁ__

U =l s sl T e o CORTA Chemical-terrorism Vulnerability Information [[‘.\a‘l'j
Security Vulnerability Assessment (SVA) ) -

General ANL Test Facility14

Facility Security Issues

Asset Characterization
Asset Characterization

Consequence Analysis

Vulnerability Analysis

Summary - Potentially Critical Assets and Security Concerns

Release  Release Release Sabotage/ Theft/ Theft/ Theft/

] View Summary Report Toxic Flammable  Explosive  Contamination  Diversion  Diversion  Diversion
CW/CWP WME EXP/IEDP

i Validate Report
[2:2.9-9932] [2:2.9-9933]  [2:3.9-9934] [2:29-99236]  [2:3.9-9939] [2:3.9-99236]  [2:39.9937]  [2:3.9-4939]

Feturn to Preparer

Fot Crit Asset 0 G 0 0 a a 0

=iLogout

Critical Asset Name Mission Economic

Critical Critical

[2:3.9-5554] [Q:3.9-5555]  [Q:3.9-5556)

Fot Crit Asset a a

MARMING: This reczord contains Chemical-terrarism Wulnerability Information contralled by & CFR 27.400. Do not disclose to persons without 3 "need to know!" in aecordance with G CFR 8 27 .4000e). Unauthorized release may result in civil

penalties or other action. In any administrative ar judicial proceeding, this infarm ation shall be treated as classified information in accordance with 6 CFR 88 27 .400Ch7Y and (i)




Chemical Security Assessment Tool (CSAT) OME No: 1670.0007 Expiration Date: February 2

gt =l s sl T e = ORTA Chemical-terrorism Yulnerability Information
Security Vulnerability Assessment (SVA) ) -

General ANL Test Facility14

Facility Security Issues

Consequence Analysis

Asset Characterization

Vulnerability Analysis

Select a Potentially Critical Asset from the list to begin consequence analysis.
,_°] View Summary Report

i Validate Report

Feturn to Preparer

Critical Asset Name

[246.4-2834)

=iLogout

ROEGHEASEE! ____ Describe: Pot Crit Asset

Have all critical assets been evaluated?

[2:6.1-1206]

® ves
) Mo

WARMING: This record contains Chemical-terrorism Wulnerability Information contralled by & CFR 27 400, Do not disclose to persons without a"need to know in accordance with & CFR & 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with 6 CFR 85 27 .400ChY and (i)




Chemical Security Assessment Tool (CSAT) OMB:No: 1670.0007, Explration Date: Febuary.29:200
SE‘.EUIH}-’ Vulnerabilitv Assessment {'qﬁ#rg,i} Chemical-terrorism Vulnerability Information (GVI)
A - - '-.I_ T .

ANL Test Facility14

Asset Screening

Pot Crit Asset

[dentify the location of this asset. Click on "Locate Asset” and then click on the map to identify the location of the
asset. Do not click "Mext =" until the star appears showing the location ofthe asset.

Zoorn Im Zoorm Cut | Pan Full Extent | Locate Aszet Map Help

Click & button in the map toolbarto choose a tool. The tools
may be used as follows:

Zoom In Click and drag to create a rectanagle around the
area thatyou wantto maanify.

Zoom Ot Click and drag to zoom out.

Pan Click and drag to wiew other parts ofthe map

without resizing. The map will move in the
direction you drag.

Full Extent Click the Full Extent button once to view the
magnification that shows the entire map. Atthe
full extent, you will not be able to zoom out
further.

Locate Asset | Click an the map to identify the location ofthe
asset.




Chemical Security Assessment Tool (CSAT) R . g

sectirity W ~rahilitv Asseseme SR A Chemical-terrorism Vulnerability Information' (CVI)
Security Vulnerability Assessment (SVA) ) :

General ANL Test Facility14

Facility Security Issues

Consequence Analysis

Asset Characterization

Vulnerability Analysis

SRR viorine W] »iceoit [ vobicic [ 4sout |
[ CBacic J newi |

,_°] View Summary Report

i Validate Report

Return to Preparer

=iLogout

MARMING: This record contains Chemical-terrorism Wulnerability Information contralled by & CFR 27.400. Do not disclose to persons without 3 "need to know!" in aecordance with 6 CFR 8 27 .4000). Unauthorized

release may result in civil penalties or other action. In any administrative or judicial proceeding, this information shall be treated a= classified information in accordance with 6 CFR 88 27 .400¢h) and (i)




Cherﬂica] Securit}r ASSESSH].EHI: T‘DDI (CSAT} OMB Mo: 16700007 Expiration Date: Feb

Chemical-terrorism Vulnerability Information{(CVI)

Security Vulnerability Assessment (SVA)

ANL Test Facility14

Consequence Analysis
Pot Crit Asset |

Click on "Locate Attack Location” and then click on the map to identify the location of the attack. Zoom in around
the blast circles and printthis page for reference as you complete the questions that follow. Do not click "Mext
==" until the blast circles appear.

Zoorn In | Zoorm Cut | Pan Full Extent | Locate Attack Location

Map Help

Click a button in the map toolbarto choose atool The tools
may he used as follows:

Zooin In Click and drag to create a rectangle
around the area that you want to
rmacnify.

Zoom Ot Click and drag to zoom out.

Pan Click and drag ta view other parts of

the map without resizing. The map
will mowe in the direction you drag.

Full Extent Click the Full Extent button once to
wiew the maanification that shows
the entire map. At the full extent, you
will not be able to zoom out further.

Locate Attack Location | Click on the map to identify the
location of the attack.

The diameter of the smaller blast circle is 280.0 feet.

If the application takes too long to draw the blast circles please reload the page by using application’s
ACK Inntton.




e et

Chemical Security Assessment Tool (CSAT) DMENGS L oD e 0 Dals: kabiun

U e S o Sl s sl T e i ORTA Chemical-terrorism Vulnerability Information [L‘L‘l}
Security Vulnerability Assessment (SVA) ’ :

General ANL Test Facility14

Facility Security Issues

Consequence Analysis

Asset Characterization

Vulnerability Analysis

Pot Crit Asset: Marine

,_‘] View Summary Report

i Validate Report Enter the maximum number of employees within the outer damage radius {270 feet).

Return to Preparer

The number should represent the typical maximum nomber of full-time employvees and resident contractors within the combined inner and outer

£ Logout areas at any aiven time. Do notinclude occasional times of higher on-site workforce, such as turnarounds, in this number.

[2:7 01-3208] |

Are there any potentially critical assets located within the inner damage radius (140 feet)?

[@7.011531] @) ves

© Mo

[T H SR TR LT A S PSR HE T T RSN B e T ST A D DRSLRT LTl PR STl DT e LT PR, e TR HE e S P T

WARMING: This record contains Chemical-terrarism Wulnerability Information contralled by & CFR 27 .400. Do not disclose to persons without 3 "need to know!" in aecordance with 6 CFR 8 27 .4000). Unauthorized

release may result in civil penalties ar other action. In any administrative or judicial proceeding, this infarmation shall be treated a= classified information in accordance with 6 CFR 88 27 .400¢h) and (i)




Chemical Security Assessment Tool (CSAT) DMENGS L oD e 0 Dals: kabiun

gE Rt b Sl s sl T e i ORTA Chemical-terrorism Vulnerability Information [L' -
Security Vulnerability Assessment (SVA) ’ :

General ANL Test Facility14

Facility Security Issues

Consequence Analysis

Asset Characterization

Vulnerability Analysis

Pot Crit Asset: Marine

,_°] View Summary Report

o Validate Report Consider the inner damage radius (140 feet). Are any of the release toxic chemicals of interest listed in the Preliminary Tier

Determination Letter located within this zone?

Return to Preparer

= Legout [2:7.02-1459] (&) ves

O Mo

Back f Next» |

RS H G TR AT P PO HE i Sl L TRl P et Tl DT HR i EAELRT el et Do T Aok S e 1

WARMING: This record contains Chemical-terrorism Wulnerability Information contralled by & CFR 27.400. Do not disclose to persons without a"need to know'" in aecordance with 6 CFR 8 27 .4000e). Unauthorized

release may result in civil penalties or other action. In any administrative or judicial proceeding, this information shall be treated as classified information in accordance with 6 CFR 85 27 .400ch) and (i)




Chemical Security Assessment Tool (CSAT) OMENG 1670000 ZgExlabd 1 Dalo: Fobiug

e e o s e S o TCLTA Chemical-terrorism Vulnerability Information’ (GVI
Security Vulnerability Assessment (SVA) ’ :

General ANL Test Facility14

Facility Security Issues

Consequence Analysis

Asset Characterization

Vulnerability Analysis

Pot Crit Asset: Marine

,_‘] View Summary Report

i Validate Report Enter the total quantity (pounds) for each release toxic chemical of interest within the inner damage radius (140 feet). Round

the quantity to two significant digits {e.g., round 247500 pounds to 250000 pounds, and round 7625 pounds to 7600 pounds). Do
not use commas when entering data.

Return to Preparer

EiLogout Enter the distance of concern for each release toxic chemical of interest using RMP*Comp (miles).

The distance that should be reported is the dowrnwind distance calculated using RMP*Comp for total quantity of the regulated chemical, using
additional process conditions for this chemical. Report all distances shorter than 0.1 mile as 0.1 mile, and all distances 24 miles or longer as 24
miles. (RMP*Camp can be downloaded from hitpeivosernite epa gowoswearceppoweb nsficantentic omp-dwh bt

. Min. Total QGuantity within RMP*Comp
BAmice N RS Conc. Inner Damage Radius  Distance

{pounds) {miles)

[0:7.05-0 14 [2:7.05-4016]

Acrolein 107-02-8 100% | || |
[2-Propenal or Acrylaldehyde]

Allyl alcahal 107-18-6 1.00% | | | |
[2-Propen-1-al]

Tetramethyllead 76-74-1 100% | || |
[Flumbane, tetramethyl-]

Titaniumm tetrachloride T550-45-0 100% | | | |
[Titanium chloride (‘I’iCIqj (T-43-]

EHUH LU TRELET H e DR ST PR S PRRCET H R DR T P TR HRE S TR ] P s S TR H L DRLLET Byt et e ST P ol S PR HY e DR P o ST U He it e TRy P St P DT ERE o, LSRN ol e e T Aol s o oY 1

MARMING: This record contains Chemical-terrorizm Wulnerability Infarmation contralled by & CFR 27 .400. Do not disclose to persons without a"need to know!" in aecordance with & CFR § 27 .40002). Unauthorized

release may result in civil penalties or other action. In any administrative or judicial proceeding, this information shall be treated as classified information in accordance with 6 CFR 85 27 .400ch) and (i)




Chemical Security Assessment Tool (CSAT) DMENGS L oD e 0 Dals: kabiun

gE Rt b Sl s sl T e i ORTA Chemical-terrorism Vulnerability Information [E‘I
Security Vulnerability Assessment (SVA) ’ :

General ANL Test Facility14

Facility Security Issues

Consequence Analysis

Asset Characterization

Vulnerability Analysis

Pot Crit Asset: Marine

,_°] View Summary Report

o Validate Report Consider the inner damage radius (140 feet). Are any of the release flammable chemicals of interest listed in the Preliminary

Tier Determination Letter located within this zone?

Return to Preparer

[=Legout @7 11731 @) ves

) Mo

Back f Next» |

RS H G TR AT P PO HE i Sl L TRl P et Tl DT HR i EAELRT el et Do T Aok S e 1

WARMING: This record contains Chemical-terrorism Wulnerability Information contralled by & CFR 27 .400. Do not disclose to persons without a "need to know!" in aecordance with G CFR 8 27 .4000e). Unauthorized

release may result in civil penalties or other action. In any administrative or judicial proceeding, this information shall be treated as classified information in accordance with 6 CFR 88 27 .<00Ch) and (i)




General

Facility Security Issues

Asset Characterization

Vulnerability Analysis

|_°] View Summanry Report

Security Vulnerability Assessment (SVA)

ANL Test Facility14

Consequence Analysis

| «cBack [ Next> |

Pot Crit Asset: Marine

Chemical Security Assessment Tool (CSAT)

OME Mo: 1670-0007 Expiration Date: Februa
Chemical-terrorism Vulnerability Informatior

i Validate Report

Return to Preparer

[EiLogout

PR S TR H e TRLLRT Bt e e ST A St PR H i DR T o E TR H e TRl B i St Tl Al DRSLET o i DS T PR SR TR H i SR TR ] P st o) SR HA e CETRILET 1 i St el St st L T BT H s b g b s Sy

Enter the total quantity (pounds) for each release flammable chemical of interest within the inner damage radius {140 feet). Round the
quantity to two significant digits {e.q., round 247500 pounds to 250000 pounds, and round 7625 pounds to 7600 pounds). Do not use
commas when entering data.

Chemical Name CAS#H

Acetaldehyde

Acetylene
[Ethyng]

Carbon oxyvsulfide
[Carbon oxide sulfide (COS); carbonyl sulfide]

Winylidene chloride
[Ethene, 1,1-dichlaro-]

Winylidene fluoride
[Ethene, 1,1-difluaro-]

Fuels

Fuels: Diesel

75-07-0

74-86-2

4K3-58-1

75-35-4

T8-38-7

Min.
Conc.

1.00%

1.00%

1.00%

1.00%

1.00%

Total QGuantity within
Inner Damage Radius
{pounds)

[Q:7.12-1475]

WARMING: This record contains Chemical-terrorism Wulnerability Information contralled by & CFR 27.400. Do not disclose to persons without a"need to know'" in aecordance with 6 CFR 8 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial proceeding, this information shall be treated as classified information in accordance with G CFR 85 27 .400ChY and (i)




Chemical Security Assessment Tool (CSAT) OMB No: 1670-0007 Expiration Date: February

s =0 oy SRl W e i CCNTA Chemical-terrorism Vulnerability Information
Security Vulnerability Assessment (SVA) ) -

General ANL Test Facility14

Facility Security Issues

— Consequence Analysis
Asset Characterization i +

[T Ko

Vulnerability Analysis

Pot Crit Asset: Marine

,_‘] View Summanry Report

o] Validate Report Consider the inner damage radius {140 feet). Are any of the release explosive chemicals of interest listed in the Preliminary Tier

Determination Letter located within this zone?

Return to Preparer

[EiLogout

[@721432] @ Yes

) Mo

« Back |l Next» |
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WARMING: This record contains Chemical-terrorizm Wulnerability Information contralled by & CFR 27 400, Do not disclose to persons without a"need to know!" in aecordance with & CFR § 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with 6 CFR 85 27 .400ChY and (i)




Chemical Security Assessment Tool (CSAT) OME No: 1670-0007 Expiration Date: February

ety V ~rahilitv Accec ~ ‘CYAD Chemical-terrorism Vulnerability Informatior
Security Vulnerability Assessment (SVA) ¥

General ANL Test Facility14

Facility Security Issues

. Consequence Analysis

<Back [ Next> |

Asset Characterization

Vulnerability Analysis

Pot Crit Asset: Marine

|_°] View Summanry Report

o] Validate Report Enter the total quantity {pounds) for each release explosive chemical of interest within the inner damage radius (140 feet). Round the

quantity to two significant digits {e.q., round 247500 pounds to 250000 pounds, and round 7625 pounds to 7600 pounds). Do not use

Return to Preparer commas when entering data.

[EiLogout

! Min. Total Quantity within
ERCIEELNanie EASS Conc. Inner Damage Radius

{pounds)

[0:7.22-1496]

Ammanium nitrate, [with moare than 0.2 percent F484-52-2 ACG ||
combustible substances, including any organic

substance calculated as carbon, to the exclusion of

any ather added substance]

Armaniurm perchlorate 7790-98- ACG | |
Trinitroresorcinol 82-71-3 AcG | |
Tritanal 54413-15-0 ACG | |

[“Back § Next» |

WARMING: This record contains Chemical-terrarizm Wulnerability Infarmation contralled by & CFR 27.400. Do not disclose to persons without 3 "need to know!" in aecordance with 6 CFR 8 27 .4000&). Unauthorized release may

result in civil penalties or other action. In any administrative orjudicial proceeding, this information shall be treated as classified information in accordance with § CER &% 27 .400¢h) and (i)




Chemical Security Assessment Tool (CSAT) OMB No: 1670-0007 Expiration Date: February

e Ty SRl W e = CCNTA Chemical-terrorism Vulnerability Information!(
Security Vulnerability Assessment (SVA) ) -

General ANL Test Facility14

Facility Security Issues

— Consequence Analysis
Asset Characterization i +

[T Ko

Vulnerability Analysis

Pot Crit Asset: Marine

,_‘] View Summanry Report

o] Validate Report What would be the replacement costs {in dollars) of damage within the inner damage radius (140 feet)? (Enter number without dollar

sign or commas)

Return to Preparer

[EiLogout

Replacement Cost: [u:?.29-14-93]| |

¢« Back [l Nexts |

TR HE Cu L TR H S SR HR ol (ETRSLRT E S Tess) i e T R H i T b P Sy

WARMING: This record contains Chemical-terrorizm Wulnerability Information controlled by & CFR 27,400, Do not disclose to persons without a "need to know!" in aecordance with G CFR § 27 .4000). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with § CFR 55 27 .400ChY and ().




Chemical Security Assessment Tool (CSAT) OMB No: 1670-0007 Expiration Date: February

e Ty SRl W e = CCNTA Chemical-terrorism Vulnerability Information!(
Security Vulnerability Assessment (SVA) ) -

General ANL Test Facility14

Facility Security Issues

— Consequence Analysis
Asset Characterization i +

Consequence Anaiysis  Ji < Back |

Vulnerability Analysis

Pot Crit Asset

] view Summary Report Marine Scenatio Analysis.

l-d‘u’ali{lnte Report Check the hox ifthe scenario is completed and then press [Next] to continue.

Return to Preparer < x
1 Marine Scenario Completed  [2:7 2-4947]

[EiLogout

St T ST A ] ST E Ll e TSRS T Y s SRR o e e T T R S PG el Ty

WARMING: This record contains Chemical-terrarizm Wulnerability Information contralled by & CFR 27 .400. Do not disclose to persans without 3 "need to know!" in accordance with 6 CFR § 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with § CFR &5 27 400ChY and ().




Chemical Security Assessment Tool (CSAT) R U L B

o
Chemical-terrorism Vulnerability Information (GVI)

Security Vulnerability Assessment (SVA)

ANL Test Facility14

Consequence Analysis
Pot Crit Asset [ Aircraft

In thiz scenario the attack location is aszumed to he the center ofthe a=s=et. You do not need to choose 5
location. Zoom in around the blast circles and print this page far reference as you complete the guestions that
follow.

Map Help

Click a button in the map toolbarto choose atool The tools
may he used as follows:

Zooin In Click and drag to create a rectangle around the
area that you want to maonify.

Zoomn 0wt | Click and drag to zoom out.

Pan Click and drag to wiew other parts ofthe map
without resizing. The map will move in the
direction you drag.

Full Exttent | Click the Full Extent button once ta wiew the
mannification that shows the entire map. At the
full extent, you will not be able to zoom out further.

The diameter of the smaller blast circle is 980.0 feet.




Chemical Security Assessment Tool (CSAT)

Security Vulnerability Assessment (SVA)

General ANL Test Facility14

Facility Security Issues

— Consequence Analysis
Asset Characterization i +

Vulnerability Analysis

Pot Crit Asset: Aircraft

,_‘] View Summanry Report

o] Validate Report Enter the maximum number of employees within the outer damage radius (950 feet)?

Return to Preparer

The number should represent the trpical maximum number of full-time employees and resident contractors within the combined inner and outer areas at any

= Logout given time. Do not include occasional times of higher on-site workforce, such as turnarounds, inthis number.

=

[2:5.01-H063]

R H S TR AT P S TR ER ] SR EY ol PETRSST P Pl TR s SR T T P S TS bl T

WARMING: This record contains Chemical-terrarizm Wulnerability Information contralled by & CFR 27 .400. Do not disclose to persans without 3 "need to know!" in accordance with 6 CFR § 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with § CFR &5 27 400ChY and ().




Chemical Security Assessment Tool (CSAT) OMB No: 1670-0007 Expiration Date: February

s =0 oy SRl W e i CCNTA Chemical-terrorism Vulnerability Information
Security Vulnerability Assessment (SVA) ) -

General ANL Test Facility14

Facility Security Issues

— Consequence Analysis
Asset Characterization i [

Consequence Analysic i < Back [ Next> |

Vulnerability Analysis

Pot Crit Asset: Aircraft

=] Wiew Summary Report

] Validate Report Consider the inner damage radius (490 feet). Are any of the release toxic chemicals of interest listed in the Preliminary Tier

Determination Letter located within this zone?

Return to Preparer

= Logout

[2:9.02:2079] @ Yes

' Mo

« Back |l Next» |

AP TR ST P TR HE o DS T Pl PR den D TR o ST (e R SR TR ey

WARMING: This record contains Chemical-terrarizm Wulnerability Information contralled by & CFR 27 .400. Do not disclose to persans without 3 "need to know!" in accordance with 6 CFR § 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with § CFR &5 27 400ChY and ().




Chemical Security Assessment Tool (CSAT) GraliNe= e At D e feiis

~e1rity srahilitvy Accpc - VA Chemical-terrorism Vulnerability Information!(C
Security Vulnerability Assessment (SVA) ¥ .

General ANL Test Facility14

Facility Security Issues

Asset Characterization

. Consequence Analysis

[T Ko

Vulnerability Analysis

Pot Crit Asset: Aircraft

|_°] View Summanry Report

o] Validate Report Enter the total quantity {pounds) for each release toxic chemical of interest within the inner damage radius {490 feet). Round the

quantity to two significant digits {e.q., round 247500 pounds to 250000 pounds, and round 7625 pounds to 7600 pounds). Do not use

Return to Preparer commas when entering data.

i Logout Enter the distance of concern for each release toxic chemical of interest using RMP*Comp (miles).

The distance that should be reported is the dowrnwind distance calculated using RMP*Comip for total quantity of the regulated chemical, using additional
process conditions for this chemical. Beport all distances shorterthan 0.1 mile a5 0.1 mile, and all distances 25 miles or longer as 25 miles. (BRMPFComp
can be downloaded fram hitpivosemite.epa.govioswer’ceppoweh. nsficontent’comp-dwn. bt}

: Min. Total Guantity within RMP*“Comp
ERCIEELNanie EASS Conc. Inner Damage Radius  Distance

{pounds) {miles)

[0:9.03-2087] [0:2.02-9067]

Acrolein 107-02-8 100% | || |
[2-Propenal or Acrvlaldehyde]

Allyl alcohol 107-18-6 1.00% | | | |
[2-Fropen-1-aol]

Tetramethyllead 76-74-1 100% | || |
[Flumbane, tetramethyl-]

Titanium tetrachloride 7550-45-0 100% | | | |
[Titanium chlaride (‘I’iCIqj T-43-]

MARMING: This reczord contains Chemical-terrorism Wulnerability Information contralled by & CFR 27.400. Do not disclose to persons without 3 "need to know!" in aecordance with G CFR 8 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative orjudicial praceeding, this information shall be treated as classified information in accordance with § CFR &5 27 .400ChY and (i).




Chemical Security Assessment Tool (CSAT) OMB No: 1670-0007 Expiration Date: February

s =0 oy SRl W e i CCNTA Chemical-terrorism Vulnerability Information
Security Vulnerability Assessment (SVA) ) -

General ANL Test Facility14

Facility Security Issues

Consequence Analysis

Asset Characterization

Vulnerability Analysis

Pot Crit Asset: Aircraft

,_‘] View Summanry Report

o] Validate Report Consider the inner damage radius {190 feet). Are any of the release flammable chemicals of interest listed in the Preliminary Tier

Determination Letter located within this zone?

Return to Preparer

(= Logout

=

[@9.12142] @ Yes

) Mo

MNext »

AP TR ST P TR HE o DS T Pl PR den D TR o ST (e R SR TR ey

WARMING: This record contains Chemical-terrorism Wulnerability Information controlled by & CFR 27 400, Do not disclose to persons without a"need to know" in accordance with & CFR & 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in aceordance with § CFR 85 27 .400Ch% and (i)




Chemical Security Assessment Tool (CSAT) GraliNes e oD e i

P Ty E bR b W e = CCNTA Chemical-terrorism Vulnerability Informatior
Security Vulnerability Assessment (SVA) ¥

General ANL Test Facility14

Facility Security Issues

Consequence Analysis

Asset Characterization

Vulnerability Analysis

Pot Crit Asset: Aircraft

,_‘] View Summanry Report

] Validate Report Enter the total quantity {pounds) for each release flammable chemical of interest within the inner damage radius {130 feet). Round the

quantity to two significant digits {e.q., round 247500 pounds to 250000 pounds, and round 7625 pounds to 7600 pounds). Do not use
commas when entering data.

Returnto Preparer

= Logout

=

. Min. Total Quantity within
EREIERLNATR ikl Conc. Inner Damage Radius

{pounds)

[@:3.42-2150]

Acetaldehyde 75-07-0 100% | |
Acetylene 74-86-2 100% | |
[Ethyng]

Carbon owysUlfide 463-50-1 100% | |

[Carbon oxide sulfide (COS); carbonyl sulfide]

Vinylidene chiaride 75-35-4 1.00% | |
[Ethene, 1,1-dichlaro-]

Vinylidene fluoride 75-38-7 100% | |
[Ethene, 1,1-difluaro-]

Fuels

Fuels: Diesel

P o LR R i TR e TR Rt TR L e DL Rt R DL R s TR Rt U e o DR At S T e i S SRS L s S VR R R CE SRR B S R ot i R e e DA Bt Sy

MARMING: This record contains Chemical-terrorism Wulnerability Information contralled by & CFR 27.400. Do not disclose to persons without 3 "need to know!" in aecordance with 6 CFR 8 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative orjudicial praceeding, this information shall be treated as classified information in accordance with § CFR 85 27 .400ChY and (i).




Chemical Security Assessment Tool (CSAT) OMB No: 1670-0007 Expiration Date: February

s =0 oy SRl W e i CCNTA Chemical—tr:rrcrrism‘v'ulnr:r.ll:-ilit-'lnfcnrnutic-ﬁ]f
Security Vulnerability Assessment (SVA) ) -

General ANL Test Facility14

Facility Security Issues

— Consequence Analysis
Asset Characterization i +

[T Ko

Vulnerability Analysis

Pot Crit Asset: Aircraft

,_‘] View Summanry Report

o] Validate Report Consider the inner damage radius {190 feet). Are any of the release explosive chemicals of interest listed in the Preliminary Tier

Determination Letter located within this zone?

Return to Preparer

= Logout

[@9.22178] @ Yes

) Mo

MNext »

AP TR ST P TR HE o DS T Pl PR den D TR o ST (e R SR TR ey

WARMING: This record contains Chemical-terrorizm Wulnerability Information controlled by & CFR 27,400, Do not disclose to persons without a "need to know!" in aecordance with G CFR § 27 .4000). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with § CFR 55 27 .400ChY and ().




Chemical Security Assessment Tool (CSAT) GraliNe= e At D e feiis

ety V ~rahilitv Accec ~ ‘CYAD Chemical-terrorism Vulnerability Informatior
Security Vulnerability Assessment (SVA) ¥

General ANL Test Facility14

Facility Security Issues

Consequence Analysis

<Back [ Next> |

Asset Characterization

Vulnerability Analysis

Pot Crit Asset: Aircraft

|_°] View Summanry Report

o] Validate Report Enter the total quantity {pounds) for each release explosive chemical of interest within the inner damage radius {190 feet). Round the

quantity to two significant digits {e.q., round 247500 pounds to 250000 pounds, and round 7625 pounds to 7600 pounds). Do not use
commas when entering data.

Return to Preparer

[EiLogout

! Min. Total Quantity within
ERCIEELNanie EASS Conc. Inner Damage Radius

{pounds)

[Q:3.22-2154]

Ammaonium nitrate, [with more than 0.2 percent F484-52-2 ACG |
combustible substances, including any organic

substance calculated as carbon, to the exclusion of

any ather added substance]

Armaniurm perchlorate 7790-98- ACG | |
Trinitroresorcinol 82-71-3 AcG | |
Tritanal 54413-15-0 ACG | |

[“Back § Next» |

WARMING: This record contains Chemical-terrarizm Wulnerability Infarmation contralled by & CFR 27.400. Do not disclose to persons without 3 "need to know!" in aecordance with 6 CFR 8 27 .4000&). Unauthorized release may

result in civil penalties or other action. In any administrative orjudicial proceeding, this information shall be treated as classified information in accordance with § CER &% 27 .400¢h) and (i)




Chemical Security Assessment Tool (CSAT) OME No: 1670-0007 Expiration Date: February

s =0 oy SRl W e i CCNTA Chemical-terrorism Vulnerability Information
Security Vulnerability Assessment (SVA) ) -

General ANL Test Facility14

Facility Security Issues

- Consequence Analysis
Asset Characterization *

[T Ko

Vulnerability Analysis

Pot Crit Asset: Aircraft

,_‘] View Summanry Report

o] Validate Report What would be the replacement costs {in dollars) of damage within the inner damage radius {190 feet)? (Enter number without dollar

sign or commas)

Return to Preparer

[EiLogout

Replacement Cost [u:9.25-2202]| |

Back f Next» |

TR HE Cu L TR H S SR HR ol (ETRSLRT E S Tess) i e T R H i T b P Sy

WARMING: This record contains Chemical-terrorizm Wulnerability Information controlled by & CFR 27,400, Do not disclose to persons without a "need to know!" in aecordance with G CFR § 27 .4000). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with § CFR 55 27 .400ChY and ().




Chemical Security Assessment Tool (CSAT) OMB No: 1670-0007 Expiration Date: February 2

s =0 oy SRl W e i CCNTA Chemical-terrorism Vulnerability Information!(
Security Vulnerability Assessment (SVA) ) -

General ANL Test Facility14

Facility Security Issues

— Consequence Analysis
Asset Characterization i [

Consequence Analysis  Ji < Back |

Vulnerability Analysis

Pot Crit Asset

] View Summary Report Aircraft Scenario Analysis.

l-d'u‘alidate Report Check the box if the scenario is completed and then press [Next] to continue.

Return to Preparer Aircraft Scenario Completed [0:02-a921)]

= Logout

=l

St T ST A ] ST E Ll e TSRS T Y s SRR o e e T T R S PG el Ty

WARMING: This record contains Chemical-terrorizm Wulnerability Information controlled by & CFR 27,400, Do not disclose to persons without a "need to know!" in aecordance with G CFR § 27 .4000). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with § CFR 55 27 .400ChY and ().




Chemical Security Assessment Tool (CSAT) O S e 12 101 Date P

Security Vulnerability Assessment (SVA) Chemical-terrorism Vulnerability Informa

ANL Test Facility14

Consequence Analysis
Pot Crit Asset [ Vehicle

Click on "Locate Attack Location” and then click on the map to identify the location of the attack. Zoom in around
the blast circles and printthis page for reference as you complete the questions that follow. Do not click "Mext
==" until the blast circles appear.

Zoom In | Zoom Cut | Pan | Full Extent  Locate Attack Location

Map Help

Click a button in the map toolbarto choose atool The tools
may he used as follows:

Zooin In Click and drag to create a rectangle
around the area that you want to
rmacnify.

Zoom Ot Click and drag to zoom out.

Pan Click and drag ta view other parts of

the map without resizing. The map
will mowe in the direction you drag.

Full Extent Click the Full Extent button once to
wiew the maanification that shows
the entire map. At the full extent, you
will not be able to zoom out further.

Locate Attack Location | Click on the map to identify the
location of the attack.

The diameter of the smaller blast circle is 340.0 feet.

If the application takes too long to draw the blast circles please reload the page by using application’s
ACK Inntton.




Chemical Security Assessment Tool (CSAT) OMB No: 16700007 Expiration Date: February

o T T S SRR e = TONTA Y Chemical-terrorism Vulnerability Information|(
Security Vulnerability Assessment (SVA) ) -

General ANL Test Facility14

Facility Security Issues

Consequence Analysis

Asset Characterization

Vulnerability Analysis

Pot Crit Asset: Vehicle

|_°] View Summanry Report

o] Validate Report Enter the maximum number of employees within the outer damage radius (340 feet)?

Return to Preparer
The number should represent the trpical maximum number of full-time employvees and resident contractors within the combined inner and outer areas
at any given time. Do not include occasional times of higher on-site workforce, such as turnarounds, in this number.

[EiLogout

[2:2.01-3005] ||

Are there any potentially critical assets within the inner damage radius (170 feet)?

[2:3.01-3996] (@) Yes

O Mo

BPESET H S DRSS T ER o TR HY SR TR T P S PR H fu TR P S ST HR o CETRECRT 1 s ST S S T BT H e TR b P Sy

WARMING: This record contains Chemical-terrarizm Wulnerability Infarmation contralled by & CFR 27.400. Do not disclose to persons without 3 "need to know!" in 3ecordance with 6 CFR 8 27 .4000e). Unauthorized release

may result in civil penalties or other action. In any administrative or judicial proceeding, this information shall be treated as classified information in accordance with & CFR 58 27 .400ch) and (i




Chemical Security Assessment Tool (CSAT) SHE Nos o IO R O Dales ERL s

o e Ty SRl W e i CCNTA Chemical-terrorism Vulnerability Informatio
Security Vulnerability Assessment (SVA) )

General ANL Test Facility14

Facility Security Issues

Consequence Analysis

Asset Characterization

Vulnerability Analysis

Pot Crit Asset: Vehicle

,_‘] View Summanry Report

o] Validate Report Consider the inner damage radius {170 feet). Are any of the release toxic chemicals of interest listed in the Preliminary Tier

Determination Letter located within this zone?

Return to Preparer

(= Logout

=

[@:5021881] @ Yes

' Mo

MNext »

AP TR ST P TR HE o DS T Pl PR den D TR o ST (e R SR TR ey

WARMING: This record contains Chemical-terrorizm Wulnerability Information controlled by & CFR 27,400, Do not disclose to persons without a "need to know!" in aecordance with G CFR § 27 .4000). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with § CFR 55 27 .400ChY and ().




Chemical Security Assessment Tool (CSAT) SHE Nos o IO R O Dales ERL s

~c1irity ~rahilityv Acses o TV A Chemical-terrorism Vulnerability Informatior
Security Vulnerability Assessment (SVA) )

General ANL Test Facility14

Facility Security Issues

. Consequence Analysis

Asset Characterization

[T Ko

Vulnerability Analysis

Pot Crit Asset: Vehicle

|_°] View Summanry Report

o] Validate Report Enter the total quantity {pounds) for each release toxic chemical of interest within the inner damage radius {170 feet). Round the

quantity to two significant digits {e.q., round 247500 pounds to 250000 pounds, and round 7625 pounds to 7600 pounds). Do not use

Return to Preparer commas when entering data.

i Logout Enter the distance of concern for each release toxic chemical of interest using RMP*Comp (miles).

The distance that should be reported is the dowrnwind distance calculated using RMP*Comip for total quantity of the regulated chemical, using additional
process conditions for this chemical. Beport all distances shorterthan 0.1 mile a5 0.1 mile, and all distances 25 miles or longer as 25 miles. (BRMPFComp
can be downloaded fram hitpivosemite.epa.govioswer’ceppoweh. nsficontent’comp-dwn. bt}

: Min. Total Guantity within RMP*“Comp
ERCIEELNanie EASS Conc. Inner Damage Radius  Distance

{pounds) {miles)

[0:5.03-1263] [0:2.02-49033]

Acrolein 107-02-8 100% | || |
[2-Propenal or Acrvlaldehyde]

Allyl alcohol 107-18-6 1.00% | | | |
[2-Fropen-1-aol]

Tetramethyllead 76-74-1 100% | || |
[Flumbane, tetramethyl-]

Titanium tetrachloride 7550-45-0 100% | | | |
[Titanium chlaride (‘I’iCIqj T-43-]

WARMING: This record contains Chemical-terrarizm Wulnerability Information contralled by & CFR 27 .400. Do not disclose to persans without 3 "need to know!" in accordance with 6 CFR § 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with § CFR &5 27 400ChY and ().




Chemical Security Assessment Tool (CSAT) GNME NOS G T0A00 bRl HH Dates Ealiuany

rec11rity V ~rahility Accpc o CERTA Chemical-terrorism Vulnerability Information!(CV
Security Vulnerability Assessment (SVA) ) :

General ANL Test Facility14

Facility Security Issues

- Consequence Analysis
Asset Characterization *

[T Ko

Vulnerability Analysis

Pot Crit Asset: Vehicle

,_‘] View Summanry Report

o] Validate Report Consider the inner damage radius {170 feet). Are any of the release flammable chemicals of interest listed in the Preliminary Tier

Determination Letter located within this zone?

Return to Preparer

[EiLogout

[@:5.1-1834] @ Yes

) Mo

« Back |l Next» |

AP TR ST P TR HE o DS T Pl PR den D TR o ST (e R SR TR ey

WARMING: This record contains Chemical-terrorism Wulnerability Information contralled by & CFR 27.400. Do not disclose to persons without a"need to know'" in aecordance with 6 CFR 8 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial proceeding, this information shall be treated as classified information in accordance with G CFR 85 27 .400ChY and (i)




Chemical Security Assessment Tool (CSAT) SHE Nos o IO R O Dales ERL s

o T T S S L = CCNTA Chemical-terrorism Vulnerability Information’|(
Security Vulnerability Assessment (SVA) ) -

General ANL Test Facility14

Facility Security Issues

Consequence Analysis

Asset Characterization

Vulnerability Analysis

Pot Crit Asset: Vehicle

|_°] View Summanry Report

o] Validate Report Enter the total quantity {pounds) for each release flammable chemical of interest within the inner damage radius {170 feet}. Round

the quantity to two significant digits {e.g., round 247500 pounds to 250000 pounds, and round 7625 pounds to 7600 pounds). Do not use
commas when entering data.

Return to Preparer

[EiLogout

! Min. Total Quantity within
ERCIEELNanie EASS Conc. Inner Damage Radius

{pounds)

[0:5.12-1292]

Acetaldehyde 75-07-0 100% |0 |
Acetylene 74-86-2 100% |0 |
[Ethyng]

Carbon owysUlfide 463-50-1 100% |0 |

[Carbon oxide sulfide (COS); carbonyl sulfide]

Vinylidene chioride 75-35-4 100% |0 |
[Ethene, 1,1-dichlaro-]

Vinylidene fluoride 75-38-7 100% |0 |
[Ethene, 1,1-difluaro-]

Fuels

Fuels: Diesel 0

PR S TR H e TRLLRT Bt e e ST A St PR H i DR T o E TR H e TRl B i St Tl Al DRSLET o i DS T PR SR TR H i SR TR ] P st o) SR HA e CETRILET 1 i St el St st L T BT H s b g b s Sy

WARMING: This record contains Chemical-terrarizm Wulnerability Infarmation contralled by & CFR 27.400. Do not disclose to persons without 3 "need to know!" in aecordance with 6 CFR 8 27 .4000&). Unauthorized release may

result in civil penalties or other action. In any administrative orjudicial proceeding, this information shall be treated as classified information in accordance with § CER &% 27 .400¢h) and (i)




Chemical Security Assessment Tool (CSAT) GNME NOS G T0A00 bRl HH Dates Ealiuany

rec11rity V ~rahility Accec o CERTA Chemical-terrorism Vulnerability Information!(CV
Security Vulnerability Assessment (SVA) ) :

General ANL Test Facility14

Facility Security Issues

— Consequence Analysis
Asset Characterization i +

[T Ko

Vulnerability Analysis

Pot Crit Asset: Vehicle

,_‘] View Summanry Report

o] Validate Report Consider the inner damage radius {170 feet). Are any of the release explosive chemicals of interest listed in the Preliminary Tier

Determination Letter located within this zone?

Return to Preparer

[EiLogout

[@:52-1807] @ Yes

) Mo

« Back |l Next» |

AP TR ST P TR HE o DS T Pl PR den D TR o ST (e R SR TR ey

WARMING: This record contains Chemical-terrorizm Wulnerability Information controlled by & CFR 27,400, Do not disclose to persons without a "need to know!" in aecordance with G CFR § 27 .4000). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with § CFR 55 27 .400ChY and ().




Chemical Security Assessment Tool (CSAT) SHE Nos o IO R O Dales ERL s

ety W ~rahilityv Acses o TV A Chemical-terrorism Vulnerability Informatior
Security Vulnerability Assessment (SVA) )

General ANL Test Facility14

Facility Security Issues

Consequence Analysis

<Back [ Next> |

Asset Characterization

Vulnerability Analysis

Pot Crit Asset: Vehicle

|_°] View Summanry Report

o] Validate Report Enter the total quantity {pounds) for each release explosive chemical of interest within the inner damage radius (170 feet). Round the

quantity to two significant digits {e.q., round 247500 pounds to 250000 pounds, and round 7625 pounds to 7600 pounds). Do not use
commas when entering data.

Return to Preparer

[EiLogout

! Min. Total Quantity within
ERCIEELNanie EASS Conc. Inner Damage Radius

{pounds)

[@:2.22-2048]
Ammaonium nitrate, [with more than 0.2 percent F484-52-2 ACG |':|
combustible substances, including any organic
substance calculated as carbon, to the exclusion of
any ather added substance]
Armaniurm perchlorate 7790-98- acG O |
Trinitroresorcinol 82-71-3 acG |0 |
Tritanal 54413-15-0 AcG |0 |

[“Back § Next» |

WARMING: This record contains Chemical-terrarizm Wulnerability Information contralled by & CFR 27 .400. Do not disclose to persans without 3 "need to know!" in accordance with 6 CFR § 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with § CFR &5 27 400ChY and ().




Chemical Security Assessment Tool (CSAT) SHH No: o TRA RO Dales FRl a2

s =0 oy SRl W e i CCNTA Chemical-terrorism Vulnerability Information
Security Vulnerability Assessment (SVA) ) ;

General ANL Test Facility14

Facility Security Issues

— Consequence Analysis
Asset Characterization i +

[T Ko

Vulnerability Analysis

Pot Crit Asset: Vehicle

,_‘] View Summanry Report

o] Validate Report What would be the replacement costs {in dollars) of damage within the inner damage radius (170 feet)? (Enter number without dollar

sign or commas)

Return to Preparer

[EiLogout

==

Replacement Cost [u:s.za-znaa]| |

“ Back |

TR HE Cu L TR H S SR HR ol (ETRSLRT E S Tess) i e T R H i T b P Sy

WARMING: This record contains Chemical-terrorism Wulnerability Information contralled by & CFR 27 .400. Do not disclose to persons without a "need to know!" in accordance with G CFR 8 27 .49000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with § CFR 55 27 .400ChY and (i)




Chemical Security Assessment Tool (CSAT) OMB No: 16700007 Expiration Date: February :

s =0 oy SRl W e i CCNTA Chemical-terrorism Vulnerability Information
Security Vulnerability Assessment (SVA) )

General ANL Test Facility14

Facility Security Issues

— Consequence Analysis
Asset Characterization i +

Consequence Anaiysis  Ji < Back |

Vulnerability Analysis

Pot Crit Asset

] view Summary Report Yehicle Scenatio Analysis.

l-d‘u’ali{lnte Report Check the box if the scenario is completed and then press [Next] to continue.

Return to Preparer i £
1 Vehicle Scenario Completed [0 2-9419]

[EiLogout

=l
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WARMING: This record contains Chemical-terrorizm Wulnerability Information contralled by & CFR 27 400, Do not disclose to persons without a"need to know!" in aecordance with & CFR § 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with 6 CFR 85 27 .400ChY and (i)




Chemical Security Assessment Tool (CSAT) OMB No: 1670-0007, Expiration Date: Februar

Security Vulnerability Assessment (SVA) Chemical-terrorism Vulnerability, Information (CVI)
o N J e J i Lided . \ (5 4 " . J #

ANL Test Facility14

Consequence Analysis
Pot Crit Asset [ Assault Team

In thiz scenario the attack location is aszumed to he the center ofthe a=s=et. You do not need to choose 5
location. Zoom in around the blast circles and print this page far reference as you complete the guestions that
follow.

Map Help

Click a button in the map toolbarto choose atool The tools
may he used as follows:

Zooin In Click and drag to create a rectangle around the
area that you want to maonify.

Zoomn 0wt | Click and drag to zoom out.

Pan Click and drag to wiew other parts ofthe map
without resizing. The map will move in the
direction you drag.

Full Exttent | Click the Full Extent button once ta wiew the
mannification that shows the entire map. At the
full extent, you will not be able to zoom out further.

The diameter of the smaller blast circle is 110.0 feet.




Chemical Security Assessment Tool (CSAT) SHE Nos o IO R O Dales ERL s

s =0 oy SRl W e i CCNTA Chemical-terrorism Vulnerability Information
Security Vulnerability Assessment (SVA) ) ;

General ANL Test Facility14

Facility Security Issues

Consequence Analysis

Asset Characterization

Vulnerability Analysis

Pot Crit Asset: Assault Team

,_‘] View Summanry Report

o] Validate Report Enter the maximum number of employees within the outer damage radius (110 feet)?

Return to Preparer
The number should represent the trpical maximuom number of full-time employees and resident contractors within the combined inner and outer areas at
any given time. Do not include occasional times of higher on-site warkforce, such as turnarounds, in this number.

(= Logout

=

[2:10.04-4080] |
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WARMING: This record contains Chemical-terrorizm Wulnerability Information contralled by & CFR 27 400, Do not disclose to persons without a"need to know!" in aecordance with & CFR § 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with 6 CFR 85 27 .400ChY and (i)




Chemical Security Assessment Tool (CSAT) SHE Nos o IO R O Dales ERL s

o e Ty SRl W e i CCNTA Chemical-terrorism Vulnerability Information
Security Vulnerability Assessment (SVA) ) ;

General ANL Test Facility14

Facility Security Issues

— Consequence Analysis
Asset Characterization i [

Consequence Analysic i < Back [ Next> |

Vulnerability Analysis

Pot Crit Asset: Assault Team

=] Wiew Summary Report

] Validate Report Consider the inner damage radius {55 feet). Are any of the release toxic chemicals of interest listed in the Preliminary Tier

Determination Letter located within this zone?

Return to Preparer

= Logout

[@:1002:2139) @ Yes

O Mo

« Back |l Next» |

AP TR ST P TR HE o DS T Pl PR den D TR o ST (e R SR TR ey

WARMING: This record contains Chemical-terrorizm Wulnerability Information contralled by & CFR 27 400, Do not disclose to persons without a"need to know!" in aecordance with & CFR § 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with 6 CFR 85 27 .400ChY and (i)




Chemical Security Assessment Tool (CSAT) SHE Nos o IO R O Dales ERL s

~c1171 v ~rahilitv Accec o CRTA Chemical-terrorism Vulnerability Information!(CV
Security Vulnerability Assessment (SVA) ) :

General ANL Test Facility14

Facility Security Issues

Asset Characterization

. Consequence Analysis

<Back [ Next> |

Vulnerability Analysis

Pot Crit Asset: Assault Team

|_°] View Summanry Report

o] Validate Report Enter the total quantity {pounds) for each release toxic chemical of interest within the inner damage radius (35 feet}. Round the

quantity to two significant digits {e.q., round 247500 pounds to 250000 pounds, and round 7625 pounds to 7600 pounds). Do not use

Return to Preparer commas when entering data.

i Logout Enter the distance of concern for each release toxic chemical of interest using RMP*Comp (miles).

The distance that should be reported is the dowrnwind distance calculated using RMP*Comip for total quantity of the regulated chemical, using additional
process conditions for this chemical. Beport all distances shorterthan 0.1 mile a5 0.1 mile, and all distances 25 miles or longer as 25 miles. (BRMPFComp
can be downloaded fram hitpivosemite.epa.govioswer’ceppoweh. nsficontent’comp-dwn. bt}

: Min. Total Guantity within RMP*“Comp
ERCIEELNanie EASS Conc. Inner Damage Radius  Distance

{pounds) {miles)

[0:10.03-4055) (04002 4056]

Acrolein 107-02-8 100% | || |
[2-Propenal or Acrvlaldehyde]

Allyl alcohol 107-18-6 1.00% | | | |
[2-Fropen-1-aol]

Tetramethyllead 76-74-1 100% | || |
[Flumbane, tetramethyl-]

Titanium tetrachloride 7550-45-0 100% | | | |
[Titanium chlaride (‘I’iCIqj T-43-]

WARMING: This record contains Chemical-terrorism Wulnerability Information contralled by & CFR 27.400. Do not disclose to persons without a"need to know'" in aecordance with 6 CFR 8 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial proceeding, this information shall be treated as classified information in accordance with G CFR 85 27 .400ChY and (i)




Chemical Security Assessment Tool (CSAT) SHE Nos o IO R O Dales ERL s

s =0 oy SRl W e i CCNTA Chemical-terrorism Vulnerability Information
Security Vulnerability Assessment (SVA) ) ;

General ANL Test Facility14

Facility Security Issues

- Consequence Analysis
Asset Characterization *

[T Ko

Vulnerability Analysis

Pot Crit Asset: Assault Team

,_‘] View Summanry Report

o] Validate Report Consider the inner damage radius {190 feet). Are any of the release flammable chemicals of interest listed in the Preliminary Tier

Determination Letter located within this zone?

Return to Preparer

(= Logout

=

[@:10.1-2222] @ Yes

' Mo

MNext »

AP TR ST P TR HE o DS T Pl PR den D TR o ST (e R SR TR ey

WARMING: This record contains Chemical-terrorism Wulnerability Information controlled by & CFR 27 400, Do not disclose to persons without a"need to know" in accordance with & CFR & 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in aceordance with § CFR 85 27 .400Ch% and (i)




Chemical Security Assessment Tool (CSAT) GE No: o T0AON A g Dales ERiuary2

o T T S S L = CCNTA Chemical-terrorism Vulnerability Informatio
Security Vulnerability Assessment (SVA) )

General ANL Test Facility14

Facility Security Issues

- Consequence Analysis
Asset Characterization *

prmmv Ko

Vulnerability Analysis

Pot Crit Asset: Assault Team

|_°] View Summanry Report

o] Validate Report Enter the total quantity {pounds) for each release flammable chemical of interest within the inner damage radius {35 feet). Round the

quantity to two significant digits {e.q., round 247500 pounds to 250000 pounds, and round 7625 pounds to 7600 pounds). Do not use
commas when entering data.

Return to Preparer

[EiLogout

! Min. Total Quantity within
ERCIEELNanie EASS Conc. Inner Damage Radius

{pounds)

[0:10.42-4051]

Acetaldehyde 75-07-0 100% |0 |
Acetylene 74-86-2 100% |0 |
[Ethyng]

Carbon owysUlfide 463-50-1 100% |0 |

[Carbon oxide sulfide (COS); carbonyl sulfide]

Vinylidene chioride 75-35-4 100% |0 |
[Ethene, 1,1-dichlaro-]

Vinylidene fluoride 75-38-7 100% |0 |
[Ethene, 1,1-difluaro-]

Fuels

Fuels: Diesel 0

PR ST H T TRLLRT H e T ST A SR FRSRT H i DR T o R E TR H e TRl B St Tl H fl J DRSLRT H R DS PRt S TR H i SR TR ] P s o) SR HA e CETRLLRT 1 i S el St st L T R H s SEp g b s Sy

WARMING: This record contains Chemical-terrorism Wulnerability Information contralled by & CFR 27.400. Do not disclose to persons without a"need to know'" in aecordance with 6 CFR 8 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial proceeding, this information shall be treated as classified information in accordance with G CFR 85 27 .400ChY and (i)




Chemical Security Assessment Tool (CSAT) SHE Nos o IO R O Dales ERL s

s =0 oy ) i A i s i CCNTA Chemical-terrorism Vulnerability Information'{G
Security Vulnerability Assessment (SVA) ) ;

General ANL Test Facility14

Facility Security Issues

— Consequence Analysis
Asset Characterization i +

[T Ko

Vulnerability Analysis

Pot Crit Asset: Assault Team

,_‘] View Summanry Report

o] Validate Report Consider the inner damage radius {33 feet). Are any of the release explosive chemicals of interest listed in the Preliminary Tier

Determination Letter located within this zone?

Return to Preparer

[EiLogout

[@:102-2248] @ Yes

' Mo

« Back |l Next» |

AP TR ST P TR HE o DS T Pl PR den D TR o ST (e R SR TR ey

WARMING: This record contains Chemical-terrorism Wulnerability Information contralled by & CFR 27.400. Do not disclose to persons without a"need to know'" in aecordance with 6 CFR 8 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial proceeding, this information shall be treated as classified information in accordance with G CFR 85 27 .400ChY and (i)
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~c1rity ~rahility Accpec = TCRNTA Chemical-terrorism Vulnerability Information
Security Vulnerability Assessment (SVA) )

General ANL Test Facility14

Facility Security Issues

- Consequence Analysis
Asset Characterization *

prmmv Ko

Vulnerability Analysis

Pot Crit Asset: Assault Team

|_°] View Summanry Report

o] Validate Report Enter the total quantity {pounds) for each release explosive chemical of interest within the inner damage radius {35 feet). Round the

quantity to two significant digits {e.q., round 247500 pounds to 250000 pounds, and round 7625 pounds to 7600 pounds). Do not use
commas when entering data.

Return to Preparer

[EiLogout

! Min. Total Quantity within
ERCIEELNanie EASS Conc. Inner Damage Radius

{pounds)

[0:10.22-4022]

Ammaonium nitrate, [with more than 0.2 percent F484-52-2 ACG |':|
combustible substances, including any organic

substance calculated as carbon, to the exclusion of

any ather added substance]

Armaniurm perchlorate 7790-98- acG O |
Trinitroresorcinol 82-71-3 acG |0 |
Tritanal 54413-15-0 AcG |0 |

[“Back § Next» |

WARMING: This record contains Chemical-terrorizm Wulnerability Information controlled by & CFR 27,400, Do not disclose to persons without a "need to know!" in aecordance with G CFR § 27 .4000). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with § CFR 55 27 .400ChY and ().




Chemical Security Assessment Tool (CSAT) SHH No: o TRA RO Dales FRl a2

o e Ty SRl W e i CCNTA Chemical-terrorism Vulnerability Information
Security Vulnerability Assessment (SVA) ) ;

General ANL Test Facility14

Facility Security Issues

— Consequence Analysis
Asset Characterization i +

[T Ko

Vulnerability Analysis

Pot Crit Asset: Assault Team

,_‘] View Summanry Report

o] Validate Report What would be the replacement costs {in dellars) of damage within the inner damage radius (35 feet}? {Enter number without dellar

sign or commas)

Return to Preparer

[EiLogout

==

Replacement Cost [D:1D.26-22?4]| |

“ Back |
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WARMING: This record contains Chemical-terrorism Wulnerability Information controlled by & CFR 27 400, Do not disclose to persons without a"need to know" in accordance with & CFR & 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in aceordance with § CFR 85 27 .400Ch% and (i)




Chemical Security Assessment Tool (CSAT) OMB No: 16700007 Expiration Date: February :

s =0 oy ) i A i s i CCNTA Chemical-terrorism Vulnerability Information
Security Vulnerability Assessment (SVA) )

General ANL Test Facility14

Facility Security Issues

— Consequence Analysis
Asset Characterization i [

Consequence Analysis  Ji < Back |

Vulnerability Analysis

Pot Crit Asset

] View Summary Report Assault Tearn Scenario Analysis.

l-d'u‘alidate Report Check the box if the scenario is completed and then press [Next] to continue.

Return to Preparer Assault Team Scenario Completed [0:10.32-94923]

= Logout

=l
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WARMING: This record contains Chemical-terrorism Wulnerability Information controlled by & CFR 27 400, Do not disclose to persons without a"need to know" in accordance with & CFR & 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in aceordance with § CFR 85 27 .400Ch% and (i)




Chemical Security Assessment Tool (CSAT) SHH No: o TRA RO Dales FRl a2

s =0 oy SRl W e i CCNTA Chemical-terrorism Vulnerability Information|(GV
Security Vulnerability Assessment (SVA) ) ;

General ANL Test Facility14

Facility Security Issues

— Consequence Analysis
Asset Characterization i [

Consequence Anaiysis  Ji < Back |

Vulnerability Analysis

Pot Crit Asset

] View Summary Report Conseguence Analysis

l-d'u‘alidate Report Check the hox ifthe analysis for this assetis completed, and then press [Next] to continue.

Return to Preparer Consequence Analysis Completed [066.4772)

= Logout

St T ST A ] ST E Ll e TSRS T Y s SRR o e e T T R S PG el Ty

WARMING: This record contains Chemical-terrorism Wulnerability Information controlled by & CFR 27 400, Do not disclose to persons without a"need to know" in accordance with & CFR & 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in aceordance with § CFR 85 27 .400Ch% and (i)




Chemical SEClll'it}" Assessment Tool (CSAT} OMB No: 1670-0007 Expiration Date: February 29,5

11 it ~rabhilitir Accpc = "CRTA Chemical-terrorism Vulnerability Information|
Security Vulnerability Assessment (SVA) )

ANL Test Facility14

General

Facility Security Issues

Vulnerability Analysis

| «cBack [ Next> |

i
i
:
Asset Characterization :
1
i

Consequence Analysis

Select the Risk Based Performance Standard (REPS) below to collect information on the current security posture of the facility.
|_°] View Summanry Report

,-..j‘ufnlitlnte Report RBPS 1 - Restricted Area Perimeter

Returnto Preparer RBPS 3 - Screen and Control Access

REBPS 4 - Detect, Deter, and Delay

[EiLogout

RBPS 7 - Sabotage fTampering

RBPS 8 - Cyber |

ad RBPS 9 - Response i

RBPS 12 - Personal Security

Have all RBPS questions been completed?
[2:14.0-5151]

® ves
O Mo

WARMING: This record contains Chemical-terrorism Wulnerability Information controlled by & CFR 27 400, Do not disclose to persons without a"need to know" in accordance with & CFR & 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in aceordance with § CFR 85 27 .400Ch% and (i)
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General ANL Test Facility14

Facility Security Issues

Vulnerability Analysis
| «Back [ Next» |

Restrict Area Perimeter - Secure and monitor the perimeter of the facility.

Select from among the examples provided below any specific measures that are applicable to your facility. These examples are provided for your
comvenience, and you are not required to select any of these examples; instead you may select "Other” and provide a narrative description of any
relevant measures that you helieve address the issue posed, or you may select "Mone” if you helieve that none of the examples provided apply to

your facility and you have not described any other relevam measures.

Asset Characterization

Consequence Analysis

=] View Summary Report
] Validate Report

Return to Preparer

Logout Perimeter Security

[2:15.1-5653]

O The facility has an extremely robust, high integrity systerm to secure the perimeter that severely restricts or delays any attermpts by unauthorized
persons to gain access to the facility. To achieve this standard, a facility is likely to use the following:

» AR exterior perimeter fence that is a security fence aor equivalent barrier that meets industrial consensus standards (e.g., a 7-foot chain link fence
plus a 1 foottop guard of barbed wire).

» Aclearzone on either side of the fence that allowes persons to be detected at the boundary. Where wehicles can access either side of the
houndary, the clear zone is wide enough to allow detection ofthe presence of vehicles {e.q., approximately 10 feetf).

® The facility has a robust, high integrity system to secure the perimeter that would give unauthorized persons awery lowe probability of gaining access
to the facility. To achieve this standard, a facility is likely to use the following:

» AR exterior perimeter fence that is a security fence aor equivalent barrier that meets industrial consensus standards (e.g., a 7-foot chain link fence
plus a1 foottop guard of barbed wire).

» Aclearzone on either side of the fence that allowes persons to be detected at the boundary. Where wehicles can access either side of the
houndary, the clear zone is wide enough to allow detection ofthe presence of vehicles {e.q., approximately 10 feetf).

O The facility has a systerm to secure the perimeter that would give unauthorized persons a low probahility of gaining access to the facility. To achieve
this standard, a facility is likel to use a single secuarity barrier, such as:

» AR exterior perimeter fence that is a security fence aor equivalent barrier that meets industrial consensus standards (e.g., a 7-foot chain link fence

plus a1 foottop guard of barbed wire).

O The facility has a systemn to secure the perimeter that reduces the possibility of access ofto the facility by unauthorized persons. To achieve this
standard, a facility is likely to use a single security harrier, such as:

& AR exterior perimeter fence that is a security fence or equivalent barrier that meets industrial consensus standards (e.g., a 7-foot chain link fence

plus a 1 foottop guard of barbed wire).

O Other
) Mone

If "Other” selected for Perimeter Security, please explain.

[2:15 1-5654]

Vehicle Barriers
[2:15.4-3213]

) vehicles would have a very [ow likelihood of accessing the target by force anvwhere along the entire perimeter where vehicle attack is a possible
maode of attack. To achieve thig, a facility is likel to use aggregate barriers with a minimum of 2 DS KB vehicle barrier rating or equivalent. Examples
include:

» ehicle deterrence measures such as bollards, landscaping, berms, ditches, drainage swale, ar buried concrete anchors retaining anti-vehicle
cable wherever the perimeter iz accessible to a vehicle,
» Entrances equipped with traffic control systems to slow incoming traffic, such as serpentine barriers outside the gate.

) wehicles would have a low likelihood of accessing the target by force ampwhera along the entire perimeter where vehicle attack iz 5 possible moda
of attack. To achieve this, a facility iz likely to use aggregate barriers with & minimum of a DS K2 vehicle hartier rating or equivalent. Examples include:

» Yehicle deterrence measures such as bollards, landscaping, berms, ditches, drainage swale, or buried concrete anchors retaining anti-vehicle
cable wherever the perimeter is accessible to a vehicle.
* Entrances equipped with traffic control systems to slow incoming traffic, such as serpentine barriers outside the gate.

® ‘ehicles would have a reduced likelihood of accessing the target by force ampwhere along the entire perimeter where vehicle attack is a possible
maode of attack. To achieve this, a facility is likely to use active or passive harriers with a minimum DS K4 vehicle barrier rating or equivalent at perimeter
contral points where vehicles normally enter and leave the facility and other anti-vehicle barriers such as ditches, revetiments, or other man-made or
naturally occurring harriers for the remainder of the perimeter where wehicle attack is a possible mode of attack.

(O Wehicles would have a reduced likelihood of accessing the target by force atthe perimeter control points where vehicles normally enter and leave
the facility. To achieve this, a facility is likely to use anti-wehicle barriers such as ditches, revetments, or other man-made ar naturally occurring barriers.

O Other
) Mone

If "Other” selected for Vehicle Barriers, please explain.
[2:15.1-5655]

Standoff Distance
[2:15.1-567 1]

(O Sufiicient vehicle standoff distance is provided to ensure thatwehicle-borne improvised explosive devices will not cause a breach of containment
resulting in an uncontrolled release of a chemical of interest from the nearest point of attack,

O Other
) Mone

If "Other” selected for Standoff Distance, please explain.
[2:15.1-5672]

Monitoring and Surveillance
[2:15.1-5673]

) The facility has an extremely reliable perimeter monitaring system which continuously monitors the entire length of the facility perimeter, allows for
the identification and evaluation of an intrusion in real time, and provides notification of intrusion to a continuously manned location. In the context of this
metric, "real ime" means that an adverse actvirtually always is detected and reported to responders at the time of occurrence. "Extremely reliable”
means that the monitaring system is operahle during all anticipated conditions, including complete darkness, twilight, inclement weather, and loss of
power; with monitaring system components designed, laid-out, and constructed to avoid commaon causefdependent failures and provide redundant
sighal pracessing equipment where digital signal processing is used. Ta achieve this, a facility typically will use an integrated, multi-sensor system that:

» Provides intrusion detection and video sumveillance around 100% of the perimeter or 100% of the restricted area around the designated CoOl
target.

» Whose images or other autput are continuoushy manitored by a dedicated person, software, ar ather detection methods used in conjunction with
the system.

» Has emergency back up power andior an eguivalent written continnency procedure.

» General area as well as access portal (face view) CCTY sunveillance at all.

& The facility has awvery reliable perimeter monitoring systerm which continuously monitors the entire lenagth of the facility perimeter, allows for the
identification and evaluation of an intrusion in real time, and provides notification of intrusion to & continuously maonitored location. In the context of this
metric, "real ime" means that an adverse act most likely is detected and reported to responders at the time of occurrence. "Yerne reliahle” means that the
manitaring system is operable during amhbient light, inclement weather, and fluctuating power conditions; with monitoring systerm components
designed, laid-out, and constructed so as to avoid common causeldependent failures and provide redundant signal processing equipment where
digital signal processing is used. To achieve this, a facility typically will use an integrated monitaring system that:

» Provides intrusion detection and video surveillance around designated COl target areas.

» WWhose imades or other output are continuously maonitored by a dedicated person, software, or other detection methods used in conjunction swith
the system.

» Has emergency back up power andfar an equivalent written contingency procedure.

) The facility has a reliable perimeter monitaring system that allows for the identification of the presence of an intrusion in real time for the areafs)
containing the target assetis). In the context of this metric, "real time" means that an adverse act likely is detected and repaorted to responders in a timely
manner. "Reliable" means that the monitoring systerm is e operable during ambient linht conditions. To achieve this, a facility typically will use an
integrated maonitoring system that:

» Provides intrusion detection and video surveillance around designated SOl target areas
» Has emergency back up power andior an eguivalent written continnency procedure.

O The facility has a monitoring systerm that alloves for the identification ofthe presence of an intrusion in the areas) containing the target asset{s). To
achieve thiz, a facility typically will use security patrols of the facility or an integrated monitoring system that provides intrusion detection and video
sunveillance around designated COltarget areas, is fully operable during all lighting conditions.

O other
0 Mone

If "Other” selection for Monitoring and Surveillence, please explain.

[2:15.1-5674]

Check if all the Restrict Area Perimeter questions have heen answered.

Restrict Area Perimeter Completed  [0:15. 1-5691)

W

MARMING: This record contains Chemical-terrarizsm Wulnerability Information contralled by & CFR 27.400. Do not disclose to persons without 3 "need to know!" in accordance with G CFR § 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative orjudicial praceeding, this information shall be treated as classified information in accordance with § CFR &5 27 .400ChY and (i)
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General ANL Test Facility14

Facility Security Issues

Vulnerability Analysis
Consequence Analysis m M

Vul hility Al i
Screen and Control Access

Select from among the examples provided below any specific measures that are applicable to your facility. These examples are provided for your
comvenience, and you are not required to select any of these examples; instead you may select "Other” and provide a narrative description of any
relevant measures that you helieve address the issue posed, or you may select "Mone” if you helieve that none of the examples provided apply to

your facility and you have not described any other relevam measures.

Asset Characterization

=] View Summary Report

] Validate Report

Screen and Control Access - Control access to the facility and to restricted areas within the facility by screening and/or inspecting indndduals and
vehicles as they enmter, inchuding:

(i} Measures to deter the unawthorized imtroduction of dangerous substances and devices that may facilitate an attack or actions having serious
negative consequences for the population surrounding the facility; and

{ii} Measures implementing a regularly updated identification system that checks the identification of facility personnel and other persons seeking
access to the facility and that discourages abuse through established disciplinary measures.

Return to Preparer

Lagout

Access Control Points
[2:15.2-2H55]

® The facility has a robust access control system that can demonstrate an extremely high reliability to thwrart adversary attermpts to gain unauthorized
access. To achieve this, a facility is likely to use a combination of the following:

» A systern providing for the verification of the authorization for access by a photo identification card or hiometrics.

» Access points are manned by security personnel when open for use, and are either manned or continuoush monitored at all other times.

» Gates and anti-passhack devices (e.0., turnstiles) activated by an electronic access system using badoes for vehicle and personnel entrances
far bioth the auter perimeter and internal restricted areas.

» A separate access gate for contractor personnel.
* Access control systems that are programmable to allow multi-level access.

) The facility has an access contral system that can demonstrate a high reliahbility to thwart adversary attempts to gain unauthorized access. To
achiewe this, a facility is likely to use a combination of the fallowing:

» A systern providing for the verification of the authorization for access by a photo identification card or biometrics.

» Access points are manned by security personnel when open for use, and are either manned or continuoushy monitored at all other times.

» (Gates and anti-passhack devices (e.g., turnstiles) activated by an electronic access system using badges forvehicle and personnel entrances
for bhoth the outer perimeter and internal restricted areas.

» Access control systems that are programmable to allow multi-level access.

) The facility has an access contral system that reliably thwarts adversary attempts to gain unauthorized access. To achieve this, a facility is likely to
use a combination of the following:

» A systern providing for the verification of the authorization for access by a photo identification card or electranic key access.

» Arcess points are either manned by secutity personnel or are closed and monitored.

» Gates and anti-passhack devices (e.g., turnstiles) activated by an electronic access svsterm using badges for vehicle and personnel entrances
for both the outer perimeter and internal restricted areas.

) The facility has a systern to verify the identity of individuals seeking entry to restricted areas to control unauthorized access, such as use of 3 photo
identification card or electronic key access. Facility access points are either manned or closed and maonitored.

O other
0 Mone

If "Other” selected for Access Point Controls, please explain.
[2:15.2-5602]

ldentity Verification Systems
[2:15.2-4186]

0 Unauthorized persons would he highly unlikely to gain unauthorized access due to the rohustness of identity verification systems. To achieve this, a
facility may do the following:

» All employees and other selected persons are issued tamper-proof D badoes with, at a minimum, the individuals name and photo, that are worn
in awisible position when onsite.

» All other personnel are documented, issued a temparary badge, and escorted at all times while onsite.

» Linknown vehicles remain outside the facility perimeter or in a secured area while they and their occupants are heing vetted.

» Allunescorted personnel (.., employeers, reqular contractors, and transport drivers) are issued electronic photo 1D badges integrated with the
facility access cantrol systerm.

) Unauthorized persons would he unlikely to gain unauthorized access due to the robustness of identity werification systems. To achieve this, a facility
may do the following:

» All employees and other selected persons are izsued tamper-proof D badges with, at & minimum, the individuals name and phota, that are worn
in @ visihle position when ansite.

» Al other personnel are documented, issued a temporary badoe, and escarted while in restricted areas, and escorted ar continuously monitored
elsewhere onsite.

» Linknown vehicles remain outside the facility perimeter or in a secured area while they and their occupants are heing vetted.

» Allunescaorted personnel (e.q., employees, reqular contractors, and transport drivers) are issued electronic photo ID badges integrated with the
facility access cantrol systerm.

O The facility has access control systems that provide for reasonahle identity verification, such as the issuing of tamper-proof 1D badges to all facility
employees, and the provision ofwisitor hadges to, and escorting or manitoring of, all individuals without permanent ID badges.

® Other
) Mone

If "Other” selected for ldentity Verification Systems, please explain.
[2:15 2-5603]

Onsite Parking
[2:15.2-4187]

® Farking onsite is minimized and vehicular access to secure areas is restricted {e.q., only company vehicles are allowed onsite, no persaonally
owned vehicles may park ansite, and no delivery vehicles are allowed onsite without an escor).

O Farking onsite is minimized and vehicular access o secure areas is restricted (e.g., company vehicles and a very limited number of personally
owned employee or contractor wehicles are authorized to park onsite, no visitors may park onsite, and delivery vehicles are escorted in restricted areas).

O Authorized employea, contractar, and wisitor vehicles parking ansite are kept to a minimum and some authorized delivery vehicles may have
unesconted facility access.

O oOther
0 Maone

If "Other” selected for Onsite Parking, please explain.
[2:15.2-5634]

Screening and Inspections
[2:15.2-9124]

O The facility has a robust screening system that extremely reliahly deters the unauthorized introduction of dangerous substances to the facility. A
typical facility may use the following means to achieves this standard:

= The facility has the ability to inspect all vehicles and all ofthe adicles carried by individuals seeking access to the facility, and, under normal
operating procedures, performs random, rigorous inspections of at least 30% of all vehicles and hand-carried aicles both inbound and, for
wehere theft assets are located, outhound.

» Inspections ofindividuals themselves are performed when the situation warrants.

» Trucks and rail cars are inspected upan entering the facility and priorto loading.

) The facility has a screening system that reliahly deters the unauthorized introduction of dangerous substances to the facility. A typical facility may
use the following means to achieves this standard:

» The facility has the ability to inspect all vehicles and all ofthe adicles carried by individuals seeking access to the facility, and, under narmal
operating procedures, performs random, rigorous inspections of at least 15% of all vehicles and hand-carried aricles.

» Inspections ofindividuals themselves are performed when the situation warrants.

» Trucks and rail cars are inspected upan entering the facility and priorto loading.

® The facility has a screening system that reasonahly deters the unauthorized introduction of dangerous substances to the facility. A typical facility may
use the following means to achieves this standard:

» The facility has the ability to inspect all vehicles and all ofthe adicles carried by individuals seeking access to the facility, and, under narmal
operating procedures, performs random, rigorous inspections of at least 5% of all vehicles and hand-carried articles.

» Inspections ofindividuals themselves are performed when the situation warrants.

» Trucks and rail cars are inspected upan entering the facility and priorto loading.

) The facility has a screening system that reasonahly deters the unauthorized introduction of dangerous substances to the facility, and perfarms
inspections ofvehicles, individuals, and hand-carried aricles when the situation warrants.

O oOther
) Mone

If "Other” selected for Screening and Inspections, please explain.
[2:15.2-5711]

Check if all the Screen and Control Access questions have heen answered.

Screen and Control Access Completed (015 25712 Ll
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General ANL Test Facility14

Facility Security Issues

Vulnerability Analysis
[Spack |

Detect, Deter, and Delay

Asset Characterization

Consequence Analysis

Select from among the examples provided below any specific measures that are applicable to your facility. These examples are provided for your
comvenience, and you are not required to select any of these examples; instead you may select "Other” and provide a narrative description of any
relevant measures that you helieve address the issue posed, or you may select "Mone” if you helieve that none of the examples provided apply to

your facility and you have not described any other relevam measures.

=] View Summary Report

] Validate Report

Deter, Detect, and Delay - Deter, detect, and delay an attack, creating sufficient time hetween detection of an attack and the point at which the
attack becomes successiul, including measures to:

(i} Deter vehicles from penetrating the facility perimeter, gaining unawthorized access to restricted areas or otherwise presenting a hazard to
potentially critical targets;

{ii} Deter attacks through visible, professional, well maintained security measures and systems, including security personnel, detection systems,
barriers and barricades, and hardened or reduced value targets;

(iif} Detect attacks at early stages, through counter-surveillance, frustration of opportunity to obsenrve potential targets, surveillance and sensing
systems, and barriers and harricades; and

{0y Delay an attack for a sufficient period of time so to allow appropriate response through on-site security response, barriers and barricades,
hardened targets, and well-coordinated response planning.

Return to Preparer

Lagout

Deterrence and Delay General
[2:15.3-5713]

O Through a combination of onsite security, barriers and barricades, hardened targets, and well-coordinated response planning, the facility has a wery
high likelihood of deterring an attack andfor delaying an attack for a sufficient period of time to allow: appropriate response

O Through a cambination of onsite security, barriers and barricades, hardened targets, and well-coardinated respaonse planning, the facility has a
high likelinood of deterting an attack andior delaying an attack for a sufficient period of time to allow appropriate response

O Through a combination of onsite security, barriers and barricades, hardened targets, and well-coordinated response planning, the facility has some
ahility to deter andior delay an attack allowing appropriate response

O The facility has some ability to deter andior delay an attack allowing appropriate response through well-coordinated response planning
O Other
O Mone

If "Other” selected for Deterrence and Delay General, please explain.
[2:15.3-5714]

Deterrence and Delay Vehicle Barriers
[2:15.3-3233]

O The facility has robust, highly reliable measures (e.g., DS K& - K12 range equivalent crash-rated anti-wehicle barrier) that detervehicles from
penetrating the facility perimeter, and make it highly unlikely that a vehicle could gain access by force or otherwise present a hazard to potentially critical
targets

) The facility has reliabhle measures {e.q., DS K8 ar equivalent crash-rated anti-vehicle barrier) that deter vehicles from penetrating the facility
perimeter, and make it unlikely that a vehicle could gain access by force ar otherwise present a hazard to potentially critical targets.

® The facility has measures (e.g., DS k4 or equivalent crash-rated anti-vehicle barrier) that deter vehicles from penetrating the facility perimeter, and
make it difficult for most vehicles to breach the control point by force or otherwise present a hazard to potentially critical targets.

O The facility has some measures (e.q., active or passive barriers) that deter vehicles from accessing the facility without authorization
O Other
O Mone

If "Other” selected for Deterrence and Delay Vehicle Barriers, please explain.
[2:15.3-5714]

Detection Monitering and Surveillence

[2:15.5-5716]

O The facility has an extremely reliable perimeter monitaring system which continuously monitors the entire length of the facility perimeter, allows for
the identification and evaluation of an intrusion in real time, and provides notification of intrusion to a continuously manned location. Inthe context of this
metric, "real ime" means that an adverse act virtually abvays is detected and reported to responders at the time of occurrence. "Extremely reliable"
means that the monitaring system is operable during all anticipated conditions, including complete darkness, twilight, inclement weather, and loss of
power; with manitaring system components designed, laid-out, and constructed to avoid common causefdependent failures and provide redundant
signal processing eguipment where digital signal processing is used. To achieve this, a facility typically will use an integrated, multi-sensor system that;

« Provides intrusion detection and video surveillance around 100% of the perimeter.

» Whose images ar other autput are continuously monitored by a dedicated person, software, or other detection methods. used in conjunction with
the system

» has emergency back up andfor an equivalent written contingency procedure.

O The facility has avery reliable perimeter monitoring system which continuously manitars the entire length of the facility perimeter, allows for the
identification and evaluation of an intrusian in real time, and provides naotification of intrusion to a cantinuously maonitored location. In the context of this
metric, "real time" means that an adverse act most likely is detected and reported to responders at the time of occurrence. "ery reliable" means thatthe
maonitoring system is operable during ambient light, inclement weather, and fluctuating power conditions; with manitoring system compaonents
designed, laid-out, and constructed 20 as to avoid common causeldependent failures and provide redundant signal processing equipment where
digital signal processing is used. To achieve this, a facility tepically will use an integrated manitoring system that:

» Provides infrusion detection and video surveillance around designated COl target areas and that do not have passive vehicle barriers.

» WWhose images or other output are continuously monitored by 3 dedicated person, software, ar other detection methods. used in conjunction with
the system.

» has emergency hack up andfar an equivalent written contingency procedure.

O The facility has a reliable perimeter monitoring system that allows for the identification of the presence of anintrusion in real time for the areais)
containing the target asseti=). In the context of this metric, "real time" means that an adverse act likely is detected and reported to responders in a timely
manner. "Reliable" means that the monitoring systerm is he operable during ambient linht conditions. To achieve this, a facility tepically will use an
integrated maonitoring system that:

» FProvides intrusion detection and video surveillance around designated COl target areas.
» Has emergency back up power andfar an equivalent written contingency procedure.

) The facility has a monitoring system that allows for the identification ofthe presence of an intrusian in the areafs) containing the target asset{s). To
achiewe this, a facility typically will use security patrols of the facility or an integrated manitoring system that provides intrusion detection and video
sumnveillance araund designated CoOltarget areas, is fully operable during all lighting conditions, and has emergency hack up power andior an equivalent
wtitten contingency procedure.

O Other

) Mone

If "Other” selected for Detection Monitoring and Surveillence, please explain.

[2:15.3-5717]

Detection Security Operations Centers
[2:15.3-5718]

O The facility has awvery high likelinood of detecting attacks at early stages, through counter-surveillance, frustration of opportunity to ohsemnve potential
targets, surveillance and sensing systems, and barriers or barricades. To achieve this level of detection, a facility tvpically maintaing a facilit-wide
intrusion detection system that is continually monitored from a Security Cperations Center, and has an adequate backup capability,

) The facility has a high likelinood of detecting attacks at early stages, through counter-surveillance, frustration of opportunity to ohsemnve potential
targets, surveillance and sensing systems, and barriers ar barricades. To achieve this level of detection, a facility typically maintaing a facility-wide
intrusion detection system that is continually monitored from a Security Operations Center.

) The facility has some ahility to detect attacks at early stages, through counter-surveillance, frustration of oppaorunity to ochserve potential targets,
sumveillance and sensing systems, and barriers or barricades.

) The facility has some ability to detect attacks at early stages.

O Other

) Mone

If "Other” selected for Detection Security Operations Centers, please explain.

[2:15.2-5719]

Interdiction by Security Forces or Other Means

[2:15 2-5720]

) The facility is extremely likely to be able to interdict armed intruders hefore they reach a COl target asset. This capability may be achieved by a facility
security force, sufficient delay tactics to allow local law enforcement to respond hefore the adversan achieves mission success, standoff distances (for
YWHRIEDS), process controls or systerms that rapidly render the designated GOl target asset(s) non-hazardous even if a breach of containment were to
occur (e.g., 8 rapid chemical neutralization system), or other eguivalent measures. If security forces are used, they may be contract or proprietary, mobile
or posted, armed or unarmed, or a combination thereof.

O The facility is likely to be able to interdict armed intruders before they reach a COl target asset. This capability may be achieved by a facility security
force, sufficient delay tactics to allow local law enforcement to respond hefore the adversary achieves mission success, standoff distances (for VBIEDS),
process controls ar systems that rapidly render the designated COl target assetis) non-hazardous even if a breach of containment were to occur (e.g., a
rapid chemical neutralization system), or other eguivalent measures. If security forces are used, they may be contract or proprietary, mohile or posted,
armed or unarmed, or a combination thereof,

) The facility has some ability to interdict armed intruders hefore they reach a COl target asset. This capability may be achieved by a facility security
force, sufficient delay tactics to allow local law enforcement to respond hefore the adversary achieves mission success, standoff distances (for VBIEDS),
process controls ar systems that rapidly render the designated COl target assetis) non-hazardous even if a breach of containment were to occur (e.g., a
rapid chemical neutralization system), ar other eguivalent measures. If security forces are used, they may be contract ar proprietary, maohile or posted,
armed or unarmed, or a combination thereof,

O Other

0 Mone

If "Other” selected for Interdiction by Security Forces or Other Means, please explain.

[2:15.2-5724]

Check if all the Deter, Detect, and Delay questions have been answered.

Deter, Detect, and Delay Completed (015 2.5722) Fi
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Facility Security Issues

Asset Characterization E

Consequence Analysis

Shipping, Receipt, and Storage - Secure and monitor the shipping, receipt, and storage of hazardous
materials for the facility

i Select froum among the examples provided below any specific measures that are applicable to your facility. These examples are provided for your
colwvenience, and you are not required to select any of these examples; instead you may select "Other” and provide a narrative description of any
relevant measures that you believe address the issue posed, or you may select "None” if you helieve that none of the examples provided apply to
your Tacility and you have not described any other relevam measures.

J View Summary Report

i Validate Report

Return to Preparer

= Logout

Security of Transportation Containers Onsite
[2:15 45723

) The facility adequately secures all transporation containers of chemicals of interest onsite that are not"in transporation” {i.e., connected to a motive
force {e.q., locamaotive, truckitractor for the purposes of shipping the container to its customer; note, however, containers connected to motive forces for
the purposes of maving the containers to another location onsite are not considered "in transportation”). Adequate security includes staring the container
within the facilitys s security peritneter and under the facilityi s security contral, cansidering the container in the facility; s Site Security Plan, and securing
and maonitaring railcars and other containers using measures consistent with the materials which they contain.

O Other

0 Mone

If "Other” selected for Security of Transportation Containers Onsite, please explain.
[2:15.4-5724]

"Know-Your-Customer” Provisions =
[2:15 457 26]

O The facility has an active, documented "know your customer program that includes a policy of refusing to sell chemicals of interest to those who do
not meet pre-established customer gualification criteria, such as confirmation of identity, verification andfor evaluation of onsite security, verification that
shipping addresses arewalid business locations, canfirmation of financial status, establishment of normal business-to-husiness payment terms and
methods {e.q., not allowing cash sales), and verification of product end-use.

O The facility has a "know your custormer” prograrm.
O Other
O Mone

If "Other” selected for "Know-Your-Customer” Provisions, please explain.
[2:15.4-5727]

Carrier and Shipment Facility Access
[2:15.45728]

O The facility has strict vehicle identification and entry authorization, shipping, and control procedures that are subject to a testing program to confirm
reliability. If an unknown carrier arrives at the facility, the vehicle and its driver are staged until both the driver and the load are vetted and approved.

) The facility has vehicle identification and entry authorization, shipping, and control procedures.
O other
) MNone

If "Other” selected for Carrier and Shipment Facility Access, please explain.
[2:15.45724]

Confirmation of Shipments
[2:15.4-5730]

) The facility has adeqguate security procedures regarding shipments, including:

« Procedures requiring the relevant facility party to confirm all shipments of feed materials or products to or from the facility before allowing the
vehicle orits driverfpassengers onsite.

» Advance planning and approval of all in-bound and out-bound shipments of SOl (unannounced shipments are not allowed).

» Properidentification checks and verification prior to customer pickup of packaged CoOls.

O The facility has adeqguate security procedures regarding shipments, including:

» Procedures requiring the relevant facility party to confirm most shipments of feed materials or products to or fram the facility befare allowing the
vehicle orits driverfpassengers onsite.

» Advance planning and approval of most in-bound and out-bound shipments of SOl

» Properidentification checks and verification prior to customer pickup of packaged CoOls.

O Other
) Mone

If "Other” selected for Confirmation of Shipments, please explain.

[2:45.45734]

Verification of Sales and Orders
[2:15.45752]

O Areview procedure with appropriate redundancies is in place far all shipping, receiving and delivery of chemicals ofintarest. The facility has a
process to verify receipt of orders for chemicals of interest. Wirittern procedures are in place detailing the specific instructions and requirerments to control
activities related to sales and storage of regulated materials and chemicals of interest.

O Other
) Mone

If "Other” selected for Verification of Sales and Orders, please explain.
[2:15.4-5733]

Check if all the Verification of Sales and Orders questions have been answered.

Verification of Sales and Orders Completed (015 457349 ]
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Facility Security Issues

Asset Characterization E

Consequence Analysis

Vulnerability A i i i
Theft and Diversion

Select from among the examples provided below any specific measures that are applicable to your facility. These examples are provided for your
comvenience, and you are not required to select any of these examples; instead you may select "Other” and provide a narrative description of any
relevant measures that you helieve address the issue posed, or you may select "Mone” if you helieve that none of the examples provided apply to
your facility and you have not described any other relevam measures.

._1 View Summary Report

i Validate Report

Return to Preparer

= Logout

Restricted Access to Theft COls
[2:15.5-53251]

Robust controls and procedures exist that restrict access to storage of chemicals of interest, allowing access anly to authorized individuals.
Caontrols and procedures exist that restrict access to storage of chemicals of interest, allowing access only to authorized individuals.
Controls and procedures exist that restrict access to storage of chemicals of interest.

Other

Mone

OCO00C®

If "Other” selected for Restricted Access to Theft COls, please explain.
[2:15.5-5735]

"Know-Your-Customer” Provisions
[2:15.5-5756]

O The facility has an active, documented "know your customer program that includes a policy of refusing to sell chemicals of interest to those who do
not meet pre-established customer gqualification criteria, such as confirmation of identity, verification andfor evaluation of onsite secarity, verification that
shipping addresses are walid business locations, confirmation of financial status, establishment of normal business-to-husiness payment terms and
methods {e.q., not allowing cash sales), and verification of product end-use.

) The facility has a "kKnow your customer” prograrm.
O Other
O Mone

If "Other” selected for "Know-Your-Customer” Provisions, please explain.

[2:15.5.5737]

Background Checks
[2:15.5-5724]

O oAl employees and contractors involved with the theft chemical of interest have undergone background surety investigations and have been trained
to identify and report suspicious hehaviors. Drivers transporing theft chemicals of interest are issued facility badges subsegquent to 3rd party verification T
of backoround suitakbility.

) Other
0 Mone

If "Other” selected for Background Checks, please explain.
[2:15.5-5740]

Monitoring Theft COls
[2:15.5-5742]

() Personnel monitar critical process equipment containing theft chemical of interest directly via patrols, CCTY, or other method to reduce the potential
for tampering, sahotage or theft. Additionally, security tags (e.g., RFID or similar systems) are attached to or embedded on containers of theft chemicals
of interest.

& Personnel monitar critical pracess eguipment cantaining theft chemical ofinterest directly via patrals, CCTY, ar ather methaod to reduce the potantial
for tampeting, sabotage ar theft.

O oOther
0 Mone

If "Other” selected for Monitoring Theft COls, please explain.
[2:15.5-5743]

Physical Security of Theft COls
[2:15.5-5751]

(O Alocked rack ar other physical means of securing man-portable containers of theft chemicals of interest is provided. The method{s) used are
resistant to breach ortampering. Examples include chaing and locks that cannot he cut or breached with man-powered tools, movement alarms on the
containers, and entryfmotion detectors and alarmes for the buildings or rooms where the containers are stored.

O Other
) Mone

If "Other” selected for Physical Security of Theft COls, please explain.
[2:15.5-5752]

Vehicular Access

[2:15 5-5753]

O wehicle entry and egress to locations with thett CoOlis through a manned or monitored entry point.
O Other
O MNone

If "Other” selected for Vehicular Access, please explain.
[2:15.5-5754]

Vehicle Inspections
[2:15 5-5755]

) Allvehicles are inspected upon egress from the facility or restricted area for theft chemicals.

O vehicles are inspected upon egress from the facility or restricted area forthett chemicals on a randam hasis zothat at least 10% of all vehicles are
inspected for theft chemicals.

) wehicles are inspected upon egress from the facility or restricted area fortheft chemicals on a random basis so that at least 5% of all vehicles are
inspected for theft chemicals.

O Other
) Mone

If "Other” selected for Vehicle Inspections, please explain.
[2:15 5-5756]

Inventory Control
[2:15 5-5757]

O The facility has an inventory control system for both man-portable and bulk theft SOl The inventory control system for theft COI stored in bulk can
rapidly detect when theft COls stored in bulk have been removed from their proper location. Examples of such systems include process controls that
maonitor the level, weight, volume, or other process parameters which measure the inventory of bulk-stored theft COls. The inventary control system for
man-portahle containers oftheft SOl may rely on the manitoring of security measures descrihed ahove to determine that theft COls have been removed
in an unauthorized manner.

O Other

O Maone

If "Other” selected for Inventory Control, please explain.
[2:15.5-5758]

Tamper Evident Devices
[2:15.5-5754]

O The facility employs tamper-evident seals for the vehicle valves and other appurtenances that can indicate it a shipment has been tampered with.
O Other
O Mone

If "Other” selected for Tamper Evident Devices, please explain.
[2:15.5-5760]

Check if all the Theft and Diversion questions have been answered.

Theft and Diversion Completed (015 5.5761] [l
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Facility Security Issues :

Asset Characterization

Consequence Analysis

Sabotage - Deter inside sabotage

Select from among the examples provided below any specific measures that are applicable to your facility. These examples are provided for your
comvenience, and you are not required to select any of these examples; instead you may select "Other” and provide a narrative description of any
relevant measures that you helieve address the issue posed, or you may select "Mone” if you helieve that none of the examples provided apply to
your facility and you have not described any other relevamt measures.

._1 View Summary Report

i Validate Report

Return to Preparer

= Logout Procedures

[2:15 6-5762]

O The facility has procedures in place to deter, detect, delay, and respond to sabotage, such as routine equipment inspections for tampering,
awareness training, process safety measures, restricted access to sensitive areas, and protocols for verifying the identity and shipment orders of
carriers who arrive to remove tfranspartation containers of SOl chemicals from the facility. These procedures enable the facility to detect sabotage before
A COlis intransportation.

O Other
) Mone

If "Other” selected for Procedures, please explain.
[2:15.6-5763]

Tamper Evident Devices
[2:15 5-5764]

O The facility utilizes active tamper-evident devices to secure target asset designated COltransportation containers. The devices(s) used are fairly
resistant to breach ortampering and indicate when attempts to tamper with the containers has occurred. Examples include car seals or other tamper-
indicating devices, physical locks on transportation container valves or access hatchesfopenings, chaing and locks that cannot readily be cut ar
hreached with man-powered tools, alarms on the valves or access hatchesiopenings ofthe transpodation containers, entrimotion detectors and
alarms for the huildings ar rooms where the transportation containers are stored.

O Other

O Mone

If "Other” selected for Tamper Evident Devices, please explain.

[2:45 6-5771]

Visitor Controls
(21565772

) The facility has documentad and implementad strict visitar identification, escaon, and control procedures that include verification of visitar
hackground suitahility or constant visitor escort by appropriately vetted personnel in restricted areas.

O The facility has documented and implemented visitor identification, escor, and control procedures that include verification of visitor hackground
suitability or constant visitor escort by appropriately vetted personnel in restricted areas.

O The facility has documented and implemented visitor identification, escor, and control procedures.
) The facility has implemented visitor identification, escort, and control procedures.

O Other

) Mone

If "Other” selected for Visitor Controls, please explain.
[2:15 68-5773]

Check if all the Visitor Controls questions have heen answered.

Sahotage Completed  [0156.577 1

cBack f Next |
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WARMING: This record contains Chemical-terrarism Wulnerability Infarmation controlled by & CFR 27 .400. Do not disclose to persons without 3 "need to know!" in aecordance with 6 CFR 8 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative orjudicial praceeding, this information shall be treated as classified information in accordance with § CFR 88 27 .400ChY and ().
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B S srahilirir Accac = TCLTA Chemical-terrorism Vulnerability lnf}:-rmar_iun':
Security Vulnerability Assessment (SVA) )

General ANL Test Facility14

— Vulnerability Analvsis
Asset Characterization i . -
Consequence Analysis : m m

,_‘] View Summanry Report

Facility Security Issues

Are personnel allowed to carry portable cyber equipment into the facility {e.q., laptop computers, personnel digital assistants
(PDAs), flash drives, data disks, smart cell phones, etc.)?

2:14.08-94154
i Validate Report [ ]

) Yes
® Mo

Return to Preparer

[EiLogout

=l

Are employees screened at facility entrances for unauthorized equipment?
[2:14.08-4152]

® Yes
) Mo
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WARMING: This record contains Chemical-terrarizm Wulnerability Information contralled by & CFR 27 .400. Do not disclose to persans without 3 "need to know!" in accordance with 6 CFR § 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with § CFR &5 27 400ChY and ().




Chemical Security Assessment Tool (CSAT) OMB No: 16700007 Expiration Date: February

BLLU-.I'IH Vulner Elblll[‘u' Assessment {L,\,' . '- Chemical-terrorism Vulnerability Information’(

ANL Test Facility14

General

Facility Security Issues

Vulnerability Analysis

i
:
:
Asset Characterization :
1
i

<« Back |

Consequence Analysis

|_°] View Summanry Report

Has the personnel screening process heen validated through testing by professional security services?
[2:14.004-4153]

O Yes
& Mo

i Validate Report

Return to Preparer

[EiLogout
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MARMING: This reczord contains Chemical-terrorism Wulnerability Information contralled by & CFR 27.400. Do not disclose to persons without 3 "need to know!" in aecordance with G CFR 8 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative orjudicial praceeding, this information shall be treated as classified information in accordance with § CFR &5 27 .400ChY and (i).




Chemical Security Assessment Tool (CSAT) OMB No: 16700007 Expiration Date: February

BLLU-.I'IH Vulnerabili ty / cement { SV, '- Chemical-terrorism Vulnerability Informatior

ANL Test Facility14

General

Facility Security Issues

Vulnerability Analysis

i
:
:
Asset Characterization :
1
i

< Back |f Next» |

Consequence Analysis

,_‘] View Summanry Report

Select a cyber control system for evaluation.

i Validate Report

Control System Name

[2:44.1-41586]

Return to Preparer

[EiLogout

Control System ; Describe: Control System

Have all cyber control systems been evaluated?
[2:14.1-3157]

® ves
O Mo
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WARMING: This record contains Chemical-terrorism Wulnerability Information contralled by & CFR 27 .400. Do not disclose to persons without a "need to know!" in accordance with G CFR 8 27 .49000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with § CFR 55 27 .400ChY and (i)
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Security Vulnerability Assessment (SVA) Chemical-terrorism Vulnerability, Informatio

ANL Test Facility14

Asset Screening

Conmtrol System

[dentify the location of this asset. Click on "Locate Asset” and then click on the map to identify the location of the
asset. Do not click "Mext =" until the star appears showing the location ofthe asset.

| Zoorm In | Zoom Out | Pan | Full Extent  Locate Asset Map Help

Click & button in the map toolbarto choose a tool. The tools
may be used as follows:

Zoom In Click and drag to create a rectanagle around the
area that you want to maonify.

Zoom Ot Click and drag to zoom out.

Pan Click and drag to wiew other parts ofthe map

without resizing. The map will move in the
direction you drag.

Full Extent Clickthe Full Extent hutton once to view the
mannification that shows the entire map. At the
full extent, you will not be able to zoom out
further.

Locate Asset | Click on the map o identify the location ofthe
asset.




Chemical Security Assessment Tool (CSAT) SHE Nos o IO R O Dales ERL s

o T T S S L = CCNTA Chemical-terrorism Vulnerability Informatio
Security Vulnerability Assessment (SVA) )

ANL Test Facility14

General

Facility Security Issues

Vulnerability Analysis

| «cBack [ Next> |

Consequence Analysis

|_°] View Summanry Report

i
i
:
Asset Characterization :
1
i

Control System

i Validate Report Watch Dog Systems

[2:14.21-5251]

Return to Preparer

O watch dog systems used for select control systerms (e.q., safety integrated systems (S153) are configured such that they have no unsecured remote
access and no direct connections to the systems manading the processes they maonitar.

O watch dog systems used for select cantrol systerms {e.q., safety integrated systerms (SIS are configured such that they have no unsecured remote
access and no unsecured direct connections to the systems managing the processes they maonitor.

O oOther
O Mone

[EiLogout

If "Other” selected for Watch Dog Systems, please explain.
[2:14.21.5852]

Check the box if the Cyber System Evaluation is completed.

Cyher Control System Completed  [0:14.21-5259) IF]
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WARMING: This record contains Chemical-terrorism Wulnerability Information contralled by & CFR 27.400. Do not disclose to persons without a"need to know'" in aecordance with 6 CFR 8 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial proceeding, this information shall be treated as classified information in accordance with G CFR 85 27 .400ChY and (i)




Chemical Security Assessment Tool (CSAT) OMB No: 16700007 Expiration Date: February

s =0 oy SRl W e i CCNTA Chemical-terrorism Vulnerability Informatior
Security Vulnerability Assessment (SVA) )

General ANL Test Facility14

— Vulnerability Analvsis
Asset Characterization i . -
Consequence Analysis : m m

,_‘] View Summanry Report

Facility Security Issues

Select a cyber business system for evaluation.

i Validate Report

Return to Preparer

Business System Name

[2:446-4171]

[EiLogout

==

Business System | Describe: Business System

Have all cyber business systems been evaluated?
[2:146-9172]

® ves
O Mo
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WARMING: This record contains Chemical-terrorism Wulnerability Information controlled by & CFR 27 400, Do not disclose to persons without a"need to know" in accordance with & CFR & 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in aceordance with § CFR 85 27 .400Ch% and (i)




General

Facility Security Issues

Asset Characterization

Consequence Analysis

Vulnerability Analysis

|_°] View Summanry Report

i Validate Report

Return to Preparer

= Logout

=l
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Chemical Security Assessment Tool (CSAT)

Security Vulnerability Assessment (SVA)

ANL Test Facility14

Vulnerability Analysis

[CBack Nt |

Business System

Is this cyber system physically located at the facility?
[2:149.61.4175]

O Yes
& Mo

[CBack J nexi |

OMB Mo: 1670-0007 Expiration Date: Februan

Chemical-terrorism Vulnerability Information’(

WARMING: This record contains Chemical-terrorizm Wulnerability Information controlled by & CFR 27,400, Do not disclose to persons without a "need to know!" in aecordance with G CFR § 27 .4000). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with § CFR 55 27 .400ChY and ().




Chemical Security Assessment Tool (CSAT) SHH No: o TRA RO Dales FRl a2

s =0 oy SRl W e i CCNTA Chemical-terrorism Vulnerability Information’|(
Security Vulnerability Assessment (SVA) ) :

General ANL Test Facility14

Facility Security Issues

Vulnerability Analysis

[CBack Nt |

Asset Characterization

Consequence Analysis

Vulnerability Analysis

Business System

IE_"]‘ufi-ew Summary Report .
Enter the cyber sytem location.

i Validate Report

Return to Preparer LocationBuilding Name  [0:14.62-9477] | |

= Logout

=l

Street (044524475 | |

City [2:1462-H79] | |

State [0:1462-4120] | v |

ZIP Code  [o1a82-94181)
| < Back |
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WARMING: This record contains Chemical-terrorism Wulnerability Information controlled by & CFR 27 400, Do not disclose to persons without a"need to know" in accordance with & CFR & 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in aceordance with § CFR 85 27 .400Ch% and (i)
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Security Vulnerability Assessment (SVA) Chemical-terrorism Vulnerability, Informa

ANL Test Facility14

Asset Screening

Business System

[dentify the location of this asset. Click on "Locate Asset” and then click on the map to identify the location of the
asset. Do not click "Mext =" until the star appears showing the location ofthe asset.

| Zoorm In | Zoom Out | Pan | Full Extent  Locate Asset Map Help

Click & button in the map toolbarto choose a tool. The tools
may be used as follows:

Zoom In Click and drag to create a rectanagle around the
area that you want to maonify.

Zoom Ot Click and drag to zoom out.

Pan Click and drag to wiew other parts ofthe map

without resizing. The map will move in the
direction you drag.

Full Extent Clickthe Full Extent hutton once to view the
mannification that shows the entire map. At the
full extent, you will not be able to zoom out
further.

Locate Asset | Click on the map o identify the location ofthe
asset.




Chemical Security Assessment Tool (CSAT) SHH No: TR B g Date ERi i

s = SRl W e = TCLTA Chemical-terrorism Vulnerability Information|(C
Security Vulnerability Assessment (SVA) ) ;

General ANL Test Facility14

— Vulnerability Analvsis
Asset Characterization i . -
Consequence Analysis : m m

,_‘] View Summanry Report

Facility Security Issues

Business System

Check the box ifthe Cyber Systern Evaluation is completed and then press [Next] to continue.

Validate Report _
"d I Cyber Business System Completed  [0:14 08-4755]

Return to Preparer

[EiLogout

==
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WARMING: This record contains Chemical-terrarizm Wulnerability Information contralled by & CFR 27 .400. Do not disclose to persans without 3 "need to know!" in accordance with 6 CFR § 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with § CFR &5 27 400ChY and ().




Chemical Security Assessment Tool (CSAT) OMB No: 16700007 Expiration Date: February :

s =0 oy SRl W e i CCNTA Chemical-terrorism Vulnerability Informatior
Security Vulnerability Assessment (SVA) )

General ANL Test Facility14

Facility Security Issues

— Vulnerability Analvsis
Asset Characterization i . -
Consequence Analysis : m m

Check if all the Cyber Security questions have heen answered.

,_‘] View Summanry Report

o Validate Report Cyber Security Completed  [Q:14.051.5845] [

Return to Preparer

[EiLogout

=l
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WARMING: This record contains Chemical-terrarizm Wulnerability Infarmation contralled by & CFR 27.400. Do not disclose to persons without 3 "need to know!" in aecordance with 6 CFR 8 27 .4000&). Unauthorized release may

result in civil penalties or other action. In any administrative orjudicial proceeding, this information shall be treated as classified information in accordance with § CER &% 27 .400¢h) and (i)




Chemical Security Assessment Tool (CSAT) OMB No: 1670.0007 Expiration Date: Februar

]
sl by o s e S = CCVTA Chemical-terrorism Vulnerability Information{(GVI)}
Security Vulnerability Assessment (SVA) ) )

General ANL Test Facility14

Facility Security Issues

Asset Characterization E

Consequence Analysis

Wul bility A i .
Incident Response

Select from among the examples provided below any specific measures that are applicable to your facility. These examples are provided for your

comvenience, and you are not required to select any of these examples; instead you may select "Other” and provide a narrative description of any

"—1 BIER SO REpSTL relevant measures that you helieve address the issue posed, or you may select "Mone” if you helieve that none of the examples provided apply to

i our facility and you have not described any other relevant measures.
i Validate Report v Ty And v ¥

Return to Preparer

=iLegout Comprehensive Crisis Management Plan

[2:15.7-5775]

O The facility has a comprehensive crizsis management plan thatincludes:

» [Documented agreements andiorwritten procedures for emerdgency response, including offsite responder services such as ambulance support,
explosive device disposal suppaort, fire fighting support, and hazardous material spillfrecovery support, and medical support.

#* Roles and responsibilities for the crizis management teamn, the incident commander, the on-scene commander, operational contral and
timekeeping.

» Contingency plans, continuity of operations plan, emergency response plans, evacuation plans, media response plans, notification contral and
contact reguirements, re-entry plans, and security response plans.

» Emergency safe shutdown procedures for all pracess units.

O The facility has a comprehensive crisis management plan thatincludes:

» [Documented agreements andior written procedures for emergency response, including offsite responder services, such as ambulance suppor,
explosive device disposal support, fire fighting support, and hazardous material spilllfrecoveny suppor.
# [Documented emergency response plans.

O other
) Mone

If "Other” selected for Comprehensive Crisis Management Plan, please explain.

[2:15.7-5776]

Communication Systems
[2:15.7-5777]

) The facility has a robust communications and emergency notification system with emergency back up power andfor an equivalent written
contingency pracedure in place that is designed, laid-out, and constructed to avoid common causefdependent failures and equipped with redundant
sighal pracessing. Atvpical system includes:

» AR emergency notification system (e.q., siren ar ather facility-wide alarm system).
» Aredundant radio system thatis interoperable with law enforcement and emergency response agencies.
» Other hack up communications systems such as cell phones ar desk phanes.

) The facility has a redundant communications system and an emergency notification system ¢e.q., siren or other facilib-wide alarm system).
O Other
O Mone

If "Other” selected for Communication Systems, please explain.
[2:15.7-5778]

Process Safequards
[2:15.7-5774]

O Al process units have an automated control systerm or other process safequards to rapidly place designated COl asset equipment in a safe and
stable condition, and procedures for their use in an emergency. Additionally, all process units have a procedure for safe shutdown in an emMergency.

O Other
) Mone

If "Other” selected for Process Safeguards, please explain.
[2:15.7-5780]

Outreach

[2:15 7-5751]

) The facility has an active outreach program to the community and local law enforcement and emergency responders. Examples of outreach
activities include paricipation in LEFPC dwhere local law enforcement is a LEPC member, CAP twhere local law enforcement is 2 CAFP member), BZFPF
activities, Meighborhood Watch Programs fwhere industry and businesses are included in these programs), or padicipation by the facility in security-
related drills and exercises in conjunction with offsite responder organizations.

O Other
) Mone

If "Other” selected for Outreach, please explain.
[2:15.7-5782]

Check if all the Incident and Response questions have been answered.

Incident and Response Completed  [0:15 75733 ]

cBack f Next |

W

WARMING: This record contains Chemical-terrarism Wulnerability Infarmation controlled by & CFR 27 .400. Do not disclose to persons without 3 "need to know!" in aecordance with G CFR 8 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative orjudicial praceeding, this information shall be treated as classified information in accordance with § CFR 88 27 .400¢hY and ().
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e e o s e S o CYTA Chemical-terrorism Vulnerability Information{(GVI)}
Security Vulnerability Assessment (SVA) ’ -

General ANL Test Facility14

Facility Security Issues :

Asset Characterization

Consequence Analysis

Vulnerability Analysi
Personnel Surety

Select from among the examples provided below any specific measures that are applicable to your facility. These examples are provided for your
comvenience, and you are not required to select any of these examples; instead you may select "Other” and provide a narrative description of any
relevant measures that you helieve address the issue posed, or you may select "Mone” if you helieve that none of the examples provided apply to
your facility and you have not described any other relevam measures.

._1 View Summary Report

i Validate Report

Personnel Surety - Perform appropriate backoground checks on and ensure appropriate credentials for facility personnel, and as appropriate, for
unescortedvisitors with access to restricted areas or critical assets, including,

{1} measures designed to verify and validate identity

{ii} measures designed to check criminal history

{fii} measures designed to verify and validate legal authorization to work

() measures designed to identify people with terrorist ties

Return to Preparer

= Logout

New/Prospective Employees
[2:15.8-5721]

O The facility conducts pre-employment backaround investigations on all prospective employees and resident contractors and issues access
authorization to the facility anly after appropriate background checks have been successfully completed.

) The facility conducts pre-emplaoyment backaround investigations on all prospective employees and resident contractaors and issues access
autharization to restricted areas only after appropriate background checks have heen successfully completed.

O oOther
O Mone

If "Other” selected for New/Prospective Employees, please explain.

[2:45.2-5792]

Existing Employees
[2:15.8-5793]

O Al existing employees undergo background suitability investigations within three years fram the date afthe enactment of the final CFATS
regulations and investigations are repeated far all individuals every five years thereafter.

Q Al existing emplovees with unescored access to restricted areas undergo background suitability investigations within three years from the date of
the enactment of the final CFATS regulations and investigations are repeated for all individuals every five years thereafter.

O Other
) Mone

If "Other” selected for Existing Employees, please explain.
[2:15 2-5704]

Contents of Background Checks
[2:15 2-5705]

) The backyround checks are conducted in accardance with requirements established by the S50 or corparate reguirements, and include, at a
minimurm, a check of criminal history.

O other
0 Mone

If "Other” selected for Contents of Background Checks, please explain.
[2:15 2-5706]

Adjudication Process

[2:45.8-5797]

) The facility has a documented adjudication process that identifies grounds for denying access ar employment to individuals when background
checks reveal significant anomalies.

O oOther
) Mone

If "Other” selected for Adjudication Process, please explain.

[2:15.8-5792]

Audit
[2:15.2-5700]
) The bhackyround check pragram is audited annually.

O oOther
O Mone

If "Other” selected for Audit, please explain.
[2:15.8-5200]

Check if all the Audit questions have heen answered.

Audit Completed (01525201 i
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WARMING: This record contains Chemical-terrorizm Wulnerability Information controlled by & CFR 27 .400. Do not disclose to persons without 3 "need to know!" in accordance with G CFR 8 27 .4000). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial proceeding, this information shall be treated as classified information in aceordance with & CFR 55 27 .400ChY and ().




Chemical Security Assessment Tool (CSAT) OMB No: 1670-0007 Expiration Date: February 28

s =0 oy SRl W e i CCNTA Chemical-terrorism Vulnerability Informatio:
Security Vulnerability Assessment (SVA) )

General ANL Test Facility14

Facility Security Issues

Vulnerability Analysis
| «Back [ Next» |

Asset-Specific Security Measures

i
i
:
Asset Characterization :
:
Consequence Analysis '

Select the Critical Assets with unique security measures that were not reported for the facility as a whole.

,_‘] View Summanry Report

i Validate Report

Return to Preparer

Critical Asset Name

[2:14.01-5052]

(= Logout

=

Pot Crit Asset _[:_n_escrihe_:_ Pot Crit Asset

Have all assetspecific security measures heen evaluated?
[2:14.01-5053]

® ves
O Mo
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MARMING: This reczord contains Chemical-terrorism Wulnerability Information contralled by & CFR 27.400. Do not disclose to persons without 3 "need to know!" in aecordance with G CFR 8 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative orjudicial praceeding, this information shall be treated as classified information in accordance with § CFR &5 27 .400ChY and (i).




Chemical Securit}r Assessment Tool (CSAT) OMB No: 1670-0007 Expiration Date: February 2972

Security Vulnerability Assessment (SVA) - Remiiea’sse rrorima neraiiL s nm on i E )

ANL Test Facility 14

General

Facility Security Issues

Vulnerability Analysis
Asset-Specific Security Measures

Pot Crit Asset

Asset Characterization E

Consequence Analysis

J View Summary Report

i Validate Report

Secure Site Assets - Secure and monitor restricted areas or potentially critical targets within the facility.

Select from amond the examples provided helow any specific measures that are applicable to your facility. These examples are provided for your

canvehnience, and you are naot required to select any of these examples; instead you may select "Othet" and provide a narrative description of any relevant
measures thatvou believe address the issue posed, orvou may select"Mong" ifyou helieve that none ofthe examples provided applv to your facility and

wou have not described any other relevant measures. =

Return to Preparer

=Logout

Asset Perimeter Barrier

[2:14.03-5202]

O To protect assets, the facility has an internal perimeter barrier that severely restricts or delays any attempts by unauthorized persons to gain access
to the facility, such as security fence ar equivalent barrier that meets industrial consensus standards (e.q., a 7-foot chain link fence plus a 1 foot top
guard of harhed wire).

O Other
) Mone

If "Other’ selected for Asset Perimeter Barriers, please explain.
[2:44.05-5803]

Asset Vehicle Barriers
[2:14.03-5204]

0 Wehicles would have a wery [owe likelihood of accessing the target asset by farce. To achieve this, a facility is likely to use vehicle deterrence
measures such as bollards, berms, landscaping, ditches, drainage swales, or buried concrete anchars retaining anti-vehicle cahle wherever the
perimeteris accessihle to a vehicle

) wehicles would have a low likelihood of accessing the target asset by force. To achieve this, a facility is likely to use vehicle deterrence measures
such as hollards, berms, landscaping, ditches, drainage swales, or buried concrete anchors retaining anti-vehicle cable wherever the perimeter is
accessible to a vehicle

O other

) Mone

If "Other” selected for Asset Vehicle Barriers, please explain.
[2:44.03-5205]

Asset Standoff Distance
[2:14.03-5206]

) gufficient vehicle standoff distance is provided to ensure that vehicle-horne improvised explosive devices will not cause a breach of containment
resulting in an uncontrolled release of a chemical of interest fraom the nearest point of attack.

O other
) Mone

If "Other” selected for Asset Standoff Distance, please explain.
[2:14.03-5807]

Monitoring and Surveillance
[2:14.03-5808]

0 Acombination of robust, highly reliable technical security devices {e.q., special access controls, sensars, video), security patrols, and other
maonitoring systems are used to protect and continuously monitor chemicals of interest and critical asset locations {including loading and unloading
areas, critical valves, pipelines, manifalds, contral rooms, and storage facilities) to detect attempts to gain unauthorized access, tampering, attempted
sabotage, ar theft or unauthorized removal of regulated materials. To achieve this, a facility typically will use a comhbination of:

» FPosted security personnel or frequent security patraols.

» Anintegrated, multi-sensor systermn that provides intrusion detection and video surveillance around 100% of the perimeter of the critical assets,
has emergency back up power andior an eguivalent written contingency procedure, and whose images are continuoushy monitored by a
dedicated persons, software, or other detection methods used in conjunction with the system.

* General area as well as access portal (face view) CCTY surveillance at all gates.

0 Reliahle technical security devices {e.q., special access cantrols, sensors, videa), security personnel, andfar monitaring systems are used to
protect and continuously monitor hazardous materials, chemicals of interest, and critical asset locations {including loading and unloading areas, critical
valves, pipelines, manifolds, control rooms, and storage facilities) to detect attermpts to gain unauthorized access, tampering, attempted sahotage, or
thett or unauthorized removal of regulated materials. To achieve this, a facility typically will use a combination of;

» Freguent security patrols.

» Anintegrated monitoring system that provides intrusion detection and video surveillance around designated COl target areas, has emergency
back up power andfor an equivalent written contingency procedure, and whose images are continuously manitored by 3 dedicated person,
software, or other detection methods used in conjunction with the system.

() Technical security devices (e.d., special access controls, sensors, video), security personnel, andfor monitaoring systems are used to protect and
manitar hazardous materials, chemicals of interest, and critical asset locations {(ncluding loading and unloading areas) to detect attempts to gain
unauthorized access, tampering, attempted sabotage, or thett or unauthorized removal of regulated materials. To achieve this, a facility tepically will use
periodic security patrols ar an integrated monitoring system that provides intrusion detection and video surveillance around designated COl target areas
and has emergency back up power andfor an equivalent written contingency procedure.

O Other
) Mone

If "Other” selected for Monitoring and Surveillance, please explain.
20103 5200]

Check if all the Secure Site Assets questions have been answered.

Secure Site Assets Completed [01402-5210) ]

[ Bac f Newtr

WARMING: This record contains Chemical-terrorism Wulnerability Information contralled by & CFR 27.400. Do not disclose to persons without a"need to know'" in aecordance with G CFR 8 27 .4000e). Unauthorized release may

rezult in civil panalties or other action. In any administrative or judicial proceeding, this information shall be treated as classified information in accordance with § CFR &% 27 .400¢h) and (i)




Chemical Security Assessment Tool (CSAT) OMB No: 16 ;
secnrity V ~rahility Accec = "CAA Chemical-terrorism Vulnerability Information
Security Vulnerability Assessment (SVA) y _

General . ANL Test Facility14

Facility Security lssues

General

Asset Characterization

Consequence Analysis

Vulnerability Analysis

Survey Completion

EBased on the information supplied, the {The value displayed here will be derived based onuser inpu} may be covered by the Department of Homeland
Security under Section 550 of the Homeland Security Appropriations Act of 2007, You will be mailed a letter that will identify yvour facility’s regulatorny
status. i you are regulated it will indicate the final tier of {The value displayed here will be derived based en user inp} and specific security issues
that need to be adidressed inthe SSP required under Section 550.

,_‘] View Summanry Report

i Validate Report

Return to Preparer

Fress the [Next] hutton to continue the submittal process. You will have an oppartunity to validate and print yaur survey befare it is submitted ta DHS.

(= Logout

=

Back f Next» |
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WARMING: This record contains Chemical-terrarizm Wulnerability Information contralled by & CFR 27 .400. Do not disclose to persans without 3 "need to know!" in accordance with 6 CFR § 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative or judicial praceeding, this information shall be treated as classified information in accordance with § CFR &5 27 400ChY and ().




Chemical Security Assessment Tool (CSAT) OMB No: 1670-0007 Expiration Date: Februan

e ey fi e R S e N TA Chemical-terrorism Vulnerability Information
Security Vulnerability Assessment (SVA) )

Finish

DHS Communications
A letter with the final tiering will be sent to the Submitter.

Preparer Copy

Do you want a copy of the letter with the final tiering to be sent to the Preparer in addition to the Submitter?
[2:1.82-5202]

O Yes
& No

Final ¥alidation 1|

MARMING: This reczord contains Chemical-terrorism Wulnerability Information contralled by & CFR 27.400. Do not disclose to persons without 3 "need to know!" in aecordance with G CFR 8 27 .4000e). Unauthorized release may

result in civil penalties or other action. In any administrative orjudicial praceeding, this information shall be treated as classified information in accordance with § CFR &5 27 .400ChY and (i).
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