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September 12, 2016 

CONFIDENTIAL TREATMENT REQUESTED 

Cathy Williams 
Federal Communications Commission 
445 12th Street, S.W. 
Washington, DC 20554 
 
Nicholas Fraser 
Office of Management and Budget 
725 17th Street, N.W. 
Washington, DC 20503 
 
 Re: In the Matter of Protecting and Promoting the Open Internet, GN Docket No. 14- 

28: AT&T Comments (OMB Control No. 3060-1158) 

Dear Ms. Williams and Mr. Fraser: 

AT&T hereby submits the “Confidential” version of AT&T’s Comments and the 
accompanying Declaration of Hany Fahmy.  AT&T respectfully requests that the Office of 
Management and Budget (“OMB”) and the Federal Communications Commission (“FCC”) treat 
this submission as exempt from disclosure under Exemption 4 of the Freedom of Information 
Act (“FOIA”),1 the FCC’s rules,2 and pursuant to the Trade Secrets Act.3  The attached 
submission identifies the information for which AT&T is seeking confidential treatment using 
the designations “[Begin Confidential]” and “[End Confidential].”  AT&T has separately 
submitted a redacted version of these submissions for public disclosure. 
 
 
  

                                                 
1 See 5 U.S.C. § 552(b)(4) (exempting from public disclosure “trade secrets and commercial or confidential 
information obtained from a person and privileged or confidential”). 

2 See 47 C.F.R. §§ 0.457-0.459. 

3 See 18 U.S.C. § 1905. 
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The Information Is Protected From Disclosure Under FOIA, Exemption 4. 
 

This information is exempt from public disclosure under FOIA pursuant to 5 U.S.C. § 
552(b)(4), which exempts from public disclosure “trade secrets and commercial or confidential 
information obtained from a person and privileged or confidential.”  Exemption 4 of FOIA 
shields information which is (1) commercial or financial in nature; (2) obtained from a person 
outside government; and (3) privileged or confidential.  See Washington Post Co. v. U.S. 
Department of Health and Human Services, 690 F. 2d 252 (D.C. Cir. 1982).4  The information 
for which AT&T seeks confidential treatment falls squarely within this test.   

 
1.  The information for which AT&T seeks confidential treatment satisfies the first prong 

of the test is because it is clearly commercial and financial in nature.  The information describes 
how AT&T’s manages its commercial broadband networks, how it measures the performance of 
those networks, where it measures the performance of those networks, and the operations of its 
information technology (“IT”) related to those tests.  It also contains detailed information about 
the costs incurred by AT&T related to these items. 

 
2.  The second prong of the test is clearly satisfied because AT&T is not a government 

entity.   
 
3.  The third prong of the test is also satisfied.  Information is considered confidential if it 

is likely to impair the government’s ability to obtain necessary information in the future, or harm 
substantially the competitive position of the person from which the information was obtained.  
National Parks and Conservation Ass'n. v. Morton, 498 F. 2d 765,770 (D.C. Cir. 1974).  In the 
context of the communications industry, the FCC has recognized that competitive harm can 
result from the disclosure of confidential business information that gives competitors insight into 
a company’s costs, pricing plans, market strategies, and customer identities.  See In re Pan 
American Satellite Corporation, FOIA Control Nos. 85-219, 86-38, 86-41 (rel. May 2, 1986).5   

 
All of these factors apply here.  AT&T is voluntarily submitting this information to 

enable OMB to more effectively assess the FCC’s submission under the Paperwork Reduction 
Act.  If the information that AT&T has designated as confidential were disclosed under FOIA, 
AT&T would incur significant competitive harm (for reasons described below), and thus would 
be far less willing to provide such information to the government in the future.  Furthermore, 
such disclosure would likely discourage other companies from providing similar information in 
the future.  Thus, disclosure of the information AT&T has designated as confidential would 
impair the government’s ability to obtain this information in the future. 

                                                 
4 The FCC’s rules implementing FOIA, Exemption 4 also protect such information from public disclosure.  See 47 
C.F.R. §§ 0.457-0.459. 

5 Further, the FCC has ruled that not only should such data be protected but also that information through which 
sensitive information can be derived must also be protected.  Memorandum Opinion and Order, Allnet 
Communications Services, Inc. Freedom of Information Act Request, FOIA Control No. 92-149, at 3 (rel. Aug. 17, 
1993).  The FCC’s decision was upheld in a memorandum opinion of the U.S. Court of Appeals for the D.C. Circuit, 
which affirmed a U.S. District Court decision protecting the information.  Allnet Communications Services, Inc. v. 
FCC, Case No. 92-5351, Mem. Op. (D.C. Cir. May 27, 1994). 
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In addition, the information for which AT&T seeks confidential treatment would cause 
competitive harm to AT&T by giving competitors insight into AT&T’s costs and network 
performance testing and metrics.  AT&T views this information as highly competitively sensitive 
and confidential, and AT&T does not in the ordinary course of business make this information 
available to third parties.  The broadband industry, including wireless broadband, is highly 
competitive, and AT&T faces intense competition from other broadband providers for both new 
and existing customers.  Information for which AT&T seeks confidential treatment is extremely 
competitive sensitive, because such information can be used by competitors to streamline their 
own processes, reduce costs, and enhance their ability to compete more effectively against 
AT&T in the marketplace.  As just one example, competitors could use information about how 
and where AT&T conducts its network performance testing to target their own network 
performance tests and to upgrade their own networks, targeting only those areas, thus reducing 
their own costs and gaining an unfair and undue competitive advantage in the marketplace.  The 
FCC has provided assurances that it is “sensitive to ensuring that the fulfillment of its regulatory 
responsibilities does not result in the unnecessary disclosure of information that might put its 
regulatees at a competitive disadvantage.”6  The FCC has previously found the types of 
information for which AT&T seeks confidential information to be competitively sensitive and 
exempt from disclosure under FOIA, Exemption 4,7  recognizing that competitive harm can 
result from the disclosure of confidential business information that gives competitors insight into 
a company’s costs, customer pricing, network facilities, and market strategies.8 

 
For all of these reasons, the information that AT&T has designated as confidential 

satisfies FOIA Exemption 4, and thus should not be publicly disclosed.  AT&T notes that the 
FCC has also adopted rules implementing its approach to assessing whether information it 
receives falls within FOIA Exemption 4.9  For the reasons set forth above, the information that 
AT&T has designated as confidential falls squarely within the conditions set forth in these rules 
as well. 

 
AT&T requests that material be withheld from public disclosure for as long as the 

information in question would provide a basis for competitors to gain insight into AT&T’s 
procedures and derive competitive benefits therefrom.  AT&T cannot determine in advance 
when this information would become “stale” for such purposes.  In the event of a FOIA request 
covering the designated information, AT&T anticipates that it will be notified and allowed to 

                                                 
6 Examination of Current Policy Concerning the Treatment of Confidential Information Submitted to the 
Commission, GC Docket No. 96-55, ¶ 8 (rel. Aug. 4, 1998). 
7 See e.g., In Matter of Pacific Bell Telephone Company Petition for Pricing Flexibility for Special Access and 
Dedicated Transport Services, CCB/CPD No. 00-23, DA 00-2618, November 20, 2000 (supporting confidentiality 
for collocation data); Local Exchange Carrier’s Rates, Terms and Conditions for Expanded Interconnection 
Through Virtual Collocation for Special Access and Switched Transport; Southwestern Bell Telephone Company, 13 
FCC Rcd. 13615 (1998) (keeping administrative operating expenses confidential because it would provide insight 
into business strategies); AT&T/McCaw Merger Applications, 9 FCC Rcd. 2610 (1994) (keeping confidential 
accounting records showing account balance information). 
8 Id. 
9 See 47 C.F.R. §§ 0.457-0.459. 
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                                         SamKnows Limited 
94 New Bond Street 

London W1S 1SJ 
United Kingdom 

 
team@samknows.com 

                                                      www.samknows.com 
QUOTE REQUEST 

To: Colleen Thompson  
AT&T 

Quotation number: SK000837 
Quotation date: April 26, 2016 

Thank you for your inquiry dated: April 26, 2016 
We are pleased to quote you the following: 

Item Months Description Unit Price Extended Price 

1.  12 Data License for access to the Mobile Data 
Performance Index.  Raw Data Access 
provided via FTP. 
 

USD $15,000 USD $180,000 

   TOTAL USD $180,000 
     
We will be happy to supply any further information you may need and trust that you call on us to fill 
your order, which will receive our prompt and careful attention. 
 
 

Customer Acceptance 
 
Name 
 
Signature 
 
Date 
 
PO# (if applicable) 
 

To Place An Order Please Contact 
 
Roxanne Robinson 
 
Email: roxanne@samknows.com 
 
Telephone: +44 (0) 203 111 4343 
 
Address: 94 New Bond Street, London, W1S 
1SJ 
 

 

 

 Date: April 26, 2016 
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Joan Marsh  AT&T Services, Inc. 

Vice President – 1120 20th Street, N.W. 

Federal Regulatory Suite 1000 

Washington, D.C. 20036 

 

202.457.3120 Phone 

832.213.0172 Fax 

joanmariemarsh@att.com 
 

 

January 20, 2016 

 

 

Mr. Julius Knapp 

Chief-Office of Engineering and Technology 

Mr. Roger Sherman 

Chief-Wireless Telecommunications Bureau 

Federal Communications Bureau 

445 12
th

 Street SW 

Washington, DC 20554 

 

Re: Mobile Speed Testing and the 18
th

 Mobile Competition Report 

 

Dear Julie and Roger, 

 

This letter documents AT&T’s serious concerns with the Wireless 

Telecommunications Bureau’s decision to publish data from the FCC’s Speed Test app in 

the FCC’s 18
th

 Mobile Competition Report (“Report”), as I had discussed with Roger 

prior to the Report’s publication.  AT&T believes the data should not have been 

published for two primary reasons.  First, the full data set used to compile the FCC’s 

charts was never made available to the carrier community, which deprived us of the 

opportunity to independently confirm and validate the results.  Second, the Speed Test 

results that were published in the Report were based on a process the FCC Staff 

developed that excluded and filtered certain data, which was also not timely disclosed to 

the carrier community.  The FCC’s decision to publish specific network performance data 

without the necessary transparency into the process and collaboration with the carrier 

community led, in our opinion, to the publication of inaccurate and potentially misleading 

results. 

 

First, FCC personnel consistently, and incorrectly, represented that the carrier 

community had been provided access to the same data that the FCC received from 

SamKnows.  What the carriers discovered in the weeks leading up to publication of the 

Report is that we did not have the dataset the FCC received from SamKnows.  Further, 

despite requests for the FCC to explain how the agency intended to use the data, the 

carrier community was not permitted to see the Report’s illustrative charts until 

December 9
th 

-- just two weeks prior to the Report’s release.  This set up a very truncated 

review period as we attempted to quickly assess the preliminary illustrative charts in an 

attempt to both understand and test the veracity of the data. 

 

AT&T’s initial review of the charts uncovered discrepancies with the speed test 

results and a significant discrepancy with the number of LTE tests used in the draft charts 

versus the number of tests that AT&T had access to in its data.  We further discovered for 

the first time that the MBA illustrative charts utilized raw data fields that had not been 
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provided to the carrier community (and have not been provided to this day) in order to 

allow independent confirmation of the results.  The charts rely on a variety of 

methodologies to include or exclude individual measurements that have never been fully 

disclosed to the carrier community, e.g. a filtering field called “matrix”.  As you know, 

the inclusion or exclusion of various data points can have a material impact on carrier 

aggregate results and may affect each carrier’s results differently.   Yet the data sets 

provided to the carriers did not contain those raw data fields (although they were included 

in the data the FCC received from SamKnows).  Despite several calls with FCC staff, we 

were never able to resolve all of the uncovered discrepancies. 

 

  Through those discussions, however, we also learned of a number of other 

anomalies related to data inclusions/exclusions and potentially significant undisclosed 

methodology revisions.  For example, the FCC eliminated a substantial number of data 

records due to the absence of location information but then staff included failed test 

results that had lower speed measurements which can impact carriers differently.  This 

practice was not used in last year’s Report, even though it had been represented to us that 

there had been “no change” in the methodology.   

 

Further, the FCC’s draft charts included the performance results of AT&T’s 

discount carrier, Cricket, in the performance results for AT&T Mobility.  We explained 

to staff that Cricket is completely separate from AT&T, operating on a different core 

network and offering different plans and price structures.  Most importantly, Cricket’s 

maximum download speed is 8Mbps, which is fully disclosed to the customer and on the 

Cricket website.   It became clear to us that staff was unaware of these material 

distinctions and ultimately adjustments were made to include clarifying information on 

this issue in this year’s Report.  Notably, we had never been provided with access to 

Cricket’s results and thus had no way of knowing that the results were combined.  We 

continue to be concerned that basic information as material to the results as this was 

disclosed to us only one week before the report was scheduled to be released. 

 

We were also particularly discouraged to learn about these material discrepancies 

in the data sets because we were led to believe that the FCC would use a collaborative 

process to restructure the Mobile MBA program.  Specifically, on August 18, 2015 in a 

meeting hosted by OET staff, staff announced the formation of three collaborative 

working groups -- one specifically focused on data analysis.  At that time, OET staff 

indicated that they needed to develop a strategy for “cleaning” the data, and specifically 

mentioned the task of verifying and correcting SIM operating codes or names and 

network operating codes or names.
1
  Yet to date, Staff has not engaged the carrier 

community to clean up this information or to discuss analysis of the Speed Test data 

generally, despite the fact that we were told that the meetings for the working groups 

would start in September 2015.  

 

                                                           
1
   OET staff also indicated that in regards to developing a physical reporting structure, they would be 

looking at a different geographical granularity approach from the original hexagonal approach they had 

taken on in the past.  But again, we have not heard anything more on that issue. 
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AT&T also remains concerned about the quality and statistical reliability of the 

FCC’s Speed Test results, as discussed with the FCC’s Chief Technologist on November 

23, 2015.  At that time, we expressed serious concerns about the statistical significance of 

the FCC Mobile MBA data, specifically the number of tests collected and relied on by the 

FCC to derive its results.  The FCC collects an average of 71K tests monthly and the vast 

majority of them (85%) are scheduled tests from Android devices, which skews against 

carriers that have a large Apple IOS base. 

 

By contrast, Ookla indicates that they collect 800K tests monthly – over ten times 

the number collected by the FCC -- all manual and only 40% from Android, which 

provides a fairer representation of Apple device performance.  Given the ready 

availability of mobile speed testing data from other public sources, we continue to 

question why the more limited FCC data is needed or useful. 

 

The FCC staff previously asserted that an advantage to the FCC’s Speed Test app 

was the ability to conduct and receive data from scheduled tests that would have the 

potential to examine network speeds in all coverage conditions vs. manual tests that may 

be conducted only when a user experiences coverage issues.  This hypothesis, however, 

has not been validated.  Indeed, the data available to date suggests that this hypothesis is 

wrong.  Namely, the FCC data July 2014-June 2015 shows that the scheduled tests are 

showing lower speed estimates than manual tests and Ookla’s estimates of the AT&T 

network average speed for the relevant period – which is based on considerably more 

tests all of which are manual -- is at least 3Mbps higher than the FCC’s. 

 

For all these reasons, we request a more collaborative and transparent process 

going forward.  More specifically, AT&T requests (1) immediate access to ALL data and 

data fields that the FCC relies on in publishing the mobile speed test results, (2) a full and 

complete explanation of the methodology used by the FCC to filter the test results, and 

(3) the creation of a process to give the industry at least 6 to 8 weeks to review any charts 

or graphs or results that are designated for publication so that we might provide 

meaningful input to staff prior to any publication. 

 

We appreciate your consideration of these concerns. 

 

        Sincerely, 

                                                                                       
        Joan Marsh 

cc:  Paroma Sanyal  

 Walter Johnston 

 James Miller  




