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Overview

▪ North American Railroad Industry Snapshot

▪ Unified Commitment:  
– From CEOs to frontline employees

– Unified industry security plan

– Industry-wide coordination through dedicated committees.

▪ Sustained Preparedness:  
– Assessment of security risk, physical and cyber

– Training of employees

– Exercises

– Application of lessons learned

▪ Continuous Improvement:  

– Focus on innovation – in plans, practices, and capabilities

– Emphasis on enhancing effectiveness of interaction with government organizations

▪ Informed Vigilance:  
– Attentiveness to potential security concerns

– Monitoring of reports across the industry

– Industry-defined priorities for intelligence analysis and security information

– Opportunities Intelligence
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Industry Snapshot

 Diverse Carriers

 Expansive Network

 Efficient and Clean Transport

 Exceptional Safety Record

 Wide Range of Commodities, 

Materials, and Products

 Essential to the Vitality of 

the Economies of 3 Nations

 Rail Security – Commitment,

Innovation, Effectiveness
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Railroad Security

▪ Unified Commitment:  

– Unified Industry Security Plan

– Adapted by railroads to their 

operations and infrastructure

– Four Alert Levels – geared to threat 

analyses, reporting, incidents

– Common procedures and measures

– Reviewed and approved by TSA

– Cross-border harmonization

– Innovation for continuous improvement
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Railroad Security

▪ Sustained Preparedness:  

– Continuous coordination through dedicated industry committees

• Rail Security Working Committee (Physical)

• Rail Information Security Committee (Cyber)

• Railroad Police Chiefs Group

– Executive oversight and engagement

• Safety & Operations Management Committee

– Comprised of Chief Operating Officers and designees

• AAR Board of Directors

– CEOs of Class I railroads and Amtrak

– Understanding and support of defined priorities

– Sustained unity of effort assures progress
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Railroad Security

▪ Continuous Improvement:  

– Training and awareness of employees

• Security training programs maintained by railroads

• Supplemented by recurring advisories disseminated via the RAN

• Emphasis on sustained vigilance and timely, effective reporting

• Training initiatives with first responders – TTCI and railroads

– Railroad security exercises

• Annual industry-wide security exercise

– Realistic scenarios on threats and physical and cyber attacks

– Demanding conditions

– Thorough preparation enables annual review and test of specific elements 
of industry Security Plan, procedures, and capabilities

– Government agencies invited to participate

• Railroads conduct exercises periodically with local law enforcement and 
emergency responders

• TTCI – Security and Emergency Response Training Center

– Application of lessons learned – exercises and experience6 9/26/2019



Railroad Security

▪ Informed Vigilance:  

– Annual physical and cyber risk assessments

• Conducted by the two industry Security 

Committees

• To assure sustained effectiveness of industry 

Security Plan

– Continuous engagement with government on 

intelligence and security information

• TSA, DHS, DOT, FBI, US NORTHCOM, US TRANSCOM (SDDC)

• Transport Canada, Royal Canadian Mounted Police (RCMP)

– Priorities for intelligence analysis:

• Defined by the two industry Security Committees

• Concept of Opportunities Intelligence – thoroughly analyze and apply available 
information to create opportunities for security

• Physical: Focus on attacks, failed attempts, disrupted plots – to understand 
tactics, preparations, and observable indicators

• Cyber:  Focus on tactics most commonly used, vulnerabilities most often 
exploited, protective measures most often lacking
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Railroad Security

▪ Informed Vigilance:  
– Railway Alert Network (RAN) – industry 

security information center

– Reporting and monitoring of threats and 

security-related incidents

• Common Operating Environment (COE)

• Secure portal used by freight and passenger 

railroads

• Immediate notification across industry of reported incidents

• Evaluated for trends, patterns, indicators of concern

– Security information sharing

• Frequent awareness advisories disseminated to railroads, freight and passenger, in the 
United States and Canada

• Recurring classified threat briefings – physical and cyber security

• Integration of State fusion center, local law enforcement, and Federal intelligence and 
security agencies

– Rail Security Information Portal for Law Enforcement

• Cross-sector sharing – via private sector and government coordinating councils

• Cross-border sharing – major success in achieving access for Canadian clearance holders 
at CN and CP to US government agencies’ classified briefings, assessments, and analyses; 
no other sector has attained such access for homeland security
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Railroad Security – Common Operating Environment (COE)



Railroad Security - COE

10 9/26/2019



Railroad Security – Law Enforcement Portal
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Railroad Security – Law Enforcement Portal





Railroad Security

 Conclusion:  Prevention is Attainable

 Unified Commitment

 Sustained Preparedness

 Continuous Improvement

 Informed Vigilance

 Questions?

Thomas L. Farmer

Assistant Vice President – Security

Association of American Railroads (AAR)

Office: 202-639-2220

Cell: 202-815-0500

Email: tfarmer@aar.org
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