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Section III, clause 1

We suggest to expand the scope of clause 1 d) to include also maintaining continuous  inventory of software components, as
following (suggested changes marked in ***):

d) Taking consistent and reasonable steps *** to maintain a continuous inventory of all software components (such as APIs,
sensitive data, framework, and dependencies) that makes each environment and its attack surface ***, document, as well as
minimize use or inclusion  of software products that create undue risk within the environments used to develop and  build
software;

Rationale:
The ability to immediately report the security posture of each component and the system as a whole is based on continuous
understanding of the inventory of these environments, which changes rapidly. Without such ongoing automatic visibility - the
software producer is left with blind spots regarding the inclusion of software components and products that affect the attack
surface of the overall software. This requirement is aligned with PO.4.2 and PO.5.1 in the SSDF Practices and Tasks.
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