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The safety and security institute of the commercial explosives industry since 1913

May 21, 2013

Infrastructure Security Compliance Division
Office of Infrastructure Protection 
National Protection and Programs Directorate
US Department of Homeland Security
Washington, DC   20528

RE:  DHS-2012-0061[footnoteRef:1] [1:   78 FR (March 22, 2013). ] 

Information Collection Request:  Chemical Facility Anti-Terrorism Standards Personnel Surety Program 

Dear Sir or Madam:

On behalf of the Institute of Makers of Explosives (IME), I am submitting comments on the US Department of Homeland Security (DHS) Infrastructure Security Compliance Division’s (ISCD) new information collection request (ICR) that deals with personnel surety requirements under risk-based performance standard (RBPS) 12 of the Chemical Facility Anti-Terrorism Standards (CFATS) program.  ISCD has again determined to pursue authorization of its personnel surety program (PSP) through an information collection request (ICR) to the Office of Management and Budget (OMB) rather than through notice and comment rulemaking.  

Interest of the IME

The IME is a non-profit association founded to provide accurate information and comprehensive recommendations concerning the safety and security of commercial explosive materials.  The IME represents U.S. manufacturers and distributors of commercial explosive materials and oxidizers as well as companies providing related services.  These products are used in every state of the Union, and they are literally the workhorse of our industrial society for which there is currently no alternative.  Explosives are essential to energy production, metals and minerals mining, construction activities and supplies, and consumer products.  IME members that are participating in the CFATS program will be impacted by the ISCD personnel surety requirements.

Background

Since 1970, the safety and security of explosives has been closely regulated by the Bureau of Alcohol, Tobacco, Firearms and Explosives (ATF) under Federal Explosives Law (FEL).  In recognition of this close regulation by ATF, the CFATS program applies to only a few named explosives.  Nevertheless, explosives manufacturing involves chemical precursors that are covered by the CFATS program.  As a result, some explosives manufacturing sites are subject to both programs.

The FEL requires persons who import, manufacture, store, or distribute explosives to obtain a license, and those who receive or use explosives and do not have a license, to obtain a permit.  Among the many requirements that these business entities must meet in order to obtain a license or a permit is to submit the names of all employees who are authorized to possess[footnoteRef:2] explosives or those empowered to make management decisions or policies to ATF for a background check.  The FEL standards for the background checks conducted by ATF are the forerunner of the background check standards that were subsequently adopted by DHS for the plethora of programs it administers for transportation workers.[footnoteRef:3]  The ATF threat assessment also includes a check against the terrorist screening database (TSDB).  These programs are operational and have been successfully vetting populations in need of security assessments for years. [2:   “Possession” is interpreted as both actual and constructive.]  [3:   Hazardous materials endorsement threat assessment, Transportation worker identification credential (TWIC), Free and secure trade credential, NEXUS, etc.] 


More recently, investigations by the Government Accountability Office and the Department’s Inspector General, as well as an internal management assessment, have highlighted persistent mismanagement, waste and serious internal programmatic weaknesses with CFATS.[footnoteRef:4]  While current ISCD leadership is to be congratulated for yeoman efforts to address these myriad deficiencies, estimates of when CFATS will be fully operational are still seven to nine years in the future.  In the midst of these pervasive internal program reforms, ISCD is attempting to launch the new unproven PSP.  Criticisms of the original PSP proposal led ISCD to withdraw its ICR from OMB consideration last summer in advance of congressional hearings.    [4:   See Internal Management Memo, November 2011; DHS Efforts to Assess Chemical Security Risk and Gather Feedback on Facility Outreach Can Be Strengthened, GAO-13-353, Apr 5, 2013, (hereinafter GAO Report),  http://www.gao.gov/products/GAO-13-353; and Effectiveness of the Infrastructure Security Compliance Division's Management Practices to Implement the Chemical Facility Anti-Terrorism Standards Program, OIG-13-55, March 25, 2013, (hereinafter DHS-OIG Report), http://www.oig.dhs.gov/assets/Mgmt/2013/OIG_13-55_Mar13.pdf.  ] 


Absent a resolution on what measures will satisfy RBPS 12, ISCD will not be able to fully implement CFATS.  While we welcomed ISCD’s withdrawal of its original PSP proposal, we hoped that any future proposal would address our key concerns.   With this perspective, IME offers the following comments.

Comments

ISCD has published four notices, including the current notice, of its intention to collect information about individuals with access to CFATS-regulated restricted areas or critical assets for the purpose of vetting the information against the TSDB, one of the four background checks that are required under RBPS 12.[footnoteRef:5]  Each time, IME has provided comments.[footnoteRef:6]  In addition, since withdrawing its original proposal, ISCD has held a number of meetings with affected stakeholders, including IME, to look for a path forward.   While we appreciate the opportunities ISCD has provided to contribute to the public record on the PSP proposal, we regret that our core objections to the PSP still remain.   [5:   The RSPB 12 standard requires CFATS facilities to “identify people with terrorist ties.”  ISCD has interpreted this standard to require vetting against the TSDB.  ]  [6:   In addition to this present submission, please refer to IME’s comments to DHS-2009-0026 dated August 6, 2009, May 11, 2010, and July 13, 2011. ] 


· Process:  We continue to express disappointment that ISCD has chosen to implement this regulatory requirement through an ICR to OMB because an ICR does not guarantee all of the process protections available under notice and comment rulemaking pursuant to the Administrative Procedures Act (APA).  ISCD defends the ICR approach by pointing out that public comment was solicited.  That is one aspect of the protections that the APA affords the public.  However, the ICR approach is deficient because the agency cannot, based on the public comment received, amend its rules.  ISCD provides the clearest example of the merit of the rulemaking approach in its summary of comments objecting to the scope of the population of individuals to be covered by the personnel surety background check requirement.[footnoteRef:7]  The agency states that it cannot alter the plain words of the current rule which covers facility personnel, including those that are escorted, and visitors who are unescorted, irrespective of the fact that this scope is inconsistent with other DHS vetting schemes.  The ICR approach is inadequate to the task of establishing requirements for personnel surety, and sets a disturbing precedent.   [7:   See discussion 75 FR 18855 (April 13, 2010).] 


Without the benefit of rules which would be published in the Code of Federal Regulations, how are future covered facilities to know what identifying information is to be provided on individuals, within what timeframes, and other regulatory aspects of this ICR?  An ICR is simply an inadequate substitute for rules.  This ICR will render standards for personnel surety invisible.  The penalties and stakes are too high to base compliance with these requirements on an information collection.  

· Statutory Authority:  Section 550 of the DHS Appropriations Act of 2007 provides ISCD with the authority to identify and regulate the security of high-risk chemical facilities using risk-based standards.  Facilities are required to submit security plans to ISCD for approval that describe how they will meet the standards.  However, ISCD “may not disapprove a site security plan submitted under this section based on the presence or absence of a particular security measure.”  (Emphasis added.)  ISCD believes it has met this statutory threshold because it allows three options for facilities to comply.  Three options is still an impermissible mandate.[footnoteRef:8]  Further, RBPS 12 does not require that a facility continuously vet covered individuals against the TSDB.  Nor does it require that facilities manage this process at every entry or exit.  RBPS 12 is a standard to identify and verify that an individual is not a threat to security.  It is not a standard for access control; RBPS 3 addresses access control.  There are other less costly, less onerous options that facilities may choose to make a determination of “terrorist ties”, which also satisfy the other three RBSP 12 vetting criteria, that provide a higher level of security confidence than is possible under this ICR proposal.   [8:   While ISCD states that it will permit facilities to “propose other alternative measure for terrorist ties identification in their SSPs or ASPs,” there is no evidence that ISCD would ever agree to “alternative measures.” [78 FR 17682 (March 22, 2013).]  The fact is that the agency has already said “no” to any option to reciprocally recognize equivalent security vetting done by other federal agencies. ] 


· Avoiding Regulatory Overlaps:  A purpose of the Paperwork Reduction Act is to “minimize the burden of the collection of information on those who are to respond.”  OMB accomplishes this information minimization task through the ICR process.  RBPS 12 states that that the standard “is not intended to alter, limit, or conflict with other Federal … laws and rules” concerning background checks.   ISCD should have included in its statement of intentions that it will not duplicate existing laws and rules as well.  

While ISCD has proposed changes to the PSP, those changes, with one exception, are intended to enhance the agency’s stand-alone vetting program. These changes are welcomed by those facilities that may choose to use the PSP as the means to satisfy the TSDB component of RBPS 12.  However, these program modifications do not change the fact that all facilities will be required to use the PSP as the gateway to any vetting option for affected individuals.   By statute, ISCD may not require any specific measure to be used to meet the RBPSs, including RSPS 12.  

In all our prior comments, we asked ISCD to take the critically important step toward minimizing the compliance burden of the CFATS personnel surety requirements by allowing reciprocity with other DHS background check programs.  In support of our position, we quoted from ISCD guidance on RBPS 12 that “workers … who [have] successfully undergone a security threat assessment conducted by DHS and [are] in possession of a valid DHS credential … will not need to undergo additional vetting by DHS.”[footnoteRef:9]  Regrettably, ISCD has inexplicably refused to grant reciprocity to DHS’ own, well-established vetting and credentialing programs without preconditions.  The preconditions are that the before these credentials can be used to satisfy RSPS 12, the facility must register each person leveraging such a credential through the PSP portal at least 48 hours in advance of unescorted access and must enter information about the DHS credential to be used so that ISCD can verify its validity, or in the case of individuals holding TWICs, the facility is equipped with a “reader”.  We have repeatedly told ISCD that these preconditions ipso facto do not provide reciprocal recognition of these vetting programs.  Holders of these security credentials have already been vetted by the federal government to each of the required RSPS 12 background check screens – identity, criminal history, citizenship, and terrorist ties.   Although the PSP adds nothing to the rigor of the government’s background check standards, ISCD puts itself forward as an arbiter of whether other DHS vetting and credentialing schemes are sufficient.  This is not a role envisioned by Congress for ISCD or the CFATS program.  ISCD’s role is to offer facilities a service to check against the TSDB for those employees and unescorted visitors who have not been vetted against the TSDB by another equivalent federal background check program. [9:  Risk-based Performance Standards Guidance, May 2009, page 97, FN 22.] 


Failure to accept DHS’ own vetting and security credentials will place an inordinate burden on the transportation community.  The burden to register under the PSP is relatively minimal for an employee, who a facility expects has made a long-term commitment, compared to a non-employee transportation worker, who a facility will not know when or if the worker will return.  When facilities no longer grant access to individuals, they are required to de-register them.  So, facilities will likely be registering and deregistering transportation workers on a daily basis.[footnoteRef:10]  In addition to the burden imposed by such multiple registrations, other costs will result that ISCD has not accounted for.  Since registration must be made 48 hours in advance, the closest driver to a facility may not be able to be dispatched to pick up a load.  The driver coming from a greater distance wastes fuel, limits driver productivity, and shifts risk to the transportation sector.  Transportation security is the mission of TSA, not ISCD.  ISCD should defer to TSA and exempt transportation workers from RBPS 12.[footnoteRef:11]    [10:   ISCD tries to minimize this burden by stating that it “does not believe it likely that many high-risk chemical facilities will … allow large numbers of visitors who visit the high-risk chemical facility infrequently to have unescorted access …” [78 FR 17684 (March 22, 2013).]  Facilities likely will not have to handle large numbers of infrequent transportation workers at one time, but it will be large numbers of infrequent transportation workers over time.   ]  [11:   ISCD assumed that 38 percent of all facilities would be regulated due to the risk that one or more COIs could be subject to theft of diversion.  In the preamble, ISCD states that 87 percent of facilities are regulated for this risk.  [78 FR 17689-90 (March 22, 2013).]    In reality, the figure has been trending closer to 90 percent.  Theft and diversion is a transportation risk.  TSA has mission responsibility for controlling this risk.  If Congress or TSA believed that TSA cannot or is not controlling this risk, why are they not advocating to replace TSA’s vetting programs?] 


In a letter to IME responding to previous comments on the PSP, ISCD states that IME supports the “establish[ment of] a new credentialing program.”[footnoteRef:12]  IME has never suggested the establishment of a “new” credentialing program.  We have been an ardent advocate of reducing the plethora of federal security vetting programs and have worked hard to harmonize disqualification standards between such programs in order to begin the task of dismantling these costly, redundant regulatory fiefdoms.  In the meantime, IME supports the option captioned by the White House as “enroll once; use many.”[footnoteRef:13]  This concept envisions that individuals deemed not to be a security threat through enrollment in one equivalent federal vetting program would be deemed not a security threat in another.  No preconditions were envisioned.   [12:   Letter to Cynthia Hilton, IME, from Dave Wulf, ISCD, March 11, 2013.	]  [13:   Surface Transportation Security Priority Assessment, March 2010.  Agencies were instructed to implement the STSPA recommendations it by the White House, April 14, 2013.  ] 


The same letter correctly states that IME supports “allow[ing] individuals affiliated with high-risk chemical facilities to apply for TWICs.”[footnoteRef:14]  OMB recently authorized a modification of the TWIC application form to remove the requirement that those applying for a TWIC must be transportation workers and to allow other groups of individuals in need of a security threat assessment to apply for a TWIC.[footnoteRef:15]  TSA has recently extended this privilege to pipeline workers.  Rather than attempting to stand up a new untested vetting program, ISCD should be asking TSA to authorize individuals who require vetting under CFATS to apply for a TWIC.  The advantages are these:  the credential is portable, eliminating the costly, redundant reenrollment of individuals required facility-by-facility under the PSP; the program is known, understood, and accepted; if the program is sufficient for MTSA facilities, it should be sufficient for CFATS facilities; and the TWIC satisfies all of the four vetting standards under RSPS 12, not just vetting for terrorist ties.  While there may be some issues with the TWIC, it is the best vetting program administered by DHS.   [14:   Letter to Cynthia Hilton, IME, from Dave Wulf, ISCD, March 11, 2013.]  [15:   OMB Control Number 1652-0047, March 13, 2013.] 


On this latter point, we assume that ISDC is willing to allow CFATS facilities to accept TWICs and other equivalent DHS vetting programs as proof of satisfying the remaining three RBPS 12 vetting tests.  ISCD’s willingness to accept these vetting programs as sufficient to meet the identification, legal authorization to work, and criminal history checks without preconditions, points out the absurdity that the agency will not accept the TSDB check done under these programs even though the TSDB check for all DHS vetting programs and the proposed PSP is done or will be done by the same TSA program office.[footnoteRef:16]  If ISDC is not willing to allow CFATS facilities to accept TWICs and other equivalent DHS vetting programs as proof of satisfying the remaining three RBPS 12 vetting tests, the agency needs to add the compliance costs of these tests to the burden of the PSP proposal.[footnoteRef:17]  ISCD should clarify this point. [16:   ISCD has paid TSA over $7.7 million as a placeholder to conduct TSDB vetting.  DHS-OIG Report, page 30.]  [17:   ISCD alleges that it need not account for “the time, effort, and financial resources [that] are usual and customary costs because these are costs that high-risk chemical facilities would [already] incur to conduct background checks for identify, criminal history, and legal authorization to work …” [78 FR 17700 (March 22, 2013).]  However, it is “usual and customary” for companies in the explosives industry to accept TSA credentials as satisfying these background check requirements.  If facilities can no longer use these credentials for that purpose, the performance of these additional three tests will constitute new costs imposed by the PSP.] 


ISCD makes one exception to the requirement that all TSDB screening must be initiated through the PSP portal.  The exception is granted to facilities that accept the TWIC if the facilities are equipped with card “readers”.  This precondition is flawed for two fundamental reasons.  First, this requirement puts ISCD ahead of the USCG in determining the standards and deployment of readers.  The same day ISCD published notice in the Federal Register of its intent to resubmit the PSP to OMB, the USCG published its reader rule NPRM.[footnoteRef:18]  It is unknown how long it may take to finalize this rule.  In the meantime, ISCD should not force companies to invest in readers that ultimately will not meet USCG standards or deployment protocols.  Second, the readers ISCD will require in advance of the USCG rule have no link to the TSDB.  However, in the absence of a final reader rule, the USCG publishes a “canceled card list” (CCL) which is available to affected facilities to assess the validity of these credentials.  The CCL list is generated with information from the TSDB.  ISCD should allow facilities to accept TWICs as meeting the RBPS 12 terrorist ties test if they use the CCL.[footnoteRef:19] [18:   http://www.gpo.gov/fdsys/pkg/FR-2013-03-22/pdf/2013-06182.pdf ]  [19:   In a parenthetical, ISCD states that it would grant the “TWIC reader” exemption to “other technology which is periodically updated using the CCL.”  [78 FR 17683 (March 22, 2013).]  If by “other technology”, ISCD means computer access to the Internet, which is what facilities are using now, it should be clear about this point.  This would be a welcomed accommodation.] 


In prior comments, we have also explained, as noted above, that ATF performs a security background check on all employees.[footnoteRef:20]  Yet, ISCD flat out refuses to accept ATF clearances because it alleges that ATF “does not conduct recurrent vetting against the TSDB.”[footnoteRef:21]  Again, RBPS 12 does not require recurrent vetting.  We have encouraged ATF to share vetting information it holds on individuals at facilities that are regulated by both ATF and ISCD, and we understand that ATF is willing to share information and results from TSDB “hits.”[footnoteRef:22]  It should be unacceptable to OMB that ISCD will not accept the vetting results that the ATF is willing to provide about individuals employed at those facilities now regulated by both agencies, given that ATF has regulated these facilities since the 1970s and has successfully vetted employees to equivalent DHS standards since 2003.  Without this accommodation, the regulatory overlaps between the two agencies will impose unreasonable burdens on this segment of the regulated community without any corollary enhancement to security.  ISCD’s support for this accommodation should be prerequisite to OMB’s approval of this ICR.   [20:  As required by the FEL, the ATF conducts the same background check – identity, criminal history, and citizenship – that ISCD tasks to employers, as well as the TSDB screen for terrorist ties.  The FEL standard also screens for and precludes mental defectives and individuals with dishonorable discharges from the armed forces.]  [21:  75 FR 18854 (April 13, 2010).]  [22:  Currently, a TSDB “hit” is not, in and of itself, a disqualifying offense that would preclude an individual from working for an ATF licensee or permittee.  However, “hits” are not ignored.  The FBI manages the TSDB and all “hits” are followed up on under the agency’s law enforcement authority.] 


In the preamble, ISCD promises that it is “committed … to continuing to work with interested stakeholders to identify additional potential options that could further reduce the burdens related to the CFATS [PSP].”[footnoteRef:23]  ISCD should grant reciprocity for purposes of RBPS 12 to all equivalent federal security vetting programs without preconditions.  It should request that TSA use its new authority to accept applications for TWICs from those individuals who need vetting under CFATS but who have not been vetted by another equivalent program.  Leveraging other equivalent federal vetting programs will reduce the cost burden of RBPS 12 for both the government and industry without compromising security.  [23:   78 FR 17683 (March 22, 2013).] 

 
· Compliance & Implementation:  ISCD states as a justification for its need to require duplicative information from individuals already vetted against the TSBD by equivalent government programs that the agency needs to “verify the affected individual’s enrollments in these other programs [and] periodically re-verify each affected individual’s continued enrollment.”[footnoteRef:24]  (Emphasis added.)  Furthermore, ISCD wants to “ensure situational awareness when there is a positive [TSDB] match at a chemical facility” and “has procedures in place that it will follow to resolve the match and coordinate with appropriate law enforcement entities as necessary.”[footnoteRef:25]  ISCD’s justifications are absurd and without legal foundation.  First, the same TSDB is used in the vetting and re-vetting of TWIC, CDL-HME, FAST, SIDA and other DHS-security credentialed applicants, and the ATF.  Second, TSA and ATF, not ISCD, will be doing the vetting and the re-vetting, based on Terrorist Screening Center (TSC) data received from the FBI.[footnoteRef:26]  Third, TSA will take action to restrict or revoke credentials issued under its programs to holders no longer deemed compliant.  TSA does not need to pass this information to ISCD for ISCD to pass the information back to TSA for action.  Lastly and most critical, “ISCD has no authority or ability to investigate a chemical terrorist threat.”[footnoteRef:27]  Possession of a TSA security credential is “proof” that terrorist ties vetting and revetting is occurring and that hits against the system by credential holders will be dealt with by the agency that issued the credentials.  These credentials should stand on their own with no preconditions.      [24:   78 FR 17682 (March 22, 2013).]  [25:   DHS-OIG Report, page 29, and 78 FR 17683 (March 22, 2013). ]  [26:   “ISCD … cannot identify individuals with terrorist ties without TSC information.”  DHS-OIG Report, page 29.  TSA receives this information (a “mirror copy”) from the FBI.  ATF accesses TSC information through the National Instant Criminal Background Check System.  ]  [27:   DHS-OIG Report, page 29.] 


While it is reasonable the ISCD should expect facilities to make a visual inspection of equivalent security credentials to order to verify that the credential is valid, facilities should not have to report information about those individuals who possess these credentials to the agency.  If ISCD believes that these credentials are insufficient for personnel surety validation, the agency should take its proof of a vulnerability gap to those other agencies within DHS that administer these credentialing programs for their action.  Likewise, ISCD should accept that the possession by an employer of a valid ATF license or permit means that ATF has vetted and cleared all of the employees covered by the license or permit.  No security purpose would be served to resubmit personal identifying information on these persons to ISCD.  Also, there should be no expectation that non-MTSA facilities should be equipped with “readers” for TWIC credentials.   The House Homeland Security Committee stated that for non-MTSA facilities, “the Committee does not intend to require that card readers be installed at all shipping facilities, rather, the Committee recognizes that a visual inspection of the card will provide the same level of security as provided under the current HME licensing process.”[footnoteRef:28]   As long as a facility adheres to the requirements for compliance with federal vetting programs that offer a check for terrorist ties, these measures satisfy the RBPS 12 standard. [28:   H.Rept. 111-123, page 56.] 


Not all facility personnel or unaccompanied visitors will have a federal government issued security credential or will have been vetted through an equivalent federal program like ATF’s as described above.  While the PSP may be suited to this universe of individuals, another more attractive options is now available.  OMB recently approved a revision of the TWIC application form.  The Secretary has authority to issue TWICs to individuals that are non-transportation workers.[footnoteRef:29]  TSA has opened the door for other categories of individuals to apply for a TWIC who are “authorized by TSA to complete the TWIC security threat assessment.”[footnoteRef:30]  ISCD should request TSA to authorize individuals needing a threat assessment under the CFATS program to apply for a TWIC. [29:   49 U.S.C. 70105(b)(2)(G).]  [30:   TWIC application form 2212. Section I, Part A, Question 1.  OMB Control Number: 1652-0047.] 


ISCD states that it “does not expect data submission to [ISCD] in compliance with RBPS 12(iv) to impede routine access procedures because the data submission is likely to be accomplished in concert with the other routing hiring and access control involving background checks described above.”[footnoteRef:31]  This statement incorrectly assumes that facilities do not rely on existing DHS or other equivalent vetting programs like that offered by ATF to satisfy all of the standards, including (iv) for “terrorist ties”, of RBPS 12.  Any number of facilities accept these credentials and clearances as proof that holders have been identified by the federal government and determined not to be a security risk.[footnoteRef:32]  The inability to rely on these clearances and credentials, without preconditions, will impose significant costs on regulated facilities.  [31:   78 FR 17684 (March 22, 2013).]  [32:   In fact, ATF is precluded by law from requiring duplicative and redundant vetting of individuals deemed not a security threat by TSA.  See 18 U.S.C. 845(a)(1).] 


We oppose ISCD’s plan to “collect information that identifies the high-risk chemical facility or facilities at which each affected individual has or is seeking access.”[footnoteRef:33]  ISCD has yet to articulate a statutorily justified need for this information.  The Department’s Inspector General found that ISCD “has no authority” for this desired “situational awareness.”[footnoteRef:34]  This individual-by-facility information request will be particularly onerous for covered non-employees.  Facilities do not want to be the “middle man” for ISCD to collect and hold personally identifiable information (PII) on non-employees in an era of identity theft.  Aside from the direct costs of such collection, facilities will assume liability for the protection of this information.  The ICR does not account for the costs that will be encountered in managing such liability.[footnoteRef:35]  To address the burden of non-employee enrollments, ISCD will allow facilities to use third-party enrollers.  Even with the option of third-party enrollment, the compliance burden will be on the facility, not the third-party enroller.  Additionally, there is no rational justification for ISCD’s willingness to allow facilities to accept clearances through private third-party enrollers, but not to allow facilities to accept clearances provided by the Department’s own or other equivalent federal vetting programs. [33:   78 FR 17686 (March 22, 2013).]  [34:   DHS-OIG Report, page 29.]  [35:   ISCD attempts to distance itself from any costs for PII retention by stating that “facilities are not required to create, keep, or retain records under RBPS 12(iv).  [78 FR 17700 (March 22, 2013).]  We believe that facilities will retain records of PSP submissions to demonstrate compliance.   ] 


ISDC also proposes that it “may” require facilities to provide other pieces of information pertaining to affected individuals including visa information, the submission and transmission of records such as electronic verification that the facility provided a particular record, points of contact at a facility, and information supporting any adjudications or redress requests.[footnoteRef:36]  The ICR does not account for the cost that “may” be imposed by these data requests. [36:   78 FR 17686 (March 22, 2013).  As noted in FN 35, facilities will be forced to keep records so that they will be able to provide the types of information ISCD “may” require. ] 


Unbelievably, ISCD suggests that facilities “have wide latitude in how they define their restricted areas and critical assets” as a remedy to reduce the burden associated with security vetting.[footnoteRef:37]  We disagree.  Restricted areas and critical assets do not exist to define the scope of the PSP.   [37:   78 FR 17682 (March 22, 2013).] 


Finally, ISCD states that the PSP is “proposing to limit this information collection, and to limit initial CFATS [PSP] implementation, to only Tier 1 and Tier 2 high-risk chemical facilities.”[footnoteRef:38]  The phased implementation is to allow ISCD to make program modifications if warranted.  While Tier 3 and Tier 4 facilities surely appreciate this reprieve, it in no way limits the compliance burdens for those facilities that will be required to “pilot test” the PSP.   [38:   78 FR 17696 (March 22, 2013).  While outside the scope of this ICR, GAO Report concluded that ISCD’s tiering methodology is flawed.  So, limiting the “terrorist ties” check to Tiers 1 and 2 may not be the appropriate metric.   Unfortunately, as recent events remind us, terrorists do not need to get COIs from high-risk facilities.   ] 


•	Employer notification:  ISCD is willing to “notify the appropriate designee of the high-risk chemical facility of significant changes in the status of an affected individual’s enrollment” for individuals enrolled through using one of DHS’ other security vetting programs, but the agency refuses to provide notice to facilities that choose or are limited to the PSP direct vetting option.[footnoteRef:39]  We continue to oppose ISCD’s policy that it “will not routinely notify high-risk chemical facilities of Personnel Surety Program vetting results” irrespective of which vetting option is used through the PSP portal.  This policy is inconsistent with other federal security vetting programs used by the private sector, and it is inconsistent with RBPS 12.  Without notice of the results of vetting, facilities are unable to affirm that individuals with access to restricted areas do not present a security threat.  Facilities will not be able to stop those with “terrorist ties” from entering, accessing and/or controlling critical infrastructure assets.  As such, the PSP provides facilities no security value.   [39:   78 FR 17682 (March 22, 2013).] 


ISDC states that it supports adjudication and redress requests from individuals who attempt to enroll through the PSP portal but are not cleared under the PSP.[footnoteRef:40]  There is no adjudication or redress possible if individuals are not notified that they are being targeted as potential terrorist threats. [40:   78 FR 17686 (March 22, 2013).] 


The ATF background check program provides notice to the employer and the employee whether employee has or has not cleared the agency’s background check.   This notice does not reveal to the employer facts that led the agency to disqualify the employee, but it does allow the employer the opportunity to immediately, if appropriate, remove the employee from work functions that would allow the individual to process explosives.  The notice to the employee explains the grounds for the determination and provides information on how the disability may be relieved or appealed.  Likewise, Congress mandated that TSA develop and implement a process for notifying hazmat employers designated by an applicant for a CDL-HME of the results of the applicant’s background check.   Both of these approaches contrast with that of the proposed CFATS personnel surety program in that neither employers nor employees will receive notification of a TSDB match.  

RBSP 12 provides that “[a]ccess to restricted areas or critical assets is allowed after appropriate background checks have been successfully completed.” (Emphasis added.)  It is unclear how this standard will be met when ISCD will not share the results of the TSDB review.  We do not believe that it is in the best interest of other workers, the employer, or the public who remain in proximity to a suspect worker.  At minimum, ISCD should give notice to the employer that reveals the name of any employee who has failed the TSDB assessment.

· COST:  ISCD makes a number of assumptions and misstatements about the costs to implement the PSP portal options.  Despite facility statements to the contrary, there will be capital and startup costs.[footnoteRef:41]  ISCD does not estimate the cost that facilities will have to bear for the facility-by-facility vetting of individuals accessing multiples facilities.  ISCD’s statement that it will not “revet” individuals that have already undergone a threat assessment under one of DHS’ other vetting programs may be a cost-savings to the agency, but there is no cost savings to facilities.  Certainly, under the “TWIC reader” option, facilities will incur the cost of readers – readers that may not be complaint when the USCG finalizes its reader rule.  ISCD states that “federal agencies [do] not [have to] count the costs associated with the time, effort and financial resources incurred in the normal course of their activities if the reporting, recordkeeping, or disclosure activities are usual and customary.”  Since facilities will incur “usual and customary costs … to conduct background checks for identity, criminal history, and legal authorization to work as required by RBPS 12(i)-(iii)” it concluded that no “potential recordkeeping should be estimated” under this ICR.[footnoteRef:42]   [41:   78 FR 17698 (March 22, 2013).]  [42:   78 FR 17700 (March 22, 2013).] 


We reject this conclusion.  It is not usual and customary to collect and retain PII on individuals working for various contractors.  Such vetting would likely be a condition of a service contract to be performed by the contractor.  Because ISCD will not accept vetting for “terrorist ties” done through other equivalent federal programs, the agency has not proposed, as OMB directs, to “minimize the burden of collection of information on those who are to respond.”[footnoteRef:43]  As noted above, ISCD does not account for ancillary costs that will occur due to the agency’s refusal to accept, without preconditions, TSA-issued security credentials or clearances.  No longer will trucking companies, for example, be able to dispatch the closest truck to deliver of pick up shipments from  a covered facility; it will have to dispatch the truck with a driver whose PII has been submitted for that particular facility at least 48-hours in advance of the truck’s arrival at the gate.  The inefficiencies spawned by this needless restriction adds nothing to security for TSA-vetted drivers, impacts the environment through wasted fuel, and increases the relative risk of an accident.  [43:   78 FR 17701 (March 22, 2013).] 


In this time of constrained federal resources, it should be of unacceptable to OMB that TSC offered ISCD the opportunity to conduct TSDB vetting at “no cost”.[footnoteRef:44]  ISCD rejected this offer choosing instead to use TSA to conduct its vetting.  As of December 31, 2012, ISCD had paid TSA $7.7 million as a placeholder once PSP is up and running.  To date, not one name has been vetted.  [44:   DHS-OIG Report, pages 29-30.] 


Conclusion

OMB directs agencies to “evaluate whether the proposed collection of information is necessary for the proper performance of the functions of the agency.”[footnoteRef:45]  The short answer is that the PSP, as currently proposed, is not necessary inasmuch as other less burdensome, more comprehensive options with greater security benefits are available to meet the requirements of RBSP 12.  ISCD seems to be confusing access control to facilities, which is addressed in RBSP 3, with the standard to establish the identity and do a threat assessment of individuals seeking access, which is the substance of RBPS 12.  By law, ISCD cannot dictate what measures facilities use to meet the standards set under RSPB 12.  ISCD certainly has no authority to gather information for “situational awareness,” and it should explain what value is added by refusing the TSC’s offer to vet affected individuals needing a threat assessment at no cost. [45:   78 FR 17701 (March 22, 2013).] 


IME regrets the repetitious nature of these comments with earlier comments.  In a response letter to IME’s earlier comments on the PSP, ISCD has stated its disagreement with our views.[footnoteRef:46]  We believe that vetting is a key component of any security program, and we want ISCD to be successful in its implementation of CFATS.  We can only ask that ISCD reconsider its position on our core concerns.  They have not been about accommodations to facilitate use of the PSP portal.  Our concerns take a step back and ask why DHS needs a new vetting program for the CFATS program when so many other federal programs could be leveraged, at far less cost, to accomplish the same purpose.  The Obama administration has repeatedly stated its goal is to eliminate program redundancy – it is wasteful for the government and regulated community.  All federal agencies that require security-based background checks should actively look for opportunities to harmonize the requirements for these checks and should reciprocally-recognize equivalent programs.  The ISCD should carefully tailor the implementation of its personnel surety program so that it is an option for those individuals not already covered and vetted under other equivalent programs.  Finally, the requirements of this program should be established through APA rulemaking and codified in the Code of Federal Regulations.  [46:   Letter to Cynthia Hilton, IME, from Dave Wulf, ISCD, March 11, 2013.] 


Thank you for the opportunity to comment.
	 
Respectfully,
[bookmark: _GoBack]Cynthia Hilton
Cynthia Hilton
Executive Vice President
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