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Date: Aug 18, 2006 


Proposal: Interagency Notice of Proposed Rulemaking: Identity Theft 
Red Flags and Address Discrepancies under the Fair and 
Accurate Credit Transactions Act of 2003 


Document ID: R-1255 
Document Version: 1 
Release Date: 07/18/2006 
Name: Margaret S Pounds 
Affiliation: 
Category of Affiliation: 
Address: 


City: Smithville 
State: AR 
Country: UNITED STATES 
Zip: 72466 
PostalCode: n/a 


Comments: 
Financial institutions are already doing most of this due to CIP and are already overburdened with 
identity related regulations. 








Date: Aug 21, 2006 


Proposal: Interagency Notice of Proposed Rulemaking: Identity Theft 
Red Flags and Address Discrepancies under the Fair and 
Accurate Credit Transactions Act of 2003 


Document ID: R-1255 
Document Version: 1 
Release Date: 07/18/2006 
Name: Teresa J Sutherland 
Affiliation: 
Category of Affiliation: 
Address: 


City: Locust Grove 
State: AR 
Country: UNITED STATES 
Zip: 72550 
PostalCode: n/a 


Comments: 
We are already doing most of this due to CIP and financial institutions are already overburdened 
with identity related regulations. 








Date: Aug 18, 2006 


Proposal: Regulation D - Reserve Requirements of Depository 
Institutions 


Document ID: R-1262 
Document Version: 1 
Release Date: 08/14/2006 
Name: William A Lawrence 
Affiliation: The Citizens Bank 
Category of Affiliation: Commercial 
Address: Third and College Streets 


P.O. Box 2156 
City: Batesville 
State: AR 
Country: UNITED STATES 
Zip: 72503 
PostalCode: n/a 


Comments: 
The regulations from the U.S. Patriot Act are already more burdensome than necessary. I suspect 
that those monitoring all the information collected under CIP provisions are covered over by the 
mountains of paperwork being generated. It is frustrating to delay assisting legitimate customers 
because of tedious "ticky-tack" regulatory requirements. In some cases, the customers are personally 
known to personnel opening new deposit or loan accounts, yet they are delayed by time-consuming 
minor technicalities in the identification process. Please, enough is enough! 








Date: Aug 22, 2006 


Proposal: Interagency Notice of Proposed Rulemaking: Identity Theft 
Red Flags and Address Discrepancies under the Fair and 
Accurate Credit Transactions Act of 2003 


Document ID: R-1255 
Document Version: 1 
Release Date: 07/18/2006 
Name: Fern McMahan 
Affiliation: Citizens Bank 
Category of Affiliation: Other 
Address: P.O.Box 2156 


City: Batesville 
State: AR 
Country: UNITED STATES 
Zip: 72503 
PostalCode: n/a 


Comments: 
I feel this places an unfair burden on our Institution. We already have polices and procedures in 
place and this only deplicates what we all already required to do. I feel that we are already 
overburdened trying to comply with the regulations already in place. We need time to devote to our 
customers, not regulations. 








Date: Aug 22, 2006 


Proposal: Interagency Notice of Proposed Rulemaking: Identity Theft 
Red Flags and Address Discrepancies under the Fair and 
Accurate Credit Transactions Act of 2003 


Document ID: R-1255 
Document Version: 1 
Release Date: 07/18/2006 
Name: Eric Broyles 
Affiliation: 
Category of Affiliation: 
Address: 


City: Morehead City 
State: NC 
Country: UNITED STATES 
Zip: 28557 
PostalCode: n/a 


Comments: 
I have no problem with the Federal Government taking a proactive role in passing further legislation 
to curtail and/or prevent further identity theft from occurring on the following conditions: 1. 
Financial institution’s software vendors be allowed adequate time (12 months or more) to develop, 
test, and implement any software needed to meet compliance with the law. 2. That it does not 
increase the regulatory burden or paper work already existing on financial institutions. 3. That the 
regulation clearly define what the Red Flags and precursors are and what type of action must be 
taken. 4. Since most identity thefts are interstate, the Federal Bureau of Investigation (FBI) should 
be required to investigate and act upon all identity theft cases reported to them by a financial 
institution. If the FBI, Secret Service, or U.S. Marshall’s office do not have the time, resources, or 
competency to do the job, then a new Cyber Police division of the government should be established 
to handle the investigations and make the arrests. Financial Institutions are in the business of 
banking and not the business of conducting investigation or arresting criminals. 5. Increase the 
minimum sentence for a cyber crime to 20 years in a federal prison performing hard labor. A cyber 
crime is anyone who uses a computer or an electronic device(e.g. - ATM machine) to commit fraud 
or a crime; phishing; transacting illegal business electronically; hacking into a computer without 
authorization; launching a virus, selling data illegally obtained from a computer; and etc. 6. Require 
Western Union Telegraph to finger print and photograph all recipients of Western Union money 
orders. Before funds originating in the United States can be wired/transferred to a foreign overseas 
Western Union office, the U.S. Branch of Western Union handling the foreign transfer request must 
receive a photograph and fingerprints of all recipients. The recipient and their fingerprints should be 
compared against OFAC and criminal data bases before the funds are allowed to be transferred. 
Since Western Union Money Orders can be claimed at any Western Union office in the world, it is 
now the vehicle of choice for transferring illegally obtained funds by criminals in order to avoid 
detection and capture. In conclusion, a proactive defense against identity theft is only as good as the 
laws to incarcerate the perpetrators. It is time to lock up the criminals! 












Date: Aug 23, 2006 


Proposal: Interagency Notice of Proposed Rulemaking: Identity Theft 
Red Flags and Address Discrepancies under the Fair and 
Accurate Credit Transactions Act of 2003 


Document ID: R-1255 
Document Version: 1 
Release Date: 07/18/2006 
Name: Tammy Wallace 
Affiliation: The Citizen's Bank of Batesville 
Category of Affiliation: 
Address: 


City: Batesville 
State: AR 
Country: UNITED STATES 
Zip: 72501 
PostalCode: n/a 


Comments: 
I feel that banks are already strictly regulated in the area of knowing and proving a customer's 
idenity. This proposal would be a repeat of procedures already in place at all banks due to other 
government regulations. 








Date: Aug 30, 2006 


Proposal: Interagency Notice of Proposed Rulemaking: Identity Theft 
Red Flags and Address Discrepancies under the Fair and 
Accurate Credit Transactions Act of 2003 


Document ID: R-1255 
Document Version: 1 
Release Date: 07/18/2006 
Name: Betty J Makintubee 
Affiliation: First Bank of Chandler 
Category of Affiliation: Commercial 
Address: 


P. O. Box 218 
City: Chandler 
State: OK 
Country: UNITED STATES 
Zip: 74834 
PostalCode:  


Comments: 
I agree that identity theft is a growing problem, but why are financial instutions being forced to 
police how the consumer spends their money. What might be a red flag to us might just be a one 
time purchase for our customer. We are already overburdened with time consuming compliance 
issues related to existing regulations such as BSA, the Patriot Act, Safeguarding Customer 
Information and Privacy. All of the regulations require policies, procedures, training, risk 
assessments and additional auditing, all at our expense. We are in a very competitive market and our 
shareholders expect a reasonable return on their investment. This new proposed identity theft ruling 
will only increase our cost to do business, in both software and manpower. At some point the 
consumer needs to be held accountable, not the financial instutitions. 








Date: Aug 30, 2006 


Proposal: Interagency Notice of Proposed Rulemaking: Identity Theft 
Red Flags and Address Discrepancies under the Fair and 
Accurate Credit Transactions Act of 2003 


Document ID: R-1255 
Document Version: 1 
Release Date: 07/18/2006 
Name: Debby J Messer 
Affiliation: First Bank of Chandler 
Category of Affiliation: Commercial 
Address: 


P O Box 218 
City: Chandler 
State: OK 
Country: UNITED STATES 
Zip: 74834 
PostalCode: n/a 


Comments: 
We are here to serve our customers' banking needs, not to do all of the governments' investigative 
work. Please allow us time to serve our customers in the timely manner they deserve without 
imposing any additional red tape! 








Date: Aug 31, 2006 


Proposal: Interagency Notice of Proposed Rulemaking: Identity Theft 
Red Flags and Address Discrepancies under the Fair and 
Accurate Credit Transactions Act of 2003 


Document ID: R-1255 
Document Version: 1 
Release Date: 07/18/2006 
Name: Darla J Moon 
Affiliation: First Bank of Chandler 
Category of Affiliation: Commercial 
Address: 


City: Chandler 
State: OK 
Country: UNITED STATES 
Zip: 74834 
PostalCode: 74834 


Comments: 
I believe that Banks are over burden, and to add yet another thing for us to keep up with would be to 
much to ask of us. If to much is put on the banks, the customer gets lost in the mess. What happened 
to the customers privacy?? I thinks this would cross that line. 








Date: Aug 31, 2006 


Proposal: Regulation E- Electronic Fund Transfers 
Document ID: R-1265 
Document Version: 1 
Release Date: 08/24/2006 
Name: glenda d smith 
Affiliation: 
Category of Affiliation: Commercial 
Address: 


City: chandler 
State: OK 
Country: UNITED STATES 
Zip: 74834 
PostalCode: n/a 


Comments: 
I think this proposal is one more way to pull us away from our real purpose of serving our good 
customers, that expect quality service and a friendly face. Your proposal forces yet another 
employee, of a small bank to be tied down with red tape red flag searching. 








From: "Carol Simmons" <csimmons@citizensbanktx.com> on 07/19/2006 12:00:46 PM 


Subject: Identity Theft Red Flags and Address Discrepancies 


Financial institutions are absurdly overburdened.  Put this additional burden 
elsewhere! 








WESTAMERICA BANK 


August 31, 2006 


Jennifer J. Johnson 
Secretary, Board of Governors 
Federal Reserve System 
20th Street and Constitution Av., NW 
Washington DC 20551 


Re: Comment - Docket No. R-1255 RIN 3084-AA94 
Topic: Comment proposed rulemaking implementing Section 114 and 315 of the 
Fact Act (Red Flags Regulation) R-1255 


Dear Ms. Johnson, 


Westamerica Bank has read the proposed Red Flag Regulations that will amend the Fact 
Act. We would like to comment concerning the effect these rules would have both on our 
Banking customers and on Bank Operations if adopted. 


First, as part of its CRA program, the Bank has been teaching Identity Theft Detection 
and Protection seminars to consumers for two years. These seminars are held throughout 
Central and Northern California (a copy of the seminar materials is enclosed). Through 
these seminars, the Bank has heard numerous "real life" stories of identity theft and has 
received a great deal of feed back from consumers on the frustrations they feel in trying 
to prevent this crime and "clean up" their credit after the crime has been committed. The 
Bank believes that by sharing the seminar participants' comment that the "red flag" 
regulations could be amended to be more effective. 


• Consumers feel that they lack effective tools to protect themselves against identity 
theft. They feel that shredding and protecting their private customer information is 
not adequate. Consumers who have been victimized by identity theft are frustrated 
because they have no information concerning how their private information was 
stolen, or when it was stolen. To exacerbate the problem, they also feel that they only 
learned of the theft well after the crime was committed and their credit damaged. 
These delays make the "clean up" process more expensive and time consuming. 
Eventually, when consumers do learn of the loss, both the Bank and the consumer 
have already been damaged and incurred a loss. The Red Flags regulations should 
focus on ways to alert the consumers as soon as possible. For example, if a consumer 
was notified each time their credit report was accessed the consumer could quickly 
determine if the access was authorized or was a result of someone attempting to open 







a credit account in their name. This knowledge would empower the consumer to act 
quickly and alert the credit reporting agency and the Bank. The result of immediate 
notification would reduce losses for the consumers and reduce the amount of 
corrective action needed. While the cost of this notification would increase the cost 
of credit reports it would be small compared to the corresponding savings in losses to 
the consumer and losses to the Bank. Currently, vendors are charging consumers as 
much as $150 per year for this notification services. Such costs are beyond the reach 
of low-income consumers and many seniors. 


• Credit freezes are an effective tool in preventing identity theft, since limiting access 
to a credit report without effective authentication would make identity theft much 
more difficult. Seniors and low-income individuals have commented, in our 
seminars, that credit freezes could provide them excellent protection. This is an 
effective tool since both groups access credit on an infrequent basis. However, both 
groups have indicated that the current fees charged to establish credit freezes, the 
labor intensive notification processes to place credit freezes, and the limited duration 
of freezes are a significant deterrent. Notifying each credit reporting agency by 
special mailing, paying fees and having the freeze effective for a limited time period 
has deterred consumers from using this tool. Again, giving consumers tools that they 
could use to more easily protect themselves against identity theft is more effective 
than simply creating Red Flag indicators. 


• We have found that the majority of identity theft losses are a result of consumers 
having information from their debit or credit cards being stolen and then "cloned" 
onto new cards by criminals. Criminals have been increasingly sophisticated in 
capturing card information, cloning cards and reusing cloned cards. Consumers 
frequently comment that upon discovering their card has been "cloned" that they find 
themselves in a helpless position. They have no knowledge of who or how their cards 
were "cloned" or how they can protect themselves in the future. The Bank has an 
equally difficult task in working with the consumer in sorting through the authorized 
and unauthorized transactions, issuing new cards and reimbursing the consumer for 
unauthorized transactions. While Red Flag regulations prescribe the necessity to 
detect such unauthorized "cloned" transactions, this is largely unnecessary and will 
not be an effectual requirement, since Bank's already go to great lengths to protect 
themselves from these losses by quickly identifying "cloned" card transactions, 
canceling the cards and reissuing new cards. The Bank's experience has been that the 
proposed Red Flag regulations are neglecting the much bigger issue that most identity 
theft instances are caused by data security breeches. These breeches are the result of 
unaffiliated companies and merchants. The epidemic of identity theft by "cloned" 
cards is not a result of the Bank's failure to safeguard its information or having 
effective identify theft "red flags". Until, the primary issue of data security is 
addressed Red Flag rules are simply window dressing. Such legislation should be 
delayed until a more comprehensive approach can be taken. This approach should 
include enhanced data protection oversight and tools that consumers can use to 
protect their valuable and sensitive private information. 







Westamerica Bank is committed to helping its community protect itself against identity 
theft fraud and will continue to teach Identity Theft Prevention seminars. We hope that 
the proposed regulations will be amended to provide more effective tools for both the 
consumers and the Bank. 


Sincerely, 


Brian Scrip signature 
Brian Scrip, VP/Compliance Manager 
Westamerica Bank 








From: "Kevin Mitchell" <KMitchell@peoplesbanktexas.com> on 09/11/2006 11:30:03 AM 


Subject: Identity Theft Red Flags and Address Discrepancies 


Ladies & Gentlemen,  


I appreciate the opportunity to comment on the "Red Flags" proposal implementing Section 114 of the 
FACT Act. 


I have several concerns about the proposal in general and about the overall tenor of the proposal. I have 
two main concerns with the proposal in general, and other concerns deal with how the proposal can be 
practically implemented. 


1. The proposal is to implement the Fair CREDIT Reporting Act, as modified to include the Fair and 
Accurate CREDIT Transactions Act, and yet the proposal indicates in several places that the 
requirements will apply to Deposit accounts and that an institution might also apply the proposals to small 
business accounts.  I believe this reach is beyond the intent of the Acts and beyond the intent of 
Congress in passing the Acts. 


z	 	 In the summary the middle of page 12 addresses the scope of a bank’s program for detecting 
and mitigating possible ID Theft risks. By stating that the bank must determine if the program 
will cover only credit accounts or if it will also include deposit accounts, the agencies have 
expanded the Fair and Accurate Credit Transactions Act and the Fair Credit Reporting Act, 
as amended to implement the FACT Act, to not just apply to consumer credit relationships 
but now also deposit products, and business products held by an individual.  I believe this is 
beyond the intended reach of the acts and therefore is not specifically authorized by 
congress – to apply the acts to anything other than credit accounts as they relate to 
consumer reports and reporting. 


z	 	 The middle of page 12. Addressing the scope of a bank’s program for detecting and 
mitigating possible ID Theft risks. By stating that the bank must determine if the program will 
cover only individual customers or if it will include small businesses. 


The very basis of the FCRA and the FACT Act is for consumer protection, and the FCRA discusses 
only “Consumer Reports”.  I believe the proposal expands the reach beyond the intent of the acts. 
This argument would also apply to the statement on the bottom of page 16 that indicates the 
agencies specifically did not pick a time period for defining when an account had been inactive for a 
“reasonably lengthy period of time” because of the variety of credit & deposit products covered.  And 
to the statement on page 17 that indicates the proposal would cover a request by an individual for a 
business card. 


2. I also feel there is an overall tenor in the proposal that leaves the reader with the impression that it is 
the duty of all financial institutions to protect individuals from identity theft, and that if someone becomes a 
victim of identity theft that the financial institution is at least partially, or fully to blame.  


z  In the summary the middle of page 10 there is a statement that banks are at litigation risk for 
failure to adequately protect customers from identity theft. I feel this would add legitimacy to 
any future court cases where ID Theft victims will sue the bank and claim is was the bank’s 
fault, and seek damages, no matter how the identity theft occurred or even if how it occurred 
can not be determined. According to information in a recent seminar, Pulse EFT and the L.A. 
County Sheriff's office indicate that the top two ways that identity theft occurs are by 
employee theft (a waiter or office worker at a doctors office etc. records card information to 
sell on the black market) and through dumpster diving or a stolen wallet or purse. There 
have been few cases, if any where the identity was stolen from a financial institution. 


I think the statement would have far less potential for misuse if it said

  “… failure to adequately protect customer information that is retained by the bank ”.
 








3. Another concern is how the requirements of identifying and responding to certain Red Flags can be
 

carried out in the real world. 
 

Appendix J lists the following Red Flags:
 



+ Address provided is the same as for a known fraudulent application 
+ Phone # provided is the same as for a known fraudulent application 
+ Personal information provided is associated with known fraudulent activity 


Will this require that we have a database of known fraudulent applications that we can cross check 
against all new applications?   We don’t keep such a database. 
Will it require Credit Reporting Agencies to create such a database, and / or require credit card servicing 
and transaction servicing companies (Certegy, etc) and/or Credit Reporting Agencies  to create such a 
database, thereby increasing the cost for loan applicants? 


+ Address is fictitious / a mail drop / a prison 
+ Address / SS #  / Phone # is the same as other applicants or customers 


Will this require that we have a database of all prior applications (denied & approved) that we can cross 
check against all new applications?    
We can search our main-frame system for address & SS # but we can not search by phone #. 
How can financial institutions in larger cities and MSAs know all addresses that are mail drops? 


+ Personal information is the type commonly associated with fraudulent activity 

What personal information is The Type commonly associated with fraud? 



4. Another general concern is that too much monitoring by lenders / card issuers; too much artificial 
intelligence software will restrict activity too tightly & therefore  would stop legitimate customer activity.  
For example, I recently changed jobs and moved from one state to another.  During the move I used a 
credit card to cover all my moving expenses, to buy new furniture, etc. and this card had been inactive for 
about two years. This was convenient and helped during the transition, however in my scenario I would 
have set off several Red Flags 


A. New address 
B. Phone # disconnected 
C. No home phone # at new address 
D. Using a card that was inactive for some time 
E. Buying furniture, electronics, gasoline, and groceries with the card 
F. Running up a large balance when there had not been one for 2+ years 


I am sure that, if this proposal would have already been in place my card would have been shut down and 
I would have had a lot more hassle, on top of all the normal hassles of moving. 


Thank you for the opportunity to comment and as you review the proposal for finalization please consider 
that the overall tenor of the existing proposal places too much responsibility for identity theft on financial 
institutions. 


Kevin Mitchell, CRCM 
Sr. V.P. Regulatory Compliance
 

Phone: (806) 794-0044
 

Fax: (806) 771-2268
 

Addr: 5820 82nd Lubbock, TX 79424
 

www.peoplesbanktexas.com
 



The best compliment you could pay us is to refer us to your friends! 












Date: Sep 11, 2006 


Proposal: Interagency Notice of Proposed Rulemaking: Identity Theft 
Red Flags and Address Discrepancies under the Fair and 
Accurate Credit Transactions Act of 2003 


Document ID: R-1255 
Document Version: 1 
Release Date: 07/18/2006 
Name: JaneAnne H Newton 
Affiliation: First National Bank of Winnsboro 
Category of Affiliation: 
Address: 


City: Winnsboro 
State: TX 
Country: UNITED STATES 
Zip:  
PostalCode: n/a 


Comments: 
This has become a game of "How many ways can we get a bank to do exactly the same thing?" 
Have you heard of the USA Patriot Act and CIP???? Why burden banks, who you have made into 
the money police, with further regulations when we are already doing exactly what you are 
proposing?? 








From: "Stender, Rana" <rstender@bankfmb.com> on 09/14/2006 05:35:08 PM 


Subject: Identity Theft Red Flags and Address Discrepancies 


As to the definition of red flags, precursors should be added to the definition as this is a common way 
used to obtain information for identity theft.  As to the definition of account, non-continuing relationships 
should not be included in the definition.  This would help with consistency between 326 of the Patriot Act 
and the new red flags regulations. 


The most common ways to be aware of what methods are prevalent for identity theft occurs through 
experience and sharing of those experiences between institutions.  Notification of new scams that are 
being utilized from various outside sources is also an invaluable tool for keeping in touch with the identity 
theft world. 


The red flags program report should be presented to the board of directors at a maximum on an annual 
basis or when significant changes have occurred that alter the institution’s risk. 


Rana Stender 
Compliance Officer 
Farmers & Merchants Bank 








RILEY, CALDWELL, CORK & ALVIS 
ATTORNEYS AT LAW 


A PROFESSIONAL ASSOCIATION 


TUPELO OFFICE 
207 COURT STREET 
TUPELO, MISSISSIPPI 38804 
POST OFFICE BOX 1836 
TUPELO, MISSISSIPPI 38802-1836 
(662) 842-8945 
FAX (662) 842-9032 


September 18, 2006 


Jennifer J. Johnson, Secretary 
Board of Governors of the Federal 
Reserve System 
20th Street and Constitution Ave., NW 
Washington, DC 20551 
regs.comments@federalreserve.gov 


Robert E. Feldman, Executive Secretary 
Attention: Comments 
Federal Deposit Insurance Corporation 
550 17th Street, NW 
Washington, DC 20429 
Comments@FDIC.gov 


Re: Comment on Behalf of BancorpSouth Bank 
In Re Joint Proposal Rulemaking 
Implementation of Sections 114 and 315 
of the FACT Act 
Identity Theft Red Flag Guidelines 
OCC Docket No. 06-07; FRB Docket No. R-1255; 
FDIC RIN 3064-AD00; OTS No. 2006-19; 
NCUA (No Docket Number); FTC RIN 3084-AA94 
71 Federal Register 40786, 18 July 2006 


Ms. Johnson and Mr. Feldman: 


BancorpSouth, through our office as its General Counsel, respectfully submits its 
comments on the above proposal to its primary regulators, the Federal Reserve and the FDIC. 



mailto:regs.comments@federalreserve.gov

mailto:Comments@FDIC.gov
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BancorpSouth, Inc. is a financial holding company headquartered in Tupelo, Mississippi with 
approximately $11.8 billion in assets. BancorpSouth Bank, a wholly-owned subsidiary of 
BancorpSouth, Inc., operates approximately 270 commercial banking, insurance, trust and 
broker/dealer locations in Alabama, Arkansas, Florida, Louisiana, Mississippi, Tennessee and 
Texas. 


These comments are based on “from the field” inquiries by the undersigned of 
BancorpSouth’s personnel directly involved in the subject matter hereof or who may become 
directly involved, if the proposal is not adequately reigned in and streamlined. We offer some 
general comments followed by specifics tied to the portions of the proposal primarily related to 
credit and debit card issuers (of which BancorpSouth is both). Particular concerns exist 
concerning the “change of address” suggested procedures. 


BancorpSouth is also a member of the American Bankers Association and the Financial 
Services Roundtable. BancorpSouth supports these trade group comment letters on this 
important topic, thanking these entities for their resources, expertise, and attention to detail. In 
addition to supporting those efforts, BancorpSouth does, however, ask to address some specific 
aspects of the proposal, reactionary admittedly from BancorpSouth personnel, but not believed to 
be unique. To the contrary, these comments appear supportive and representative of the more 
global industry response. 


Overview 


First and foremost, by recognizing that the proposed regulations are required by Section 
114 of the Fair and Accurate Credit Transactions Act of 2003 (FACT Act), such proposed 
regulations should only implement the FACT Act requirements and not delve beyond such, 
causing unnecessary burden, confusion, and duplicative efforts. 


In this regard, we respectfully submit the proposal fails to fully take into account the 
synergies already gained by existing law and regulation, namely, the information security 
guidelines under the Gramm-Leach-Bliley Act (GLBA) and the Customer Identification Program 
requirements (CIP) under the Patriot Act. Indeed, a reading of the risk evaluation proposed 
procedure seems to mirror the concepts already in place under the Patriot Act’s CIP requirements 
for financial institutions. Yet closely mirroring is not the same as tracking these requirements, 
causing confusion, i.e., “what’s different?”; “what’s new?”; “which one do you follow?” all of 
which appears to be unnecessary and duplicative. 


In that the proposal is nearly identical to the factors already in place when BancorpSouth 
must open a new account, we respectfully submit that these factors being already in place are 
adequate safeguards. Extending the evaluation process to subsequent post-account opening 
events may not achieve the regulatory goal of reduced fraud, but instead, simply supply customer 
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inconvenience. 
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Address Related Issues 


The sections of the proposal which discuss address discrepancies between what a financial 
institution has initially submitted in an initial credit bureau request and as to what may come back 
from a consumer reporting agency (and then in turn what the financial institution does to verify 
the discrepancies) are already covered by existing CIP procedures. Similarly, the items addressing 
“customer verification” on the front end are already included in existing financial institution CIP 
procedures. Simply put, the “red flag” items covered in 1-15 of Appendix J are already covered 
in one way or another in existing credit card application review processes. footnote


 1 


From a debit card perspective, address changes are only initiated after an account address 
is updated. Unless there is some way to do a mailer using an old address whenever a change is 
made to an account in a bank’s main computer system, information technology personnel of 
BancorpSouth submit it would be most difficult to accomplish such using any current systems 
maintained by financial institutions. Indeed, BancorpSouth does have the technological ability to 
systematically produce letters to both a cardholder’s current address and the requested new 
address. BancorpSouth submits, however, that the added expense of this process is not necessary 
due to the other processes already in place. 


The proposed regulation states that banks are prohibited from issuing a card within 30 
days of an address change unless they “access the validity” of the change of address request. 
Anticipating that this requirement would prohibit the bank from re-ordering a new card for a 
customer who has recently moved until some time after the “letter verification process” has been 
completed, creates a definite negative customer service impact for our customers. 


As to “red flag” 16, the customer service staff, technology link, or other means to “tie in” 
an address change with a request for new or additional cards is problematic. Indeed, verification 
is made of the identity of persons requesting a change of address as is verification of persons 
seeking new or additional cards. These two transactions are simply not linked sufficiently to tie 
one request to the other. It should therefore be sufficient if reasonable procedures are in place to 
test the legitimacy of the specific request, be it address change or additional card request, when 
each such separate request is initially made. 


footnote
 1Most of the other items detailed in Appendix J also have processes and procedures “in 


place” to detect unusual occurrences, allowing the institution time to take appropriate action. 
Having the unnecessary burden to use the proposed regulations as a “check list” to see if you 
simply met regulatory requirements, all of which duplicate current procedures in place, tends to 
water-down the “in place” procedures, not equating to customer account safety. 
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As to address change “red flag” 17, it fails to take into account our most mobile society. 
Candidly and admittedly to be reactionary to the Fair Credit Reporting Act, we respectfully 
submit financial institutions already “over-report” address inconsistencies. Thus, rather than 
adding another “red flag” to the mix (see for example, flag 2), the FRCA needs to suffice or better 
said, revisit in regulatory form, as a clear, bright-line test, the effectiveness of such existing 
reporting. There is a reason that financial institution documents have almost always contractually 
had the right in favor of the bank to use the “last known address” for a customer. Undeliverable 
mail is too common an occurrence to be useful as an independent red flag standing alone. Simply 
put, it is all too common for customers to forget to notify us of a change of address, either 
directly or through postal service means. 


Rest assured that BancorpSouth, like most card issuers, are “all about” fraud detection 
and prevention. While proprietary to a large extent, also rest assured that BancorpSouth and 
other financial institutions have in place several systems and processes to assist in fraud 
prevention that already help detect unusual activity on an account. We therefore respectfully 
submit that the “two letter verification process” is unneeded. 


“Inactive” Accounts 


The proposal would require customer notification when a transaction is made on an 
account which has been inactive for two years. We respectfully submit that this does not equate 
to an indication of potential identity theft. Indeed, many a customer uses their cards frequently, 
but others use credit cards for cash advances only, for travel only, to make emergency purchases, 
or to make large, non-routine purchases. Setting the “inactive” “flag” for such circumstances 
begs these questions: What will the financial institution do with those accounts? Decline them 
until verification is obtained from the customer (with again, negative impact to our customer)? 
And if one sends out some type of verification “after the fact,” what assurance would this provide 
to the financial institution or the customer? Simply put, existing fraud prevention measures have 
adequate transaction monitoring systems in place that are designed to detect unusual activity. 
These measures allow card issuers to take appropriate action, all the while providing minimal 
negative customer impact. Adding these additional requirements will not only be burdensome, but 
non-customer friendly. footnote


 2 


footnote
 2Indeed, being “all about” fraud prevention as detailed above amplifies that the credit card 


and debit card business takes this subject most seriously. (It stands to bear the brunt of the 
economic risk of fraud.) Having done so adequately under existing law and procedures, such 
requirements, if they appropriately mirror CIP programs, should fall on just credit card and debit 
card issuers. To the extent the proposal endeavors to address closed-end credit transactions, 
which we respectfully submit is unclear, the Agencies should definitively determine that closed-
end credit arrangements are excluded from the “address red flags.” 
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Unintended Civil Liability Consequences 


True identity theft protection “begins at home.” Education is the key as wrongdoers 
continue to utilize technology and other means to scam customers, all the while rarely finding true 
customer innocence from contributory negligence leading to the fraud. Yet these proposed rules 
place an unnecessary burden of “customer policemen” on the bank, not only potentially excusing 
customer behavior, but adding to the potential of civil liability of a financial institution, an 
unintended consequence, when otherwise the law may protect the bank. 


Requiring the bank to do certain things, or document why it did not do a certain thing, 
may become the civil standards for “failure to do so” therefore be liable in court, to attorney 
generals, etc., not for identity theft prevention, but purely from failure to follow or adopt the 
various proposed provisions. Documenting merely to justify to an examiner why a financial 
institution has not adopted a particular “red flag” should be risk avoidance of the bank, not as a 
shield or sword for the customer. Thus at a minimum, the regulations should protect (not extend, 
imply or provide a plaintiff’s expert with fodder for some policy or procedure equaling 
commercial unreasonableness) when financial institutions have instead, made good faith efforts to 
implement programs to comply with these provisions. footnote


 3 


Regrettably, existing legal protections for banks and their potential safety and soundness 
are ever being eroded by “customer police” type measures which tend to negate longstanding 
deposit law. The concepts under the Uniform Commercial Code, with decades of seasoning, for 
example, “failure to examine statements,” “negligence contributing to a forgery,” and the like get 
watered down or used offensively against the financial institution as customers will use these 
regulations to support claims that it is banks who are responsible, not themselves. 


And regardless of the “program,” does the bank find itself liable because it failed to 
adequately train staff as purportedly required by Section (D)(3). What possible relevance could 
there be for this non-statutory addition via regulation to require some form of specialized training 
just to have it be plaintiff’s lawyer fodder that may be otherwise untenable under existing law. 
Funds protection measures already in place govern the matter (simply put, if it is unauthorized by 
the customer, generally, the customer has no responsibility). But what is one to do with 
conflicting signals from the regulations, namely, “relax your ID and verification requirements for 
CRA purposes, reach out to the community . . . ; make funds available under Reg CC, even if a 


footnote
 3Otherwise, this does not bode well for a financial institution now required to articulate a 


justification for its processes, as these proposals (just like the CIP rules), do not provide, but 
should provide a safe harbor. Even the Bank Secrecy Act’s no private right of action becomes 
“iffy” under these proposals. 
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check has not made its way through the system. Yet here, the red flag program creates risk. 


With the bank compelled to provide access to funds even though there is no way to know 
whether the item is legitimate or not, what now changes, if there is a return after a Reg CC 
authorized withdrawal? It should be the customer found to be in the best position to evaluate 
their own situation and assess the risk, not solely the bank, who by law, cannot prevent “sleep at 
the switch” customers from withdrawing funds. Yet with these proposals, customers will assert 
pattern and practice/habit and custom/commercial unreasonableness to say, “you bank, should 
have known” . . . and you failed to do something. Or, regardless of the 31 flags and their effect 
or preventive, if the institution just did not have adequate training, or being “written up” for 
failure to comply, risk exists, all the while the bank may have actually had nothing to do with the 
identity theft itself. It is not just creation of liability which causes concern here; it is customer 
avoidance of their own liability for returned items, unauthorized charges and the like based upon 
an unsubstantiated ascertain (but one which will “get legs”) if banks are required to be the 
detectors of inappropriate account activity. 


Director Involvement 


It is important for the Board of Directors of BancorpSouth to set policy, including 
addressing risk management, but as particular to the latter, to quote from our risk management 
committee director chairman, “our job is to see that risk is being managed; not manage the risk 
ourselves.” We believe this concept is supported by good corporate governance principals. Yet 
suddenly, the category of identity theft, not supported by the Act, is elevated to board-level policy 
involvement and approval. We submit that we should be able to designate the appropriate 
officials to oversee the identity theft risk as with other compliance and risk-related programs. 
Alternatively, any such board of director involvement needs to track and be consistent with the 
approach that was taken with the GLBA security standards. 


BancorpSouth has quarterly Board of Directors meetings. Thus, be it from mere timing, 
or level of involvement and reporting, the fraudsters will be ahead of that game, necessitating 
management take quick action (albeit potentially outside any “board-approved” program). We 
therefore believe that board approval of such a program hinders the goals sought by the proposal 
when timing may be critical to address a particular fraud. Our directors are devoted but do not 
have specific fraud expertise nor should they be shouldered with such an obligation, when 
qualified staff are the appropriate ones to be identified to address same (with obvious material 
reports to the Board if and as necessary). 


Regulatory Burden 
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While BancorpSouth personnel are unable to specifically respond to the asserted 
regulatory burden number of hours suggested by the proposal, immediate and strong reactions of 
“no way;” “unrealistic,” were sounded. So much so that quite candidly, surveying BancorpSouth 
personnel to even respond by this comment comes close to meeting the hourly regulatory burden 
threshold pitched in the proposal. Suffice it to say that BancorpSouth is most fearful of a time 
consuming and expensive burden forthcoming if these proposals are not significantly reduced. 


Conclusion 


When one of BancorpSouth’s career security and audit officers reviewed the subject 
proposals, she quickly stated, “This isn’t about identity theft . . . this is garden variety, old timey 
fraud.” Indeed, she was correct. Yet rather than any signification of ignoring any type of fraud, 
rest assured it is taken most seriously at BancorpSouth as it is at all financial institutions, but by 
blurring the lines between true identity theft versus all aspects of potential fraud, the educational 
goals of identity theft by regulators, the FBI, other law enforcement, and financial institutions 
themselves become clouded with mixed signals, and less than effective. 


With that in mind, recognizing that one could easily construe the flags tied to specific 
notices from customers being beyond identity theft, these indeed are the ones welcomed: bright-
line tests wherein the customers themselves, acting on their own devices of likely being involved 
in the transaction, meeting their own burdens of self-policing, did what they are supposed to do, 
notify their financial institution who then in turn should indeed then act. Such action, however, 
should be customer focused, systems related, and not “close the account or else” type reactions. 


The financial institution has and should have an obligation to be proactive in this regard 
(for its own financial risk itself and reputational risk). It should not carry the extra burden of new 
checklists, new forms, new procedures, new reports. To the contrary, support banks in what they 
already endeavor to do in the category of fraud prevention and detection. Do not add extra 
burden to this already existing challenge. 


Respectfully submitted, 


PAT CALDWELL, 
General Counsel 
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Ladies and Gentlemen: 


The American Bankers Association (“ABA”) respectfully submits its 
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Reserve Board, the Federal Deposit Insurance Corporation, the Office of 
Thrift Supervision, the National Credit Union Administration, and the 
Federal Trade Commission (“the Agencies”) on their proposed regulations 
related to implementation of Sections 114 and 315 of the Fair and 
Accurate Credit Transactions Act of 2003 (“FACT Act”). As required by 
Section 114, the Agencies are jointly proposing guidelines for financial 
institutions and creditors identifying patterns, practices, and specific forms 
of activity that indicate the possible existence of identity theft. In addition, 
the proposal includes a provision requiring credit and debit card issuers to 
assess the validity of a request of a change of address under certain 
circumstances and a provision related to procedures users of consumer 
reports must employ when they receive a notice of address discrepancy 
from a consumer reporting agency. 


The ABA on behalf of the more than two million men and women 
who work in the nation's banks, brings together all categories of banking 
institutions to best represent the interests of this rapidly changing industry. 
Its membership--which includes community, regional and money center 
banks and holding companies, as well as savings associations, trust 
companies and savings banks--makes ABA the largest banking trade 
association in the country. 


Summary of Comments. 


The ABA and its members have a long history of combating identity 
theft and financial fraud. Indeed, financial institutions have strong 
incentives to prevent such fraud: they generally suffer the financial losses 
and risk customer and public dissatisfaction. This extensive experience 
and exposure has shown that financial institutions must have broad 
flexibility to develop and implement appropriate controls to respond 
effectively to evolving financial crime threats faced by our banks. While 
the Agencies state that the proposed Regulation is intended to be flexible 
and reflect a risk-based approach, we conclude that the proposed 
regulatory language in many cases falls short of these stated intentions. 
Instead, we believe that the proposal runs a high risk of creating an 
artificial, stagnant, mandatory checklist regime that will not effectively 
advance the goals of detecting and preventing identity theft and fraud. We 
fear that unless these shortcomings are addressed, the result will be a 
diversion of resources from effective detection, investigation, and 
corrective action and will necessitate wasteful expenditure on 
burdensome, paperwork-laden compliance exercises. Bankers’ attention 
will be drawn into wasteful but obligatory drills to justify each judgment call 
made under a good faith effort to defeat identity thieves and fraudsters. 


For these reasons, we strongly recommend that the Agencies 
substantially simplify the final Regulation and re-cast it to meet the 
following principles to apply necessary flexibility in the common effort to 
fight identity theft and fraud: 







• Regulate by objective, not prescription, 
• Take advantage of synergies with existing regulatory 


standards and operational efficiencies, 
• Avoid requirements not mandated by the statute, 
• Keep compliance simple, and 
• Recognize that risk-based considerations work best as 


guidance and allow for appropriate judgment, rather than 
rely on fixed rules. 


ABA submits its comment in three parts: this letter presenting our 
salient policy points and concerns about the regulatory framework as 
proposed, and two attachments—the first detailing our specific criticisms 
and suggestions about the Regulation, and the second, detailing our 
criticisms and suggestions about the specific Red Flags set forth in 
Appendix J. 


Regulate by objective, not prescription. 


Flexibility to combat identity theft is critical because of the changing 
nature of fraud practices. Fraud and fraudsters are dynamic, constantly 
altering methods and targets, as must be the fraud detection techniques 
and solutions. Fraudsters are continually seeking to detect any 
vulnerability to exploit: when they encounter an obstacle, they search for a 
way around it. At one time, the queen’s seal and a bit of wax was an 
effective identity theft tool; today, it is not. We know that any single fraud 
prevention solution is in danger of becoming obsolete. 


Similarly, we can expect the proposed Red Flags to become less 
effective with time. Like water, the crooks will try to find a way around 
obstacles once they are identified. The mere notoriety of a red flag is a 
major step towards its obsolescence as a reliable detector. Yet, under 
proposed Section __90(d)(2)(3), financial institutions “must have a 
reasonable basis for concluding that a Red Flag does not evidence a risk 
of identity theft. . .” Any financial institution that chooses not to adopt one 
of the Red Flags from this list does so at its own peril. By insisting on this 
static, one-size-fits-all-or-tell-us-why standard, the proposed rule converts 
the Red Flags into a regulatory checklist of mandates regardless of their 
current effectiveness as fraud detectors. 


We believe that this approach misses the purpose of the statutory 
Red Flag provision, which was to merge the strengths of regulators and 
financial firms to fight fraud more effectively. The regulators, as gatherers 
of industry-wide information on fraud experiences, were to share that 
information with financial institutions to inform the anti-fraud efforts of 
banks and other financial firms. Industry would use that information to 
keep design effective, up-to-date anti-fraud programs and keep them 
current. Instead, the proposal is a look behind approach that is more of an 







effort by the regulators to do what the financial industry can do best, 
namely design and maintain effective anti-fraud programs. 


The proposed regulatory approach appears to be at odds with the 
Agencies’ assertion in the Supplementary Information that they “are 
proposing Red Flag regulations that adopt a flexible risk-based approach 
similar to the approach used in the ‘Interagency Guidelines Establishing 
Information Security Standards…. Like the program described in the 
Agencies’ Information Security Standards, the [Identity Theft Prevention] 
Program must be appropriate to the size and complexity of the financial 
institution…and the nature and scope of its activities, and be flexible to 
address changing identity theft risks as they arise.” (Emphasis 
added.) We support that goal as presented in that description, and we 
believe that the proposal should be revised to be consistent with it. 


Unlike the prescriptive language in the Red Flag Regulation, the 
Agencies’ Information Security Standards present a more flexible, 
workable approach. The guidelines to that standard, the “Interagency 
Guidelines Establishing the Standards for Safeguarding Customer 
Information,” set forth instead general objectives to “ensure the security 
and confidentiality of customer information,” “protect against any 
anticipated threats or hazards,” and “protect against unauthorized access.” 
Equally, the Guidelines’ directives are focused on key desiderata: “identify 
reasonably foreseeable internal and external threats that could result in 
unauthorized disclosures, misuse. . . of customer information. . .,” “assess 
the likelihood and potential damage of these threats. . .” The Guidelines 
require financial institutions to consider suggested measures, but only 
those the “the bank holding company concludes are appropriate.” 


We recommend that the Agencies adopt similar language in the 
Red Flag Regulation that will allow financial institutions the discretion and 
flexibility necessary to have up-to-date effective programs that best fit the 
needs of their customers and their activities. As the Supplementary 
Information succinctly states, “Ultimately, a financial institution or creditor 
is responsible for implementing a Program that is designed to effectively 
detect, prevent and mitigate identity theft.” This fundamental objective may 
be most effectively pursued by describing the regulatory duty to establish 
an Identity Theft Prevention Program by the simple directive paraphrased 
from the Bank Secrecy Act, of “developing and providing a program 
reasonably designed to detect, prevent and mitigate identity theft.” Other 
recommendations toward this goal of effective, flexible, principles-based 
regulation are suggested in Attachment A. 


Take advantage of existing synergies. 


The proposed regulation pursues the goal of taking advantage of 
synergies with existing regulatory standards and operating efficiencies in 
two noticeable ways that ABA applauds. 







First, the Supplementary Information suggests that a financial 
institution may wish to combine its program to prevent identity theft with its 
information security program, “as these programs are complementary in 
many ways.” 


Second, the proposed regulation implements the statutory directive 
of conforming to the existing Customer Identification Program (CIP) 
requirements by stating that banks in compliance with the CIP rules satisfy 
the proposed Regulation’s requirement “to obtain identifying information 
about, and verify the identity of, a person opening an account.” 


ABA supports both of these policy positions and encourages the 
Agencies to recognize that financial institutions have other existing fraud 
prevention, suspicious activity detection, and security risk management 
practices and procedures that play a valuable role in detecting, preventing, 
and mitigating identity theft. To realize the synergies of these existing 
efforts, the Agencies and their examiners should not expect the Identity 
Theft Program to be represented as a written document separate and 
apart from a financial institution’s overall financial crime risk management 
processes as long as such over-arching programs contain the elements 
appropriate for detecting, preventing and mitigating identity theft. 


Avoid requirements not mandated by the statute. 


ABA believes that the proposed regulation unnecessarily insists on 
requirements not mandated by statute. These requirements limit flexibility, 
impose undue costs, and get in the way of effective identity theft and fraud 
prevention. 


Among the non-mandated regulatory requirements are the 
following: 


• Overreaching scope of Regulation’s application 
• A written Identity Theft Prevention Program 
• A specified obligation for boards of directors that is inequitable 


First, since the task at hand is to implement part of the FACT Act, 
ABA considers the proper scope of the proposed Regulation to be limited 
to consumer financial services, not business financial services. The 
statute does not need a definition of “account” to give effect to its terms, 
let alone a definition that expands coverage to business purpose credit or 
services. 


Second, while the statute calls for reasonable procedures for 
implementing Red Flag guidelines, it does not demand the formality 
imposed by requiring a written Identity Theft Prevention Program. As 
previously noted, identity theft prevention is an initiative seamlessly 
integrated in institutions’ financial fraud and crime risk management 







processes. Carving out a separate writing for a capital “I”, capital “T”, 
capital double “P” –Identity Theft Prevention Program—exalts form over 
the very real substance of efficient, broad-based fraud deterrence systems 
and will only lead to examiners and auditors insisting on dotted “I”s , 
crossed “T”s, and well-rounded “P”s. 


Third, no whisper of board involvement is mentioned in the law, yet 
the proposed Regulation creates a novel definition of board of directors 
that ends up imposing a management duty on boards of directors for 
financial institutions (yet leaves this responsibility to the lowly “designated 
employee” in companies lacking formal boards). Further, blurring of 
responsibilities between management and board was wisely not mandated 
by Congress and is a distraction from the important goal of fighting identity 
theft. 


In addition, flexibility may be further reduced by the requirement 
that the board of directors approve the program. By nature, programs 
requiring board approval demand extensive documentation and very 
deliberate drafting as well as very particular administrative review. Yet, 
also by nature, fraud and identity theft pop up quickly and demand a 
nimble, quick, and sometimes discrete response. Management may be 
reluctant to respond by taking an action not yet contained in the official, 
board-approved Program, especially if it is different from the current 
Program. Requiring board approval of a Program hinders change, which is 
critical when addressing fraud. Boards do not shoulder such detailed 
approval obligations for fraud systems today, and no case has been 
presented demonstrating the need to involve boards in the details of any 
one specific class of fraud threat. 


Notably, in the Supplementary Information the Agencies excuse 
their own inability to coordinate their respective formal regulatory 
structures to meet the statutory mandate to update the Red Flags “as 
often as necessary” or “quickly enough to keep pace with rapidly evolving 
patterns of identity theft,” but then would impose a non-statutory 
requirement for more administrative procedure on banks. (See e.g., 71 
Federal Register at 40791, text and footnote 20.) 


ABA believes these invented requirements and other non-
mandated aspects of the proposed Regulation discussed in Attachment A 
are unnecessary and in fact harmful to effective programs to address 
identity theft. 


Keep compliance simple. 


As proposed, the Regulation erects a number of burdensome 
compliance exercises that limit flexibility and add costs, which in turn sap 
resources from the ultimate objective of combating identity theft. In 
addition to the non-mandatory elements of the proposed Regulation, the 







rigidity of the Red Flag implementation process is also riddled with 
unnecessary compliance hurdles. 


For example, under proposed Section __90(d)(1), “At a minimum, 
the Program must incorporate any relevant Red Flags” from the proposed 
Appendix J as well as from other sources, including supervisory guidance, 
incidents of identity theft the financial institution has experienced, and new 
methods of identity theft the financial institution has identified. While the 
proposal qualifies this requirement with “relevant” Red Flags, the provision 
in effect imposes a mandatory review, analysis, and report of the Red 
Flags proposed in Appendix J and elsewhere, and of virtually any new 
identity theft incident or trend and potential fraud prevention measure, 
regardless of likely continuation, application, or impact on the financial 
institution or its customers. And these reviews, analysis, and reports are 
continuing. 


Similarly, under proposed Section __90(d)(1)(2), financial 
institutions “must consider” certain factors in identifying whether particular 
Red Flags are relevant. Many institutions may, in fact, consider these 
factors, but they may be indirectly factored into an overall design or 
categorized differently, for example. Some with effective identity theft and 
fraud prevention programs may not use these factors at all while relying 
on others just as—or even more—relevant or reliable. As a compilation in 
an official regulation, however, they achieve a priority status, becoming an 
artificial checklist for the financial institutions and their examiners, 
requiring financial institutions to reconstitute their approach to the Identity 
Theft Program, when doing so does not advance the goals of the 
Program. Identity Theft Programs are thereby drawn to a uniform average 
that the Agencies themselves admit that they themselves cannot keep 
current and up to date. Identity Theft Programs in practice become 
hobbled by a backward looking ball and chain, when, ironically, the 
provision in the law was enacted to direct the Agencies to provide the 
information that financial institutions could use to keep their Identity Theft 
Programs forward looking and ahead of the crooks. Under the proposal, 
too much attention by financial institutions will be directed toward 
regulators in a distracting compliance exercise. 


The proposal assumes that all the Red Flags are relevant to every 
financial institution and puts the burden on the financial institution to 
research, analyze, document, and then persuade examiners that a 
particular Red Flag does not apply to a product. In many cases, it will be 
self-evident that a Red Flag does not apply, but the financial institution will 
nevertheless have to justify and document its exclusion. This is contrary 
to Congressional intent, which was that Red Flags be an aid to industry, 
not a nuisance. 


Moreover, financial institutions will have to incur costs to re-design 
identity theft and fraud programs into artificial packages in order to fit into 







the regulatory scheme examiners will expect. In practice, many identity 
theft and fraud prevention components are integrated throughout the 
institution, from the teller to the back office, and not neatly set out to 
conform to the proposed regulatory list. To ensure that financial 
institutions retain the ability to design the most effective solutions, which 
they have a substantial incentive to do, since they usually suffer on 
average a $10 loss for every $1 lost by their customers—added to which 
is very understandable customer dissatisfaction—it is critical that they 
have broad discretion in designing their Programs and that they not be 
expected to navigate an arbitrary checklist with their examiners. 


As prescriptive as the proposed regulation is, it invites examiner 
and internal auditor micro-managing and potentially pointless criticism— 
not because a bank’s program does not detect or prevent identity theft, but 
because it does not have all the required regulatory paperwork justifying 
each and every element either contained or not contained in the Program. 


The regulations should emphasize risk-based consideration. 


ABA endorses true risk-based compliance. There is wide latitude in 
such an approach for banks to conduct their business. ABA believes that 
risk-based judgments by banks about their identity theft practices and 
procedures should receive deference by the Agencies, not just lip-service. 


The key to any risk-based approach is the ability to evaluate the 
likelihood and severity of adverse events and to prioritize one’s response 
in a manner that applies greater resources to the event of greater 
expected significance and fewer resources to events of lesser 
significance. In other words, control programs are to be tailored to 
expected experience. 


Too often of late, “risk-based” has become a label for a supervisory 
expectation that banks must identify all the risks and build elaborate 
controls, with equally elaborately documented evaluations, for every one 
of them. A genuine risk-based approach should lead to prioritizing the 
importance of various controls, addressing the most important risks first 
and accepting the good faith judgments of banks in differentiating among 
their options for conducting safe, sound and compliant operations. 


How financial institutions go about a risk-based approach varies 
widely, as do the risks themselves and the environments in which they 
occur, and can be just as successful informally in modest risk 
circumstances as when formally conducted in diverse, complex 
operations. Accordingly, the regulation itself should stress the risk-based 
aspect of Red Flag Programs. 


In addition, ABA is concerned that institutionalizing detailed Red 
Flags and fraud mitigation measures will hasten the obsolescence of 







those factors as they become the opening chapter for Fraudsters for 
Dummies or The 31 Habits of Highly Effective Identity Thieves. For 
example, the proposal suggests flagging purchases made at jewelry or 
electronic stores. Fraudsters will know to make those purchases at 
department stores, where the type of merchandise involved is unknown to 
the issuer. Listing such details of specific fraud prevention measures in a 
public regulation merely shortens the life of that solution. Accordingly, we 
encourage the Agencies to avoid where possible unnecessary public 
dissemination of specific details. We provide in Attachment B specific 
suggestions in our comments on the particular Red Flags of the proposed 
Appendix. 


The Agencies should adopt an Official Staff Commentary. 


In keeping with the goal of providing assistance to industry risk-
based judgment, we also strongly recommend that an Official Staff 
Commentary accompany the final Regulation, as is the case with many 
other regulations. We believe that a Commentary will be critical to 
financial institutions for implementation of the Regulation as well as for 
continued compliance. A Commentary will ensure that financial 
institutions have convenient access, in an understandable format, to 
important guidance related to the final Regulation. Further, the Agencies 
will have a mechanism for providing additional guidance as the need 
arises. 


Conclusion. 


ABA and its members have been in the forefront of fighting identity 
theft. Furthermore, we have continued to adapt ourselves and our tools to 
this fight in the 20 months since the FACT Act was passed and will 
continue to detect, deter, and defend our customers and our financial 
institutions from these threats going forward with or without regulatory 
intervention. 


ABA firmly believes that the creativity, ingenuity, and agility 
required to respond to those who would perpetrate identity theft and 
financial fraud can only succeed in an objective-based, non-prescriptive 
regulatory environment that recognizes existing operational synergies, 
avoids unnecessary non-statutory mandates, keeps compliance simple, 
and emphasizes deference to risk-based bank judgments expressed in 
flexible guidance, rather than rigid regulation. 


Consequently, we strongly advocate simplifying the Regulation and 
revamping the Red Flag guidelines to put the emphasis where it 
belongs—on reasonably designed procedures that assist banks in fighting 
identity theft prevention, rather than on new regulatory programs with 
reams of identity theft compliance documentation that divert resources 
from the problems we all wish to solve. 







We appreciate the opportunity to provide our comments to this 
important proposal and are pleased to provide any additional information. 


Sincerely, 


Nessa Eileen Feddis signature 


Nessa Eileen Feddis 







Attachment A 


Specific Comments 


Subpart I – Duties of Users of Consumer Reports Regarding Address 
Discrepancies and Records Disposal 


__82 Duties of users regarding address discrepancies. 


Section 315 of the FACT Act requires that when providing 
consumer reports to requesting users, nationwide consumer reporting 
agencies must provide a notice of the existence of a discrepancy if the 
address provided by the user in its request “substantially differs” from the 
address the consumer reporting agency has in the consumer’s file. In 
addition, FACT Act requires the Agencies to jointly issue regulations 
providing guidance regarding reasonable policies and procedures that 
users of a consumer report should employ when the user has received a 
notice of discrepancy. The regulations must describe reasonable policies 
and procedures for users of the report to: 


(1) form a reasonable belief that the user knows the identity of the 
person to whom the consumer report pertains; and 


(2) reconcile the address of the consumer with the consumer 
reporting agency by furnishing such address to the consumer 
reporting agency as part of the information regularly furnished 
by the user for the period in which the relationship is established 
if the user establishes a continuing relationship with the 
consumer. 


(b) Definition. 


The proposal defines a “notice of discrepancy” as: 


[A] notice sent to a user of a consumer report by a consumer 
reporting agency that informs the user of a substantial difference 
between the address for the consumer that the user provided to 
request the consumer report and the address(es) in the agency’s 
file for the consumer. 


We agree with this proposed definition because it limits the 
requirement to occasions where there is a “substantial” difference 
between the addresses. Discrepancies due to, for example, “fat fingers” 
or inverted numbers, should not trigger the provision, which the 
Supplementary Information should acknowledge. 







(c) Requirement to form a reasonable belief. 


Pursuant to the statute, this proposed provision requires users to 
develop and implement reasonable policies and procedures for verifying 
the identity of the consumer for whom it has obtained a consumer report 
and received a notice of address discrepancy. It specifically provides that 
a user who develops its CIP, based on the requirements of section 326 of 
the USA PATRIOT Act satisfies this requirement. We agree that it is 
sufficient for users to verify the “identity” of consumer based on CIP 
requirements. We therefore support the proposed provision which 
provides that use of CIP procedures is adequate. This helps to avoid 
unnecessary duplicative requirements 


We suggest, however, that the Agencies clarify that users receiving 
a notice of discrepancy are not required to re-verify the identity of the 
consumer upon receipt of a discrepancy if they have already completed 
their customer identification pursuant to CIP. The proposed language 
requiring a user to develop and implement reasonable policies and 
procedures for “verifying the identity of the consumer for whom it has 
obtained a consumer report and for whom it receives a notice of address 
discrepancy'' could be interpreted to mean that if the user receives the 
notice of discrepancy after completing CIP, it must re-verify the identity of 
the consumer. We believe this would be unnecessary and duplicative. 


(d) Consumer’s address 
(1) Requirement to furnish consumer’s address to a consumer 


reporting agency. 
(2) Requirement to confirm consumer’s address. 


Under this provision, users must develop and implement 
reasonable policies and procedures for “furnishing an address for the 
consumer that the user has reasonably confirmed is accurate,” when the 
user 


• can form a “reasonable belief that it knows the identity of the 
consumer”; 


• establishes or maintains a continuing relationship with the 
consumer; and 


• regularly and in the ordinary course of business furnishes 
information to the consumer reporting agency from which the notice 
of address discrepancy was obtained. 


Users may reasonably confirm the address is accurate by: 


(1) Verifying the address with the person to whom the consumer report 
pertains; 







(2) Reviewing its own records of the address provided to request the 
consumer report; 


(3) Verifying the address through third-party sources; 


(4) Using other reasonable means. 


Our concern with these proposed provisions is that they may add 
new burdens to verify the address when doing so will not improve 
accuracy or prevent identity theft beyond what current practices do. 
However, it will add costs and delays as well as frustrate and 
inconvenience consumers. We believe that complying with CIP rules to 
verify the “identity” of the consumer is sufficient and better reflects 
Congressional intent. Accordingly, we strongly recommend that the final 
regulation either eliminate the requirement to verify the address or provide 
that customer identification validation processes completed pursuant to 
CIP requirements of section 326 of the USA PATRIOT Act are sufficient to 
satisfy the address verification requirements provided for this in this 
Regulation. 


The fact is, people move all the time and often use multiple 
addresses for a variety of perfectly valid reasons. Large financial 
institutions report that they receive thousands of legitimate change of 
address notices each day. Usually, consumers do not notify the consumer 
reporting agency of this move or additional address. Instead, consumer 
reporting agencies use other efficient and reliable means to update reports 
with new addresses. When a financial institution user receives a 
consumer report with an address different from the one the applicant 
provided, it confirms the applicant’s identity consistent with CIP rules. If 
the account is opened, the financial institution user submits the new 
address in the course of its regular account reporting to the consumer 
reporting agency. Assuming the user is a reliable source, the consumer 
reporting agency then confirms the information through its established 
internal procedures prior to adding this new address to the report. In the 
event an existing customer changes a billing address, this new address is 
provided to the consumer reporting agency in the usual course of 
reporting to the consumer reporting agency. This current system is a very 
effective and efficient way to update addresses in consumer reports. 


The extra precautions provided for in this proposal to verify the 
address are unfounded, as these validation procedures are well 
documented in the account opening CIP procedures established by each 
financial institution. Merely confirming the existence of these policies and 
procedures in adherence to existing requirements of the USA PATRIOT 
Act will ensure that the essence of this proposal is reiterated through 
existing regulatory requirements. We recommend that this proposed 
provision either be deleted to avoid duplication through existing regulatory 







requirements or be amended to refer to them. Duplication of policies and 
procedures to adhere to differing regulatory requirements can be futile and 
cause additional, unwarranted burdens on financial institutions. 


We also object to expanding the statutory requirement to apply to 
instances where an account is not being established, but already exists. 
Financial institutions pull consumer reports on existing customers for a 
variety of reasons, among them, to review the customer’s continued 
eligibility for the product and terms. While the institution itself may receive 
a report that includes the address, often, particularly among large 
institutions with high account volumes, the institution filters information 
other than the credit score. One reason for this policy is to protect 
consumer report information and minimize who has access to it. In these 
cases, if a notice of address discrepancy is on the report, that notice will 
not reach the department reviewing the account. Financial institutions will 
be forced to obtain and relay the entire report and implement new 
processes to respond. 


This additional burden is not necessary because the current system 
already has a mechanism for updating addresses for existing customers. 
Furnishers currently report new address information obtained from the 
customer when they provide account updates in the usual course of 
reporting. Moreover, we believe that Congress recognized that it was not 
necessary and clearly and deliberately intended to minimize additional 
regulatory burden by limiting requirement to instances where an account is 
“established.” 


Subpart J – Identity Theft Red Flags 


__.90 Duties regarding the detection, prevention, and mitigation of 
identity theft. 


(b) Definitions 


(1) Account. The Agencies are proposing a broad definition of 
“account” to include not only consumer accounts, but also business 
accounts. We strongly urge the Agencies to limit application to consumer 
accounts. (See comments to definition of “customer.”) 


The Agencies request comment on whether the definition of 
account should also include relationships that are not “continuing.” We 
strongly urge not expanding the definition. Defining an area with such a 
broad brush will cause a burden on financial institutions to gather and 
maintain information on non-customers for single transactions performed. 
In general, financial institutions have limited interactions with non-
customers. In some situations this may include the sale of a money order 
or issuance of a low dollar wire transfer. Although information is retained 







pertaining to the transactions, credit reports are not necessarily warranted 
to validate information provided. 


(3) Customer 


The proposal defines “customer” broadly, to include not only 
individuals, but also businesses. We strongly urge the Agencies to 
exclude business customers from the definition. One reason to exclude 
business accounts is that most of the proposed Red Flags have little if any 
application to business account fraud, even for fraud related to small 
business accounts. For example, many of the Red Flags are related to 
information contained in consumer reports, including addresses, that 
commonly are not used or relevant to a business account. Consumer 
reports might be used to determine creditworthiness of principals, but not 
to verify the identity and address of the business. Nevertheless, financial 
institutions would have to analyze, document, and review periodically the 
reasons each of the Red Flags is not relevant in the business context. 


Furthermore, while business identity theft may and does occur, it is 
far rarer for a number of reasons. Banks perform different due diligence 
when opening a business account for reasons beyond just identity theft: 
they have to ensure the viability of the business and rely on information 
other than a consumer report. In many instances, corporation documents 
and resolutions are provided to ensure that the account signatories have 
the appropriate authorization to enter into a contractual agreement to 
conduct financial transactions on behalf of the business. Moreover, 
businesses, which are presumed to be more sophisticated than 
consumers, are in a better position to protect themselves against fraud 
than consumers, both in terms of prevention and in enforcing their legal 
rights. 


We are also concerned that, if experience is a guide, businesses 
will use the Red Flags as a means to shift responsibility from themselves 
to the banks, even though the businesses may be in a better position to 
prevent fraud. This is especially true, given that the broad definition of 
“identity theft” includes potentially any fraudulent transaction on any 
existing financial account. For example, businesses could use the 
regulation and guidelines as a basis to assert that the bank should have 
detected fraudulent transactions by a dishonest bookkeeper on the basis 
that the transaction was an “unusual” transaction. Such an approach 
moves toward absolving businesses from performing due diligence in 
hiring employees and monitoring accounts. Already, banks report that 
businesses are using Suspicious Activity Report requirements in attempts 
to shift liability and responsibility to banks. We do not believe that the Red 
Flag guidelines were intended or should be used to relieve businesses of 
their current responsibilities related to fraud prevention and detection. 







Including businesses is also inconsistent with the Interagency 
Guidelines for Safeguarding Customer Information, which limits 
“customers” to consumers. To the degree that the requirements of the 
proposal and the Guidelines for Safeguarding Customer Information 
dovetail, as the Agencies suggest that they do, in the interest of 
minimizing compliance complexity and burdens, we believe that the 
definitions should be consistent. Otherwise, it becomes more complicated 
to marry the two regulations in a compliance environment. 


In any case, financial institutions already have sufficient incentives 
to prevent business identity and do not ignore their business customer 
vulnerability. That there is a fraud risk does not mean that it is necessary 
to fit business accounts into a regulation based on consumer products. 


(5) Red Flag. The Agencies propose to define “Red Flag” as a 
“pattern, practice, or specific activity that indicates the possible risk of 
identity theft.” We strongly recommend that the Agencies qualify this 
definition by deleting “possible risk” and inserting, “significant possibility” of 
identity theft. 


Identifying and using Red Flags based on the “possible risk” of 
identity theft would be extremely time-consuming and expensive because 
of the high volume of false positives and typical manual review and other 
expensive measures required to review and resolve. It simply would divert 
important resources away from effective fraud detection and prevention 
tools. 


Just about any activity or transaction connected to an existing 
account and the process of opening a new account could be interpreted 
as a “possible risk of identity theft,” requiring financial institutions to detect 
and take actions. For example, arguably, any time a credit or debit card is 
used, there is a “possible risk” of identity theft. To reduce fraud, banks 
could call customers every time they use a bank card and decline the 
transaction absent the consumer’s verification. Equally, card issuers 
could take weeks to verify information more thoroughly before sending a 
replacement for a lost credit or debit card, leaving the customer without 
account access for that period. But surely, neither consumers, nor 
commerce, would be pleased. Indeed, some customers today complain 
when a valid transaction is denied because it was identified as suspicious 
and the bank was unable to verify its validity with the cardholder. It is not 
possible to eliminate all fraud associated with financial products without 
eliminating the service or product for all but a few or making the service or 
product prohibitively expensive. There is always a balance between fraud 
detection and prevention and consumer convenience and choice. 


While the Agencies have indicated in the Supplementary 
Information their intent that the proposed Regulation be “risk-based,” the 
proposed Regulation itself does little to assure financial institutions that 







this is in fact the case. Adopting a wide open standard of “possible risk,” 
in effect, eliminates any risk-based analysis, notwithstanding claims in the 
Supplementary Information. 


The Supplementary Information notes that the use of possible risk 
“is based on the statutory language.” footnote


 1 However, the statutory language 
uses the phrase “existence of identify theft.” footnote


 2 The Agencies appear to rely 
on the Federal Trade Commission’s interpretation of the term “identity 
theft,” footnote


 3 so that the Red Flags under the proposal are indicators of “the 
possible existence of a fraud committed or attempted using the identifying 
information of another without authority.” It is not clear how this phrase is 
then transformed into “possible risk,” which is clearly much broader. 
Accordingly, we do not believe the statutory language supports the 
proposed use of “possible risk.” 


A narrower approach is also consistent with the Interagency 
Guidance on Response Programs for Unauthorized Access to Customer 
Information and Customer Notice, which adopts more of a risk-based 
approach. For example, that Guidance provides that when a financial 
institution becomes aware of an incident of unauthorized access to 
sensitive customer information and determines that “misuse of its 
information about a customer has occurred or is reasonably possible, it 
should notify the affected customer as soon as possible.” (Emphasis 
added.) 


To avoid second-guessing by examiners and angst by compliance 
officers and risk managers trying to interpret and implement the 
Regulations and anticipate examiners, we strongly suggest that the 
Agencies make clear that they are promoting a risk-based approach by 
qualifying that Red Flags relate to the “significant possibility” of identity 
theft. 


(c) Identity Theft Prevention Program. 


Under this section of the proposal, financial institutions must have a 
written Identity Theft Prevention Program (“Program”). “The Program 
must include reasonable policies and procedures to address the risk of 
identity theft to its customers and the safety and soundness of the 
financial institution or creditor, including financial, operational, compliance, 
reputation, and litigation risk. . .” 


We do not believe that it is necessary to have a formal requirement 
for a separate, written document labeled “Identity Theft Prevention 
Program.” First, it is not required by the statute. Second, financial 


footnote
 1- 71 Federal Register 40790 


footnote
 2- 15 USC 615(e)(2)(A) 


footnote
 3 The statute authorized it to define for purposes of alerts only under Section 


603(q) 







institutions use an assortment of policies and programs that work together, 
but need not be packaged in a single source to be successful in fighting 
fraud. 


The proposal also provides that the Program be “[a]ppropriate to 
the size and complexity of the financial institution or creditor and the 
nature and scope of its activities.” We strongly agree. It is critical that the 
final Regulation recognize that the need for and effectiveness of identify 
theft and fraud prevention systems will vary significantly by bank size. 
Many solutions appropriate for the largest institutions are not effective or 
affordable for other institutions. For example, the largest banks rely on 
sophisticated systems, both propriety and purchased, to detect check 
fraud. However, those systems are expensive and require a minimum 
amount of account and check volume and fraud, in addition to significant 
human resources, in order to be predictive and effective. 


We also strongly recommend that the Agencies add to this section 
that financial institutions may take into account the cost and effectiveness 
of polices and procedures and the institution’s history of fraud. Otherwise, 
there is an argument that each of the Red Flags must be applied 
regardless of its cost or effectiveness or regardless of the fact that the 
institution has experienced little or no fraud for that particular product. 
Equally, identity theft prevention and mitigation measures could be 
demanded without regard to cost or effectiveness. While many of the 
proposed Red Flags and theft prevention and mitigation measures are 
effective today, experience has shown that they can become obsolete 
very quickly as fraudsters adapt and technology improves. 


In addition, the proposal provides that the Program must be 
designed to address changing identify theft risks “as they arise,” based on 
the experiences of the financial institution with identity theft, changes in 
methods of identity theft, methods to detect, prevent, and mitigate identify 
them, the types of accounts it offers and business arrangements. Later, in 
Section (d)(1)(1), the proposal provides that the Red Flags “identified must 
reflect changing identity theft risks to customer. . .as they arise.” The 
Supplementary information elaborates that this means incorporating Red 
Flags “on a continuing basis.” 


While it is important that financial institutions respond to new 
identity theft techniques and new solutions, these provisions could be 
interpreted to require an identity theft review on a daily basis, which would 
require dedicated staff and complicated procedures, a significant burden 
for all financial institutions, but particularly smaller institutions. We 
recommend deletion of “as they arise” from both Sections (c)(2) and 
(d)(1)(1) and deletion of ”on a continuing basis” from the Supplementary 
Information to Section (d)(1)(1). The Agencies could maintain the notion 
that the Program be updated appropriately but add flexibility by providing 







that the Program “be designed to address changing identity theft risks in a 
reasonable time after they become apparent.” 


The Supplementary Information further explains that financial 
institutions must “periodically reassess whether to adjust the types of 
accounts covered by its Program and whether to adjust the Red Flags that 
are part of its Programs based upon any changes in the types and 
methods of identity theft that it experiences.” As noted, we agree that it is 
important to monitor identity theft and fraud and make appropriate 
adjustments to fraud prevention programs and practices. However, the 
nature of any examiner-reviewed, board-approved “Program” is that 
financial institutions have internal administrative processes that make 
changes slower to occur and render the Program somewhat rigid. The 
Commentary or Supplementary Information should make clear that 
changing the Program is not necessary to implement a new identity theft 
or fraud solution or change an existing one. Otherwise, financial 
institutions lose the ability to respond quickly to the latest fraud or to adopt 
the newest solution. 


While we do not believe that the Regulation should specify what 
“periodically” is, the regulation, commentary, or Supplementary 
Information should allow financial institutions broad flexibility, based on the 
size of the institution, actual fraud and identity theft experiences, and the 
nature of products offered, and the risk assessments performed. 


(d)(1)(1) Development and implementation of Program: 
Identification and evaluation of Red Flags. 
Risk-based Red Flags. 


Under the proposal, the Program “must include policies and 
procedures to identify Red Flags, singly or in combination, that are 
relevant to detecting a possible risk of identity theft. . . using the risk 
evaluation set forth in paragraph (d)(1)(2) of this section.” The proposal 
continues, “At a minimum, the Program must incorporate any relevant Red 
Flags from: 


(A) Appendix J, 
(B) Applicable supervisory guidance; 
(C) Incidents of identity theft that the financial institution or creditor has 
experienced; and 
(D) Methods of identity theft that the financial institution or creditor has 
identified that reflect changes in identity theft risks.” 


The Supplementary Information acknowledges that some Red 
Flags may be less reliable except in combination with additional Red 
Flags. We submit that many of the proposed Red Flags are only relevant 
in combination and often not indicative individually. Indeed, many vendor-
provided products incorporate numerous proposed Red Flags and use 







sophisticated algorithms to identity the level of fraud risk. To help 
emphasize that in many cases a combination of Red Flags is more reliable 
and the risk-based nature of the identify theft and fraud analysis, we 
recommend adding to paragraph (d)(1)(1) that financial institutions, when 
identifying and evaluating Red Flags, use a risk-based approach in 
determining whether a Red Flag or combination of Red Flags is a likely 
indicator of identity theft or fraud. 


The Agencies request comment on whether the enumerated 
sources of Red Flags are appropriate. Generally, we believe that most 
are. (See comments to proposed Appendix J.) Our concern is the 
mandatory incorporation of Red Flags from these sources: “At a minimum, 
the Program must incorporate any relevant Red Flags. . .” (Emphasis 
added.) While the proposal qualifies the requirement with “relevant” Red 
Flags, the provision in effect imposes a mandatory review, analysis, and 
report of virtually any new identity theft incident or trend and potential 
prevention measure, regardless of likely continuation, application, or 
impact on the financial institution or its customers. In addition, any 
proposed changes to the Program would have to be officially approved 
through various channels in order to be incorporated into the Program. 
This becomes particularly worrisome if the risk-based nature of the 
analysis, as well as cost and effectiveness of Red Flags and fraud 
solutions are not also specifically incorporated into the regulation. 
Accordingly, we suggest that the Agencies delete, “At a minimum, the 
Program must incorporate any relevant Red Flags” and replace with 
language similar to that in the Agencies’ Information Securities Standards. 
The Regulation should provide, “Financial institutions and creditors should 
incorporate any Red Flags they conclude are appropriate.” 


The Agencies specifically request comment on the anticipated 
impact of this proposed paragraph on third party computer-based products 
that are currently being used to detect identify theft. The third-party 
computer-based products are generally very useful to all financial 
institutions. They are especially helpful to and relied on by small and mid-
size institutions because they provide sophisticated and predictive 
products based on extensive research, experience, and databases that 
otherwise would be unavailable. Many incorporate a large number of the 
proposed Red Flags. However, some products, including “add-ons” are 
not necessarily cost-effective or justified for some institutions. Absent the 
above-suggested modification, financial institutions would certainly be 
pressured by both vendors and examiners as well as the Regulation itself, 
to purchase additional products, even though those products are not 
especially effective for a particular institution. The result would be 
unnecessary expense. 


(d)(1)(2) Risk evaluation. 







The proposal provides that in identifying relevant Red Flags, the 
financial institution must consider: 


(A) Which of its accounts are subject to a risk of identity theft; 
(B) The methods it provides to open these accounts; 
(C) The methods it provides to access these accounts; and 
(D) Its size, location, and customer base. 


While suggestions about how to identify relevant Red Flags are useful, 
we recommend that the Agencies make clear that these are only 
suggestions that financial institutions should consider. Many institutions 
may, in fact, consider these factors, but they may be indirectly factored 
into an overall design or categorized differently, for example. As a list in 
an official regulation, however, they become an artificial checklist for the 
financial institutions and their examiners, requiring financial institutions to 
reconstitute their approach to the identity theft Program, when doing so 
does not advance the goals of the Program. Financial institutions should 
have wide latitude to determine what factors they should consider and 
how they categorize them. 


We suggest that the final Regulation add to the list of suggestions 
that banks may consider accounts subject to risk of identity theft “based 
on their identity theft experience.” As noted earlier, virtually all types of 
bank accounts and products are subject to a risk of identity theft, so 
without modification, this proposed phrase becomes meaningless. For 
example, if a bank is not experiencing any identity theft related, for 
example, to home equity lines of credit or business accounts, it should not 
be required to analyze and document why home equity lines of credit or 
business accounts generally are not at risk for identity theft. For similar 
reasons, we suggest that the phrase be modified to read “likely risk of 
identity theft.” 


We also suggest that the Agencies make clear in this paragraph 
that financial institutions may consider, “The cost of using a Red Flag and 
its effectiveness for that institution.” Otherwise, financial institutions will be 
spending valuable resources for solutions that may not be cost-effective, 
or even effective, potentially at the expense of other solutions not on the 
official Red Flag list. Fraudsters and fraud are dynamic, constantly 
changing, as must the detection methods and solutions. Systems become 
obsolete as fraudsters decode them (or, for example, read the 
Regulation). Financial institutions should not be pressured or required to 
implement or continue using identity theft and fraud detection systems that 
are marginally effective or unduly expensive. 


For similar reasons, this paragraph should make clear that financial 
institutions are also permitted to use a risk-based analysis in identifying 
which Red Flags are relevant. While paragraph (d)(2)(4) provides that 
financial institutions should “address the risk of identity theft, 







commensurate with the degree of risk posed. . .” this only goes to the 
identity theft prevention and mitigation, not to the selection of relevant Red 
Flags. 


(d)(2) Identity theft prevention and mitigation. 


The proposal requires that the Program include “reasonable 
policies and procedures designed to prevent and mitigate identity theft in 
connection with the opening of an account or any existing account. . .“ A 
list of mandatory measures follows. The first in the list is the requirement 
to obtain identifying and verifying information about a person opening an 
account. The Regulation specifically provides that a financial institution 
that uses the policies of the CIP requirements of the USA PATRIOT Act 
under these circumstances satisfies this requirement. We strongly 
support this provision, which is consistent with the language and spirit of 
the statute, and encourage adoption of the exemption provisions of the 
CIP regulations for consistency in implementation of both regulatory 
mandates. There is simply no reason to unnecessarily add duplicate and 
burdensome rules. 


Proposed paragraph (3) requires that financial institutions assess 
whether the Red Flags “evidence a risk of identity theft.” It continues, “An 
institution or creditor must have a reasonable basis for concluding that a 
Red Flag does not evidence a risk of identity theft.” 


We strongly recommend deletion of this sentence. In effect, 
mandatory review and analysis of each and every Red Flag will require 
creation of an entire department dedicated to the project. It is simply 
unnecessary and a waste of valuable resources for financial institutions to 
divert limited resources to such a time-consuming administrative exercise 
focused on reviewing and documenting and re-reviewing and re-
documenting the obvious. Financial institutions already have sufficient 
incentives to develop, implement, and refine identity theft and fraud 
prevention programs as they generally suffer any financial loss, but also 
contend with potential customer relations and public relations fall-out. 


In any case, for reasons discussed with regard to the definition of 
“Red Flag,” if the sentence is retained, it should read, “An institution or 
creditor must have a reasonable basis for concluding that a Red Flag does 
not evidence a significant risk of identity theft.” As discussed earlier, 
virtually any activity related to a financial account could pose a “risk of 
identity theft.” Similarly, a positive Red Flag could indeed show a risk of 
identity theft, and most likely does – presumably, that is why it is a Red 
Flag. To be consistent with the Agencies proclamations in the 
Supplementary Information, the Regulation should reflect a risk-based 
approach. 







The Supplementary Information offers guidance on what might be a 
“reasonable basis” for concluding that a Red Flag does not indicate 
identity theft or fraud. For example, it offers, patterns of spending that are 
inconsistent with established patterns of activity because the customer is 
traveling abroad might be a reasonable basis for concluding that a Red 
Flag does not indicate identity theft. However, this could suggest that if a 
customer has not informed the financial institution of the customer’s 
travels or the bank otherwise has no actual knowledge of this fact, it 
should decline the transaction because there is a risk of identity theft. The 
financial institution could be challenged for not declining the transaction (if 
it made the wrong decision). Yet, customers could be greatly 
inconvenienced, at a time and place when they most need access to their 
account. Moreover, it suggests that institutions should not decline foreign 
transactions if the customer has informed them they are traveling abroad. 
In some cases, the out-of-pattern detection systems cannot simply 
accommodate individual accounts or individual customer activities. We 
recommend that the Agencies avoid specific examples, which may 
become obsolete, and instead stress the risk-based nature of the analysis 
and the institutions’ broad discretion in making a decision. 


(d)(2)(4) Address the risk of Identity Theft. 


This paragraph requires financial institutions to “address the risk of 
identity theft, commensurate with the degree of risk posed. . .” it then lists 
actions to be taken. We strongly agree that the risk be addressed 
“commensurate with the degree of risk posed,” which supports the critical 
risk-based approach. We suggest that to emphasize this point, the 
Agencies incorporate into the final Regulation the words contained in the 
Supplementary Information that the list is a list of measures that a financial 
institution “may take depending on the degree of risk that is present.” 


According to (F) in the list, financial institutions should consider 
“closing an existing account.” The Supplementary Information adds 
additional information, noting, “[i]f the financial institution . . is notified that 
a customer provided his or her password and account number to a 
fraudulent website, it likely will close the customer’s existing account and 
reopen it with a new account number.” We strongly object to including 
this in the Supplementary Information because, in effect, it becomes 
mandatory, as examiners will demand strong arguments and evidence 
why the financial institution should not close the account. Yet, financial 
institutions today already have other tools and controls to address these 
situations that eliminate the risk but avoid inconveniencing customers by 
closing an account. If an account must be closed, customers may lose 
temporary access to their account and have to notify numerous payees of 
preauthorized transactions connected with that account or card. We 
should assume that other effective and more convenient controls will 
develop and be used more widely. Moreover, since financial institutions 
are generally liable for any fraud losses, they already have sufficient 







incentive to ensure that the account and funds are protected. To avoid 
etching in stone solutions that may become obsolete, we recommend 
deletion. 


Included in (H) of the list of measures an institution may take is 
“declining to issue an additional credit card when the financial institution or 
creditor detects a fraud or active duty alert associated with the opening of 
an account or an existing account.” We recommend that this be deleted 
as it would rarely, if ever, be applicable and would only serve to confuse. 


Typically, a consumer report, which is the means for learning of an 
alert, is not pulled when a financial institution issues an additional credit 
card for an existing account, so the proposal has little application to 
existing accounts. In addition, if the financial institution learns of an alert 
at account opening, it will choose, based on further investigation, either to 
open the account or not. If it chooses to open the account because it has 
validated the applicant’s identity, it is not clear why it cannot issue 
“additional cards” if the applicant has so requested. The Agencies note 
that the proposed (H) reflects Section 112 of the FACT Act related to 
alerts, a section separate from the section related to the Red Flags. Given 
that it is a separate and distinct section related to alerts, we do not believe 
that it is necessary to enshrine it in Red Flag Regulations or guidelines, 
especially as it is pretty useless. Though it would rarely ever be 
applicable, if retained, financial institutions would still have to puzzle over 
what to do with it and document to examiners why it they are not applying 
it. Accordingly, it should be deleted. 


(d)(3) Staff training. 


This paragraph requires financial institutions to train staff to 
implement its Program. It is not clear why staff training is specifically 
required under this Regulation as opposed to other regulations, absent a 
specific statutory requirement. Doing so suggests that this Regulation is 
more important than the other dozens of regulations, including other 
consumer protection regulations, with which financial institutions must 
comply. We simply see no justification to elevate it above all the other 
important consumer protection regulations or other regulations absent 
Congressional intent. Moreover, given that financial institutions are 
generally responsible for identity theft losses and have a vested interest in 
customer service, they have sufficient incentives to ensure that 
appropriate staff is trained. 


In addition, the Supplementary Information specifically provides the 
example that staff should be trained to notice “anomalous wire transfers in 
connection with a customer’s deposit account.” This goes far beyond the 
statutory language or intent and imposes a huge burden on tellers and 
other staff, already bogged down with learning dozens of complicated 
regulations in addition to the basic responsibilities of providing banking 







services to customers. For these reasons, many of these types of 
decisions and Red Flags are incorporated into automated systems or 
made in the back office. Given that the customer is generally not liable if 
the transaction was not authorized, it is also not necessary. However, it 
potentially imposes a significant and unintended liability on banks: 
customers and law enforcement will use the Regulations to support claims 
that the banks are responsible for authorized transactions to fraudsters. 
For example, assume a fraudster sends counterfeit cashiers’ checks to 
consumers. It could be that the fraudster is pretending to purchase an 
item advertised online and is overpaying the seller and asking that the 
seller wire the excess to another account. Or the fraudsters might inform 
the targets that they have won a lottery in a foreign country or that they 
have inherited money from an unknown relative outside the U.S. 
However, in order to collect the inheritance or lottery proceeds, they must 
wire funds, e.g. taxes, to a specified bank account, typically out of the 
country. The bank, under Regulation CC, must provide the funds, even 
though it does not yet know that the check is counterfeit. The check 
returns after the funds are withdrawn or wired. In this case, the customer 
is in the best position to evaluate the situation and risk and the bank, by 
law, cannot prevent the customer from withdrawing funds. Yet, customers 
and some law enforcement have asserted that the bank or teller “should 
have known” that the check deposit or withdrawal was unusual. In fact, 
banks do not have systems that can detect these transactions because 
they fall outside the usual fraud filter parameters. However, customer and 
law enforcement could use the language in the proposed Regulation and 
Supplementary Information to support a claim that it was the bank’s 
responsibility to detect that an authorized transaction was being made to a 
fraudster, even though it has nothing to do with identity theft. In recent 
years, banks have complained that customers are using a similar 
argument to avoid liability based on the fact that banks are required to 
detect, identify, and report suspicious activities. For these reasons, the 
Agencies should omit this reference. 


(d)(4) Oversee service provider arrangements. 


Under the proposed paragraph, financial institutions who engage 
service providers to perform an activity on its behalf, and the requirements 
of its Programs are applicable, the financial institution must take steps 
designed to ensure that the activity is conducted in compliance with a 
Program that meets the requirements of (c) and (d). 


The Agencies also ask whether it is necessary to address service 
provider arrangements in the Red Flag Regulation, or whether it is self-
evident that a financial institution remains responsible for complying with 
the standards set forth in the Regulation, including when it contracts with a 
third party to perform an activity on its behalf. 







We agree that financial institutions are responsible for compliance 
with the Regulation, but believe it unnecessary to put in the Regulation. 
The Agencies should recognize, however, that vendors may not 
necessarily reveal all the details of their proprietary systems. For 
example, some vendors create “risk scores,” which incorporate various 
factors to measure the relative degree of risk of identity theft and fraud. 
The vendors may not provide the specific reasons, in order to protect their 
proprietary product, but also to prevent fraudsters from using the 
information to circumvent their system. The Commentary or 
Supplementary Information should therefore allow flexibility in allowing 
financial institutions to determine whether a vendor product satisfies the 
Regulation. 


(d)(5) Involve the board of directors and senior management. 


The proposal requires that the board of directors or an appropriate 
committee of the board approve the Program. In addition, it requires the 
board of directors, an appropriate committee of the board, or senior 
management to oversee the development, implementation, and 
maintenance of the Program. Finally, staff responsible for the 
implementation of the Program must report to the board, an appropriate 
committee of the board, or senior management, at least annually, on 
compliance by the financial institution. 


ABA opposes any requirement or regulatory “suggestion” that the 
board of directors or board committee approve the Program or receive 
special annual reports. First, we believe that it will slow down 
implementation and delay appropriate and necessary modifications to 
Identity Theft Programs. By nature, programs requiring board or board 
committee approval require extensive documentation and very deliberate 
drafting and are slow to reach approval. Yet, also by nature, fraud and 
identity theft pop up quickly, sometimes unexpectedly, and often require a 
quick and nimble response. Requiring boards or their committees to 
review annual reports and approve Programs will slow Program 
implementation, delay appropriate modifications, hamstring institutions’ 
ability to respond quickly to the latest scam or technology, and increase 
the risk of identity theft and fraud. This compares to CIP requirements 
and customer data protection which are far narrower in scope and tend to 
be more static. 


Second, preparation for document approval by boards is not only 
time-consuming, it is expensive. Banks report high costs for example, for 
preparing reports and documentation required by Gramm Leach Bliley Act. 
In addition, boards and board committees of financial institutions are 
already overburdened with review of regulatory compliance. Over time, 
this tendency to pile on will gradually reduce time for important core-
business considerations. 







Finally, absent a Congressional directive, we do not believe that the 
Agencies should assume that the Red Flag guidelines are more important 
than other regulations. Unlike some other statutes, the Red Flag 
provisions of the FACT Act do not contain a requirement for board of 
director involvement in the Red Flag guidelines. Yet, the Agencies are 
elevating the proposed Regulation above other important regulations 
absent any Congressional directive, which Congress gives when it 
believes it to be appropriate. The Agencies should exercise some 
restraint and discretion and defer to Congress about the relative 
importance of various statutes. Otherwise, boards may have to review 
and approve compliance with every regulation and program, potentially at 
the expense of those designated by Congress as meriting this special 
attention. 


__91. Duties of card issuers regarding changes of address. 


This section implements the specific FACT Act requirement that 
Agencies prescribe regulations requiring credit and debit card issuers to 
assess the validity of change of address request. Specifically: 


A card issuer must establish and implement reasonable polices and 
procedures to assess the validity of a change of address if it 
receives notification of a change of address for a consumer’s debit 
or credit card account and within a short period of time afterwards, 
(during at least the first 30 days after it receives such notification), 
the card issuer receives a request for an additional or replacement 
card for the same account. 


Under these circumstances, an additional card may not be issued unless 
the cardissuer takes certain steps: 


Notifies the cardholder of the request at the cardholders’ former 
address and provides the cardholder a means or promptly reporting 
incorrect address changes; 


Notifies the cardholder of the request by any other means of 
communication that the card issuer and the cardholder have 
previously agreed to use; or 


Uses other means of assessing the validity of the change of 
address in accordance with policies and procedures established in 
connection with section 41.90 


We suggest that the Agencies either in the Regulation, 
Commentary, or Supplementary Information specifically provide that 
financial institutions, as one alternative, may comply with the provision if 
they verify the address at the time of the address change request, whether 
or not the request is linked to a card request. Similarly, financial 







institutions should have the option to simply verify addresses any time an 
additional card is requested, regardless of whether there has been a 
change of address request. These procedures are more protective than 
only verifying the address change when it is linked with a card request. 


Many institutions do not link an address change request with a card 
request and it is not clear whether this remains a significant indicator of 
fraud. While it might have been so at one time, it appears that fraudsters 
have shifted from using this technique, thwarted by fraud prevention 
procedures. 


It is also important that the Regulation allow broad leeway in 
allowing financial institutions to verify address changes. Currently, 
financial institutions use a variety of means to verify address changes and 
those methods change and will continue to change. For example, some 
have made adjustments based on complaints from abused spouses who 
have changed addresses. Spouses have them then located through the 
address verification notice. The Regulation, Commentary, or 
Supplementary Information should also specifically allow financial 
institutions to verify the address change through verification of the 
customer’s identity. In some cases, this may be the most effective 
verification of the address change and one recognized under CIP. 


Effective date. 


We strongly recommend that the Agencies provide institutions at 
least 18 months to comply with the final Regulation. The final Regulation 
will require the involvement of multiple levels of the organization and 
multiple disciplines that may not otherwise have frequent interaction. In 
addition, technological solutions will play an important role in implementing 
the Regulation. Small institutions particularly will face challenges 
internally and with vendors in understanding, selecting, and implementing 
software and other changes. Moreover, information technology projects 
are scheduled far in advance. Inserting any major project that disrupts 
those schedules is costly, as resources must be diverted and projects 
rescheduled. 







Attachment B 


APPENDIX J TO PART 41 – INTERAGENCY GUIDELINES ON 
IDENTITY THEFT DETECTION, PREVENTION, AND MITIGATION 
Red Flags in Connection with an Account Application or an Existing 
Account Information from a Consumer Reporting Agency 


2. A notice of address discrepancy is provided by a consumer reporting 
agency. 


The Agencies should clarify that the same definition of notice of 
address discrepancy under Section __82(b) applies here. That definition 
describes a discrepancy as a “substantial difference between the address 
provided by the user and the address in the report, ensuring the 
discrepancies due to “fat fingers” or typographical errors are not covered. 


3. A consumer report indicates a pattern of activity that is inconsistent with 
the history and usual pattern of activity of an applicant or customer, such 
as: 


a. A recent and significant increase in the volume of inquiries. 


b. An unusual number of recently established credit relationships. 


c. A material change in the use of credit, especially with respect to 
recently established credit relationships. 


d. An account was closed for cause or identified for abuse of 
account privileges by a financial institution or creditor. 


We strongly recommend that this proposed Red Flag be deleted. 
We are not aware of any data or models which demonstrate these factors 
to be reliable indicators of identity theft. What is “significant increase” in 
the volume of inquiries, an “unusual number” of recently established credit 
relationship, a “material change” in the use of credit absent data 
demonstrating a connection to identity theft? Using them to measure risk 
of identity theft would generate too many false positives to be useful, 
because more often than not, such factors are indications of financial 
stress or lack of creditworthiness. The models that use this information to 
measure creditworthiness cannot be assumed to be, and in fact are not 
likely to be, the same as those that might, if at all, measure the risk of 
identity theft. 


It is not clear then what a financial institution could do if it is alerted 
that these factors exist; it cannot reasonably discern whether they are due 
to financial difficulties or identity theft. However, if it makes an adverse 







action based on the information in the consumer report, it must notify the 
consumer, who will presumably know the reasons for the reported 
information and respond appropriately. Accordingly, the current system 
already alerts the consumer to any problem, if, in fact, there is one. 


Moreover, this Red Flag assumes that all consumer reports 
obtained are specifically reviewed. In many cases, creditors rely on the 
credit score and only review the actual report if, for example, it is a 
borderline case. Even if a financial institution does review the account, the 
number of inquiries, for example, may be the result of the consumer 
shopping for a car or home. We are not aware that these types of 
inquiries are filtered from the report sent to the users as they are for credit 
scores. 


Documentary Identification 


7. Other information on the identification is not consistent with information 
that is on file, such as a signature card. 


Our concern is that this provision could be interpreted to apply in 
circumstances when it is not practical or appropriate, e.g. a credit card 
transaction. The Agencies could clarify that it should be considered when 
information is readily available or accessible. In addition, we suggest that 
the Agencies add “or recent check” after “signature cards” to reflect some 
institutions’ practices with regard to check cashing. 


Personal Information 


10. Personal information provided is associated with known fraudulent 
activity. For example: 


a. The address on an application is the same as the address 
provided on a fraudulent application; or 
b. The phone number on an application is the same as the number 
provided on a fraudulent application. 


The final Regulation should make clear that the Agencies do not 
envision financial institutions necessarily maintaining their own 
warehouses of “bad” addresses and phone numbers. For a variety of 
reasons, financial institutions do not maintain centralized databases of 
“bad” addresses or telephone numbers. Not only are individual affiliate 
databases separate, individual product databases within a single entity 
may also be separate. The separate platforms are due to mergers, type of 
product or affiliate development, type of product, and other reasons. 


Moreover, card networks, for example, provide such databases for 
card issuers, and other databases might be available from third party 
vendors. These databases may be more reliable and effective and less 







costly than individual company databases as the volume of information 
collected would make them more robust. 


11 . Personal information provided is of a type commonly associated with 
fraudulent activity. For example: 


a. The address on an application is fictitious, a mail drop, or prison. 
b. The phone number is invalid, or is associated with a pager or 
answering service. 


The final Regulation should make clear that financial institutions 
may rely on third-party vendors for these types of investigations, where 
their use is appropriate. Agencies should also indicate that it is 
acceptable for a financial institution to use a third party vendor system in 
which such factors are embedded, but which only informs the financial 
institution generally, e.g., “address does not match” and not necessarily 
with specifics. However, the information is sufficient to prompt the 
financial institution to investigate further. 


We also suggest deleting “associated with a pager or answering 
service.” First, it provides a useful hint to fraudsters, who will simply use 
other options. Second, it is not clear that this will continue as a reliable 
indicator of identity theft because more people are using such products for 
perfectly legitimate purposes, just as cell phones at one time served as an 
indicator of possible fraud, but are not longer considered such. 


Also, the Agencies should recognize in the Commentary or 
Supplementary Information that “invalid” phone number does not include 
inadvertent typographical errors. 


12. The address, SSN, or home or cell phone number provided is the 
same as that submitted by other persons opening an account or other 
customers. 


We suggest that this Red Flag be deleted. Financial institutions 
already use sophisticated and effective systems designed to verify name, 
address, and Social Security Number. A separate internal database would 
add little, as there are many valid reasons customers have the same 
address and phone number: they are related or for other reasons share 
the same residence. Financial institutions even report that some wives still 
use their husbands’ Social Security numbers. Also, as noted in comments 
to proposed Red Flag number 10, systems currently do not permit 
financial institutions to verify in an automated fashion such information 
across affiliates or even product lines. 


13. The person opening the account or the customer fails to provide all 
required information on an application. 







We suggest that this Red Flag be modified to clarify that “required” 
information means information required for identification purposes, such 
as CIP related information: name, address, Social Security Number, and 
date of birth. Financial institutions may require other information for 
reasons unrelated to customer identification that failure to provide would 
not suggest identity theft or fraud. 


14. Personal information provided is not consistent with information that is 
on file. 


We recommend that the Agencies clarify that “provided” means 
“provided by the person seeking to access or open the account” to avoid 
ambiguity that it might be referring to another source. We also suggest 
that the meaning of “file” be clarified as “the file associated with the 
account subject to the inquiry.” Otherwise, it could be interpreted to mean 
all files across product lines and affiliates. Checking all files across 
product lines and affiliates may not be practical or feasible for the reasons 
discussed in comments to Red Flag number 10. We also suggest the 
Agencies clarify that “personal information” means CIP items: name, 
address, date of birth, and Social Security Information. While many 
institutions may validate other personal information, based on experience 
and available programs, financial institutions will not know how to interpret 
such a broad term, limiting its effectiveness as guidance, especially if the 
final Regulation does not make clear the risk-based nature of analyzing 
and using Red Flags. 


15. The person opening the account or the customer cannot provide 
authenticating information beyond that which generally would be available 
from a wallet or consumer report. 


We suggest that the Agencies revise this provision to reflect the 
more widespread use of “challenge” questions collected after customer 
identification and account opening in order to authenticate an existing 
customer seeking to access or use an account. Usually, at account 
opening, financial institutions do not have information beyond information 
contained in a wallet or consumer report. Once the customer’s 
identification has been verified and the account opened, they may collect 
additional information from the customer that is not found in a wallet or 
consumer report and use “challenge” questions based on this information 
to validate customers when they are seeking access to an account. 


Address Changes 


16. Shortly following the notice of a change of address for an account, the 
institution or creditor receives a request for new, additional, or 
replacement checks, convenience checks, cards, or a cell phone, or for 
the addition of authorized users on the account. 







As with proposed Section __.91 regarding debit card and credit 
card requests made shortly after an address change request, the 
Agencies should make this Red Flag more flexible and make clear that if 
other measures are used to avoid such fraud, it is not necessary to 
consider the link between the address change request and request for 
card or check. Most financial institutions do not link a change of address 
request to subsequent requests for credit or debit cards or checks. Rather 
many for example, verify the address change at the time of the address 
change request or card request. We believe that financial institutions 
should have the flexibility to consider these and other options. We also 
suggest deleting the reference to checks because the connection between 
an address change and request for new checks soon after is not a good 
indicator of fraud: it is common for people who move to request new 
checks with the new address printed on them at the same time. 
Accordingly, there will be a high volume of false positives. 


17. Mail sent to the customer is returned as undeliverable although 
transactions continue to be conducted in connection with the customer’s 
account. 


It is not clear how returned mail intended for an existing customer is 
a reliable indicator of identity theft or risk of identity theft. The only danger 
appears to be when mail is intercepted -- in which case it would not be 
returned. Accordingly, this should be deleted. 


In any case, if retained, this Red Flag should reflect that it is not 
referring to a single return of mail as a single return. Mail can be returned 
for a variety of valid reasons: the customer has moved without notifying 
the financial institution, a common occurrence; the U.S. Postal Service 
mis-delivered it and the recipient returned it; the address was entered 
incorrectly into the financial institution’s system. Accordingly, if retained, 
the final Red Flag should refer to mail “repeatedly returned.” 


If retained, the Red Flag should also indicate that it is only referring 
to mail containing specific financial information related to an account. 
Returned marketing materials, for example, would not appear to pose a 
risk. 


In addition, the Red Flag should be modified to include only “paper 
mail.” Customers close e-mail accounts frequently without notifying 
financial institutions. And a change in an e-mail account does not present 
the same risk as a change in physical address. 


Anomalous Use of the Account 


18. A new revolving credit account is used in a manner commonly 
associated with fraud. 







For example: 
a. The majority of available credit is used for cash advances or 
merchandise that is easily convertible to cash (e.g., electronics 
equipment or jewelry); or 
b. The customer fails to make the first payment or makes an initial 
payment but no subsequent payments. 


We do not believe that this Red Flag is particularly helpful or 
effective and recommend that it be modified to be far more general or 
deleted. Fraudsters, as they learn how card issuers identify suspicious 
activity, simply adjust their patterns: instead of purchasing jewelry or 
electronics from a specialized retailer, they make the same purchases at a 
department store, in which case the issuer does not know the nature of 
the purchase. Or, as card issuers have observed, fraudsters have learned 
to make timely payments (over the minimum) over a period of time, and 
then either “bust out,” suddenly making large purchases, or defraud more 
subtly, making larger purchases gradually, until they default -- all 
strategies intended to circumvent fraud filters. The Agencies should avoid 
this type of detail in the Regulation and Appendix as these types of 
specific Red Flags invariably become obsolete and only serve as useful 
tips to fraudsters, which of course hastens their path to obsolescence. 
Instead, the Agencies should allow financial institutions maximum 
flexibility to learn and respond quickly and effectively as fraudsters adapt 
to the latest fraud filters. 


In any case, this Red Flag should not apply to home equity lines of 
credit as it would not be particularly helpful for this product. Unlike the 
credit card systems which rely on merchant codes to identity the type of 
merchant, no such system allows financial institutions to necessarily know 
the nature of the payee receiving a home equity line check, let alone 
capture that information in an automated fashion in order to monitor. 
Financial institutions rely on other types of controls to guard against 
unauthorized transactions on home equity lines of credit, which they have 
an incentive to use as they are generally responsible for any such 
transactions. 


19. An account is used in a manner that is not consistent with established 
patterns of activity on the account. There is, for example: 


a. Nonpayment when there is no history of late or missed 
payments; 
b. A material increase in the use of available credit; 
c. A material change in purchasing or spending patterns; 
d. A material change in electronic fund transfer patterns in 
connection with a deposit account; or 
e. A material change in telephone call patterns in connection with 
a cellular phone account. 







Certainly, many financial institutions use systems to detect unusual 
activity on financial accounts, card issuers being the most frequent users 
of the most sophisticated systems. In addition, the largest institutions also 
effectively use systems to detect out of pattern activities for deposit 
accounts. Others, depending on the institution and type of product and 
transaction, use other types of controls. For example, they may identify 
and review risky transactions, not based on typical account activity, but on 
the general type of transaction, e.g., large dollar transfers, online 
payments to an individual, foreign ATM transactions. Or, they may 
prohibit certain types of transactions entirely. It is important that the 
Agencies recognize these controls as appropriate and effective 
alternatives. 


Examiners should understand that systems to identify unusual 
activity will probably not be appropriate for many institutions because of 
the limited risk in these situations, the expense of the programs, the 
significant and continuing investment of human resources to monitor, 
review, and investigate exception items or hits, as well as tweak systems 
continuously to minimize false positives and maximize good hits. ABA has 
over the years approached vendors about more affordable and suitable 
deposit account fraud filters for institutions that are not among the largest, 
with little success. Only the largest institutions should be expected to use 
them. 


We are also concerned that absent an explicit recognition by the 
Agencies that they are not suitable for all institutions, that reasons similar 
to those discussed in comment to proposed Section __(d)(3) related to 
staff training about Red Flag Programs, this Red Flag in particular could 
be used to support suits asserting that banks should be responsible for 
authorized and intentional transactions made in connection with fraudulent 
scams even though the banks are not in a position to detect and warn the 
consumer. This proposed Red Flag is another example of why it is 
important for the Agencies to stress the risk-based nature of the Red Flag 
analysis. 


Notice from Customers or Others Regarding Customer Accounts 


23. The financial institution or creditor is notified that the customer is not 
receiving account statements. 


The Agencies should clarify that this refers to “paper statements,” 
and does not include electronic statements. There may be a myriad of 
reasons, usually technical, that electronic statements may not be not 
delivered, rarely having anything to do with fraud. 


24. The financial institution or creditor is notified that its customer has 
provided information to someone fraudulently claiming to represent the 
financial institution or creditor or to a fraudulent website. 







We suggest that the Agencies specify that the “information” they 
are referring to is “information related to an account held by the financial 
institution.” This would include account numbers, passwords, etc.. 
However, if the information is unrelated to the financial institution, there is 
little that financial institution can do. To avoid ambiguity, it should be 
clarified. 


Other Red Flags 


26. The name of an employee of the financial institution or creditor has 
been added as an authorized user on an account. 


Financial institutions report that they are not aware of systems that 
monitor and detect when any employee’s name has been added to an 
account held by the financial institution. Typically, the addition of the 
employee’s name is detected after an account has been flagged for other 
reasons, e.g. an inactive account has become active. Accordingly, the 
Commentary or Supplementary Information should recognize that 
institutions are not expected to monitor for such activity on a broad scale. 


27. An employee has accessed or downloaded an unusually large number 
of customer account records. 


Financial institutions report that they are not able to detect in a 
practical manner whether employees have accessed or downloaded an 
unusually large number of customer account records, but some monitor 
for large e-mails, though often only if the employee is already under 
suspicion. We suggest that the Agencies modify the proposed Red Flag 
to, “An employee has sent e-mails containing unusually large 
attachments.” 


28. The financial institution or creditor detects attempts to access a 
customer’s account by unauthorized persons. 


We are concerned that this could be interpreted to impose special 
broad requirements to detect unauthorized account access. Financial 
institutions rely on a variety of controls to prevent unauthorized access, 
but if they successfully prevent it, for example, by declining the 
transaction, so both customer and financial institution are protected, are 
they required to do more based on this Red Flag? Moreover, there is a 
balance: customers and employees responding to customers also need to 
access accounts. 


29. The financial institution or creditor detects or is informed of 
unauthorized access to a customer’s personal information. 







The Red Flag should clarify that “personal information” is “personal 
information held by the financial institution.” It should be clear that it is not 
the responsibility of a financial institution to notify customers about another 
party’s breach or to expose them to liability for claims that they should 
have. 


30. There are unusually frequent and large check orders in connection 
with a customer’s account. 


We recommend deletion of this Red Flag. While check vendors 
may be set up to call in about an unusual request, financial institutions 
report that they have rarely if ever received such a notice, suggesting that 
this is not a technique used by fraudsters. Moreover, it is not clear why 
ordering an unusually high number of checks would be more useful to 
fraudsters than ordering the standard number, which is probably sufficient 
for their purposes before they get detected. It is more likely that actual 
check transaction volume would be a better indicator. We suggest 
deleting this as we do not believe it to be an indicator of identity theft or 
fraud. 


31. The person opening the account or the customer is unable to lift a 
credit freeze placed on his or her consumer report. 


We strongly recommend deletion of this proposed Red Flag. It is 
not clear how the Agencies expect financial institutions to know that the 
applicant is unable to lift a credit freeze or what the Agencies expect them 
to do if they do learn of it. 


If the financial institution is unable to obtain a consumer report due 
to a freeze and informs the applicant, and the applicant does not follow up 
by removing the freeze and contacting the financial institution, the 
financial institution cannot know whether the applicant simply changed his 
or her mind or the applicant was unable to remove the freeze. 


Moreover, it is not clear what action the financial institution can or 
should take in this instance. If a fraudster was involved, the system 
worked: no account was opened and that should be the end of it. It is not 
clear what following up with fraudsters would accomplish except to alert 
them that they should endeavor to get the freeze lifted, which if “friendly 
fraud” (i.e., someone know to the victim) is involved, could be achieved. 


Legitimate applicants will follow up, it they continue to be interested 
in the product. It should not be incumbent on the financial institution to 
determine the applicant’s mind. 
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Re: Proposed Identity Theft Red Flag Guidelines 


Ladies and Gentlemen: 


The California Bankers Association (“CB A”) appreciates this opportunity to submit comments 
regarding the proposal, which is required under provisions of the FACT Act. CBA is a 
professional nonprofit organization established in 1891 and represents most of the depository 
financial institutions doing business in the state of California. 


Introduction 
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The industry is well aware of the risks of identity theft to customers and institutions. There is 
not a bank that is not concerned about the impact of identity theft on customer relations, on 
earnings, and on the bank’s reputation. So we begin with the proposition that banks are already 
highly motivated to take precautions to prevent identity theft. 


We also acknowledge that it would be helpful for the banking agencies to ensure that all banks 
have access to certain guidelines and standards. We are, however, troubled by the agencies’ 
unnecessarily heavy-handed approach. The structure of the proposal has similarities to the Bank 
Secrecy Act—banks are required to establish written policies and procedures, conduct an 
assessment of risks, establish a monitoring program, establish a training program, and even 
obtain board of director approval, thus automatically adding one more bank function that a board 
must exercise direct responsibility over. Can not the goals of the FACT Act be achieved without 
imposing yet another rigid regulatory regime? 


Banks are already laboring under a multitude of legal and regulatory burdens. We concur with 
the agencies’ intent that any guidelines and regulations must be flexible and risk-based. But we 
believe that the agencies’ approach would not meet this objective. We urge the agencies to work 
with the industry to adopt a less onerous approach to implementation that still assists all banks to 
combat ID theft. Our specific comments follow. 


Comments 


Litigation risk. One of our chief concerns about the proposal is that it could create a standard of 
care that could subject banks to increased civil liability. The proposal would require banks to 
adopt and implement policies to identify red flags, to detect them, and to take steps to mitigate 
risks. Losses from identity theft purportedly run into the billions of dollars annually, and neither 
the agencies nor anyone else believes that the proposal would put an end to losses. But when a 
loss does occur and a civil claim is made, a bank may find itself subjected to a raft of new and 
difficult questions all based on alleged “violations” of or deviations from regulation. Indeed, 
defendant banks could find themselves having to rebut a presumption that, since a loss occurred, 
it must be because of a compliance failure—in other words, failure to meet industry standards. 


Written program. CBA does not believe that the FACT Act requires banks to establish a written 
ID prevention program. Banks already employ such policies and procedures that are part of and 
integrated into their financial fraud and risk management efforts. Some programs are written, 
some are not. Carving out and highlighting ID theft prevention would simply transform banks’ 
organically-developed practices into regulatory compliance exercises, and at great costs. It 
would tend to focus examiners’ attention on documentation and thus encourage banks to produce 
needless paperwork. It would be more effective for the agencies to articulate objectives and 
allow banks to reach them in any manner suited to their particular circumstances. (See below). 


Board approval. CBA strenuously opposes mandatory board approval of a written ID theft 
prevention program. The FACT Act does not require it. A board of directors has the duty to 
direct the affairs of the bank and management’s duty is to manage. The agencies posit no 
compelling reason why directors must, as a matter of regulatory policy, become directly 
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involved, and why management is presumed not to be able to give this issue adequate attention 
without involving the board. Board approval of a comprehensive, written program such as 
contemplated here entails extensive preparation work and documentation by management and 
would consume more time and attention from increasingly busy boards. 


Regulation by objective. In light of banks’ historical and inherent interests in combating fraud of 
all types, we suggest that a more reasonable approach is for the agencies to articulate objectives 
for banks to reach without mandating inflexible processes and procedures that must be followed. 
At places, the proposed guidelines are static and prescriptive. For example, banks would be 
expected to produce and, presumably, document a reasonable basis for concluding that a listed 
red flag does not evidence a risk of identity theft. 


This approach ignores not only banks’ vastly divergent experiences, but also the fact that crooks 
constantly change the way they operate, and that they respond to banks’ defensive measures. 
Requiring banks to justify any change in the type of red flags that they monitor simply creates 
needless work and time-consuming paperwork. It may even set banks up for liability if, in 
hindsight, the bank is found to have “guessed wrong” in changing its list. 


Relation to business accounts. The proposed definitions of “account” and “customer” are too 
broad and not mandated by the FACT Act. The guidelines and regulation should be limited in 
scope to consumer financial services. We suggest that the agencies not attempt to craft a 
definition of “account,” as that term is already defined inconsistently in several regulations, both 
state (e.g., UCC) and federal (Regulation E, Regulation Z, Regulation J, Regulation DD, etc.). 
The agencies should clarify that the proposed guidelines are not extended to business and 
commercial accounts. 


Staff training. There being no statutory basis for the agencies to require staff training, we urge 
that the relevant provisions are withdrawn. Once the agencies articulate policy objectives, it is 
up to the banks to comply. Specifically requiring training would only generate an additional 
layer of regulatory burden and paperwork. As discussed above, banks have sufficient incentives 
to ensure that appropriate staff is trained. 


Service provider oversight. Similarly, we do not believe it is necessary to address service 
provider arrangements. The FACT Act does not address this issue. There is no doubt that if a 
bank delegates any of its operations to a third party that it will remain responsible for related 
regulatory compliance. Again, writing specific duties into regulation only generates extra work 
for banks and examiners. 


Listing of red flags. The industry appreciates the agencies’ work in identifying potential red 
flags, in essence, acting as a clearinghouse of current fraud trends. But we caution against 
attaching any duties on banks, as proposed, to adopt them formally into their programs or justify 
their exclusion. Such an approach would only require banks to enshrine a static list into their 
policies and procedures regardless of their relevance. It would also make banks less nimble in 
managing fraud risks. Many of the red flags either are too general or presumes capabilities that 
most banks may not have. 
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For example, red flag number three cites information in a consumer report indicating “a pattern 
of activity that is inconsistent with the history and usual pattern of activity of an applicant or 
customer.” Examples include a significant increase in the volume of inquiries, an unusual 
number of recently established credit relationships, changes in the use of credit, and account 
closures for cause. The agencies have not demonstrated that these factors are indicative of 
identity theft. We believe the list would generate too many false positives to be useful, in part 
because such factors are probably more indicative of financial stress or lack of creditworthiness 
than ID theft. 


Conclusion 


For the reasons stated above, CBA requests that the agencies revise the proposal by giving banks 
more flexibility in achieving clear objectives, and by eliminating those provisions that are not 
specifically required by the FACT Act. Banks are highly motivated to prevent ID theft and all 
other forms of fraud. This proposal merely makes banks more vulnerable to civil liability, adds 
tremendous regulatory burdens without making banks more prepared, and could even hamper 
risk management efforts with is rigid and cumbersome approach. Please do not hesitate to 
contact me if you have any comments or questions. 


Sincerely, 


Leland Chan 
General Counsel 








Missouri Bankers Association 
207 E. Capitol Ave. 


Jefferson City, MO 65102 


September 15, 2006 


Jennifer J. Johnson, Secretary 
Board of Governors of the Federal Reserve System 
20th Street and Constitution Avenue, NW. 
Washington, DC 20551 
Sent via Agency FAX 


RE: Joint Proposed Rulemaking Implementation of Sections 114 and 315 of the FACT 
Act Identity Theft Red Flag Guidelines; FRB Docket No. R-1255 


Dear Ms. Johnson, 


These comments are being submitted on behalf of almost 400 Missouri banks and 
savings and loan associations by the Missouri Bankers Association (MBA), a Missouri 
trade association. The MBA is responding to the joint proposed rulemaking issued by the 
federal banking regulators (“the Agencies”) on implementation of Sections 114 and 315 
of the FACT Act Identity Theft Red Flag guidelines. 


The MBA and its members strongly believe that financial institutions must have broad 
flexibility to develop and implement appropriate controls to respond effectively to 
evolving financial crime threats faced by banks. While the Agencies state that the 
proposed Regulation is intended to be flexible and reflect a risk-based approach, we 
conclude that the proposed regulatory language in many cases falls short of these stated 
intentions. Instead, we believe that the proposal runs a high risk of creating an artificial, 
stagnant, mandatory checklist regime that will not effectively advance the goals of 
detecting and preventing identity theft and fraud. We fear that unless these shortcomings 
are addressed, the result will be a diversion of resources from effective detection, 
investigation, and corrective action and will necessitate wasteful expenditure on 
burdensome, paperwork-laden compliance exercises. Bankers’ attention will be drawn 
into wasteful but obligatory drills to justify each judgment call made under a good faith 
effort to defeat identity thieves and fraudsters. For these reasons, we strongly recommend 
that the Agencies substantially simplify the final Regulation and re-cast it to meet the 
following principles to apply necessary flexibility in the common effort to fight identity 
theft and fraud: 


• Regulate by objective, not prescription, 
• Take advantage of synergies with existing regulatory standards and operational 
efficiencies, 
• Avoid requirements not mandated by the statute, 







• Keep compliance simple, and 
• Recognize that risk-based considerations work best as guidance and allow for 
appropriate judgment, rather than rely on fixed rules. 


Regulate by objective, not prescription. 


Flexibility to combat identity theft is critical because of the changing nature of fraud 
practices. Fraud and fraudsters are dynamic, constantly altering methods and targets, as 
must be the fraud detection techniques and solutions. Fraudsters are continually seeking 
to detect any vulnerability to exploit: when they encounter an obstacle, they search for a 
way around it. 


Similarly, we can expect the proposed Red Flags to become less effective with time. 
Like water, the crooks will try to find a way around obstacles once they are identified. 
The mere notoriety of a red flag is a major step towards its obsolescence as a reliable 
detector. Yet, under proposed Section 90(d)(2)(3), financial institutions “must have a 
reasonable basis for concluding that a Red Flag does not evidence a risk of identity theft. 
. .” Any financial institution that chooses not to adopt one of the Red Flags from this list 
does so at its own peril. By insisting on this static, one-size-fits-all-or-tell-us-why 
standard, the proposed rule converts the Red Flags into a regulatory checklist of mandates 
regardless of their current effectiveness as fraud detectors. 


We believe that this approach misses the purpose of the statutory Red Flag provision, 
which was to merge the strengths of regulators and financial firms to fight fraud more 
effectively. The regulators, as gatherers of industry-wide information on fraud 
experiences, were to share that information with financial institutions to inform the anti-
fraud efforts of banks and other financial firms. Industry would use that information to 
keep design effective, up-to-date anti-fraud programs and keep them current. Instead, the 
proposal is a look behind approach that is more of an effort by the regulators to do what 
the financial industry can do best, namely design and maintain effective anti-fraud 
programs. 


The proposed regulatory approach appears to be at odds with the Agencies’ assertion 
in the Supplementary Information that they “are proposing Red Flag regulations that 
adopt a flexible risk-based approach similar to the approach used in the ‘Interagency 
Guidelines Establishing Information Security Standards…. Like the program described in 
the Agencies’ Information Security Standards, the [Identity Theft Prevention] 
Program must be appropriate to the size and complexity of the financial institution… and 
the nature and scope of its activities, and be flexible to address changing identity theft 
risks as they arise” (Emphasis added.) We support that goal as presented in that 
description, and we believe that the proposal should be revised to be consistent with it. 


Unlike the prescriptive language in the Red Flag Regulation, the Agencies’ 
Information Security Standards present a more flexible, workable approach. The 
guidelines to that standard, the “Interagency Guidelines Establishing the Standards for 
Safeguarding Customer Information,” set forth instead general objectives to “ensure the 







security and confidentiality of customer information,” “protect against any anticipated 
threats or hazards,” and “protect against unauthorized access.” Equally, the Guidelines’ 
directives are focused on key desiderata: “identify reasonably foreseeable internal and 
external threats that could result in unauthorized disclosures, misuse. . . of customer 
information. . .,” “assess the likelihood and potential damage of these threats. . .” The 
Guidelines require financial institutions to consider suggested measures, but only those 
the “the bank holding company concludes are appropriate.” 


We recommend that the Agencies adopt similar language in the Red Flag Regulation 
that will allow financial institutions the discretion and flexibility necessary to have up-to-
date effective programs that best fit the needs of their customers and their activities. As 
the Supplementary Information succinctly states, “Ultimately, a financial institution or 
creditor is responsible for implementing a Program that is designed to effectively detect, 
prevent and mitigate identity theft.” This fundamental objective may be most effectively 
pursued by describing the regulatory duty to establish an Identity Theft Prevention 
Program by the simple directive paraphrased from the Bank Secrecy Act, of “developing 
and providing a program reasonably designed to detect, prevent and mitigate identity 
theft.” 


Take advantage of existing synergies. 


The proposed regulation pursues the goal of taking advantage of synergies with 
existing regulatory standards and operating efficiencies in two noticeable ways that ABA 
applauds. 


First, the Supplementary Information suggests that a financial institution may wish to 
combine its program to prevent identity theft with its information security program, “as 
these programs are complementary in many ways.” 


Second, the proposed regulation implements the statutory directive of conforming to 
the existing Customer Identification Program (CIP) requirements by stating that banks in 
compliance with the CIP rules satisfy the proposed Regulation’s requirement “to obtain 
identifying information about, and verify the identity of, a person opening an account.” 


MBA supports both of these policy positions and encourages the Agencies to 
recognize that financial institutions have other existing fraud prevention, suspicious 
activity detection, and security risk management practices and procedures that play a 
valuable role in detecting, preventing, and mitigating identity theft. To realize the 
synergies of these existing efforts, the Agencies and their examiners should not expect 
the Identity Theft Program to be represented as a written document separate and apart 
from a financial institution’s overall financial crime risk management processes as long 
as such over-arching programs contain the elements appropriate for detecting, preventing 
and mitigating identity theft. 







Avoid requirements not mandated by the statute. 


MBA believes that the proposed regulation unnecessarily insists on requirements not 
mandated by statute. These requirements limit flexibility, impose undue costs, and get in 
the way of effective identity theft and fraud prevention. 


Among the non-mandated regulatory requirements are the following: 


• Overreaching scope of Regulation’s application 
• A written Identity Theft Prevention Program 
• A specified obligation for boards of directors that is inequitable 


First, since the task at hand is to implement part of the FACT Act, MBA considers the 
proper scope of the proposed Regulation to be limited to consumer financial services, not 
business financial services. The statute does not need a definition of “account” to give 
effect to its terms, let alone a definition that expands coverage to business purpose credit 
or services. 


Second, while the statute calls for reasonable procedures for implementing Red Flag 
guidelines, it does not demand the formality imposed by requiring a written Identity Theft 
Prevention Program. As previously noted, identity theft prevention is an initiative 
seamlessly integrated in institutions’ financial fraud and crime risk management 
processes. Carving out a separate writing for a capital “I”, capital “T”, capital double “P” 
-Identity Theft Prevention Program—exalts form over the very real substance of 
efficient, broad-based fraud deterrence systems and will only lead to examiners and 
auditors insisting on dotted “I”s , crossed “T”s, and well-rounded “P”s. 


Third, no whisper of board involvement is mentioned in the law, yet the proposed 
Regulation creates a novel definition of board of directors that ends up imposing a 
management duty on boards of directors for financial institutions (yet leaves this 
responsibility to the lowly “designated employee” in companies lacking formal boards). 
Further, blurring of responsibilities between management and board was wisely not 
mandated by Congress and is a distraction from the important goal of fighting identity 
theft. 


In addition, flexibility may be further reduced by the requirement that the board of 
directors approve the program. By nature, programs requiring board approval demand 
extensive documentation and very deliberate drafting as well as very particular 
administrative review. Yet, also by nature, fraud and identity theft pop up quickly and 
demand a nimble, quick, and sometimes discrete response. Management may be reluctant 
to respond by taking an action not yet contained in the official, board-approved Program, 
especially if it is different from the current Program. Requiring board approval of a 
Program hinders change, which is critical when addressing fraud. Boards do not shoulder 
such detailed approval obligations for fraud systems today, and no case has been 
presented demonstrating the need to involve boards in the details of any one specific class 
of fraud threat. Notably, in the Supplementary Information the Agencies excuse their own 







inability to coordinate their respective formal regulatory structures to meet the statutory 
mandate to update the Red Flags “as often as necessary” or “quickly enough to keep pace 
with rapidly evolving patterns of identity theft,” but then would impose a non-statutory 
requirement for more administrative procedure on banks. (See e.g., 71 Federal Register at 
40791, text and footnote 20.) MBA believes these invented requirements and other non-
mandated aspects of the proposed Regulation are unnecessary and in fact harmful to 
effective programs to address identity theft. 


Keep compliance simple. 


As proposed, the Regulation erects a number of burdensome compliance exercises that 
limit flexibility and add costs, which in turn sap resources from the ultimate objective of 
combating identity theft. In addition to the non-mandatory elements of the proposed 
Regulation, the rigidity of the Red Flag implementation process is also riddled with 
unnecessary compliance hurdles. 


For example, under proposed Section __90(d)(1), “At a minimum, the Program must 
incorporate any relevant Red Flags” from the proposed Appendix J as well as from other 
sources, including supervisory guidance, incidents of identity theft the financial 
institution has experienced, and new methods of identity theft the financial institution has 
identified. While the proposal qualifies this requirement with “relevant” Red Flags, the 
provision in effect imposes a mandatory review, analysis, and report of the Red Flags 
proposed in Appendix J and elsewhere, and of virtually any new identity theft incident or 
trend and potential fraud prevention measure, regardless of likely continuation, 
application, or impact on the financial institution or its customers. And these reviews, 
analysis, and reports are continuing. 


Similarly, under proposed Section __90(d)(1)(2), financial institutions “must 
consider” certain factors in identifying whether particular Red Flags are relevant. Many 
institutions may, in fact, consider these factors, but they may be indirectly factored into 
an overall design or categorized differently, for example. Some with effective identity 
theft and fraud prevention programs may not use these factors at all while relying on 
others just as—or even more—relevant or reliable. As a compilation in an official 
regulation, however, they achieve a priority status, becoming an artificial checklist for the 
financial institutions and their examiners, requiring financial institutions to reconstitute 
their approach to the Identity Theft Program, when doing so does not advance the goals 
of the Program. Identity Theft Programs are thereby drawn to a uniform average that the 
Agencies themselves admit that they themselves cannot keep current and up to date. 
Identity Theft Programs in practice become hobbled by a backward looking ball and 
chain, when, ironically, the provision in the law was enacted to direct the Agencies to 
provide the information that financial institutions could use to keep their Identity Theft 
Programs forward looking and ahead of the crooks. Under the proposal, too much 
attention by financial institutions will be directed toward regulators in a distracting 
compliance exercise. 







The proposal assumes that all the Red Flags are relevant to every financial institution 
and puts the burden on the financial institution to research, analyze, document, and then 
persuade examiners that a particular Red Flag does not apply to a product. In many cases, 
it will be self-evident that a Red Flag does not apply, but the financial institution will 
nevertheless have to justify and document its exclusion. This is contrary to Congressional 
intent, which was that Red Flags be an aid to industry, not a nuisance. 


Moreover, financial institutions will have to incur costs to re-design identity theft and 
fraud programs into artificial packages in order to fit into the regulatory scheme 
examiners will expect. In practice, many identity theft and fraud prevention components 
are integrated throughout the institution, from the teller to the back office, and not neatly 
set out to conform to the proposed regulatory list. To ensure that financial institutions 
retain the ability to design the most effective solutions, which they have a substantial 
incentive to do, since they usually suffer on average a $10 loss for every $1 lost by their 
customers—added to which is very understandable customer dissatisfaction—it is critical 
that they have broad discretion in designing their Programs and that they not be expected 
to navigate an arbitrary checklist with their examiners. 


As prescriptive as the proposed regulation is, it invites examiner and internal auditor 
micro-managing and potentially pointless criticism— not because a bank’s program does 
not detect or prevent identity theft, but because it does not have all the required 
regulatory paperwork justifying each and every element either contained or not contained 
in the Program. 


The regulations should emphasize risk-based consideration. 


MBA endorses true risk-based compliance. There is wide latitude in such an approach 
for banks to conduct their business. MBA believes that risk-based judgments by banks 
about their identity theft practices and procedures should receive deference by the 
Agencies, not just lip-service. The key to any risk-based approach is the ability to 
evaluate the likelihood and severity of adverse events and to prioritize one’s response in a 
manner that applies greater resources to the event of greater expected significance and 
fewer resources to events of lesser significance. In other words, control programs are to 
be tailored to expected experience. 


Too often of late, “risk-based” has become a label for a supervisory expectation that 
banks must identify all the risks and build elaborate controls, with equally elaborately 
documented evaluations, for every one of them. A genuine risk-based approach should 
lead to prioritizing the importance of various controls, addressing the most important 
risks first and accepting the good faith judgments of banks in differentiating among their 
options for conducting safe, sound and compliant operations. 


How financial institutions go about a risk-based approach varies widely, as do the 
risks themselves and the environments in which they occur, and can be just as successful 
informally in modest risk circumstances as when formally conducted in diverse, complex 







operations. Accordingly, the regulation itself should stress the risk-based aspect of Red 
Flag Programs. 


The Agencies should adopt an Official Staff Commentary. 


In keeping with the goal of providing assistance to industry risk-based judgment, we 
also strongly recommend that an Official Staff Commentary accompany the final 
Regulation, as is the case with many other regulations. We believe that a Commentary 
will be critical to financial institutions for implementation of the Regulation as well as for 
continued compliance. A Commentary will ensure that financial institutions have 
convenient access, in an understandable format, to important guidance related to the final 
Regulation. Further, the Agencies will have a mechanism for providing additional 
guidance as the need arises. 


Conclusion. 


The MBA and its members strongly advocate simplifying the Regulation and 
revamping the Red Flag guidelines to put the emphasis where it belongs—on reasonably 
designed procedures that assist banks in fighting identity theft prevention, rather than on 
new regulatory programs with reams of identity theft compliance documentation that 
divert resources from the problems we all wish to solve. 


Thank you for the opportunity to comment on the above notice of inquiry. If I can be 
of additional assistance, please let me know. 


Sincerely, 


/Signed 


Max Cook, President 








Huntington The Huntington National Bank 
Legal Department 
Huntington Center 
41 South High Street 
Columbus, Ohio 43287 


September 15, 2006 


John C. Dugan 
Comptroller of the Currency 
Office of the Comptroller of the Currency 
250 E Street, SW 
Public Reference Room, Mailstop 1-5 
Washington, D.C. 20219 
regs.comments@occ.treas.gov 


Jennifer J. Johnson 
Secretary, Board of Governors of the Federal Reserve System 
20th Street and Constitution Avenue, NW 
Washington, D.C. 20551 
regs.comments@federalreserve.gov 


Attention: OCC Docket No. 06-07; RIN 1557-AC87 
Federal Reserve Docket No. R-1255 


Re: Notice of Proposed Rulemaking—Red Flag Proposal 
71 Fed. Reg. 40786 (July 18, 2006) 


Dear Mr. Dugan and Ms. Johnson: 


This letter is submitted on behalf of The Huntington National Bank (“Huntington”) footnote
 1 in 


response to the Notice of Proposed Rulemaking with respect to identity theft red flags and 
address discrepancies under the Fair and Accurate Credit Transactions Act of 2003 (the 


footnote
 1 Huntington is a subsidiary of Huntington Bancshares Incorporated, which is a $36 billion regional bank holding 


company headquartered in Columbus, Ohio. Along with its affiliated companies, Huntington has more than 140 
years of serving the financial needs of its customers, and provides innovative retail and commercial financial 
products and services through more than 375 regional banking offices in Indiana, Kentucky, Michigan, Ohio and 
West Virginia. Huntington, along with its affiliated companies, also offers retail and commercial financial services 
online at www.huntington.com; through its technologically advanced, 24-hour telephone bank; and through its 
network of over 1,000 ATMs. Selected financial service activities are also conducted in other states including: 
Dealer Sales offices in Arizona, Florida, Georgia, North Carolina, Pennsylvania, South Carolina, and Tennessee; 
Private Financial and Capital Markets Group offices in Florida; and Mortgage Banking offices in Florida, Maryland 
and New Jersey. International banking services are made available through the headquarters office in Columbus and 
an office located in the Cayman Islands and an office located in Hong Kong. 



mailto:regs.comments@occ.treas.gov

mailto:regs.comments@federalreserve.gov
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“Notice”) published jointly by the Office of the Comptroller of the Currency, the Board of 
Governors of the Federal Reserve System, the other federal banking agencies and the Federal 
Trade Commission (collectively, the “Agencies”). We appreciate this opportunity to comment 
on the Notice. 


In general, we appreciate that the Agencies describe these red flag and other requirements 
several times throughout the Supplementary Information as risk-based and flexible. For 
example, the written identity theft program must be “based upon the risk assessment of the 
financial institution” and “must be appropriate to the size and complexity of the financial 
institution . . . and the nature and scope of its activities, and be flexible to address changing 
identity theft risks” and the institution may “combine its program to prevent identity theft with 
its information security program”. footnote


 2 Furthermore, the Agencies say that the red flag rule was 
drafted “in a flexible, technologically neutral manner that would not require financial institutions 
or creditors to acquire expensive new technology to comply”. footnote


 3 However, notwithstanding the 
foregoing and other expressions in the Notice that these rules are meant to be risk-based and 
flexible, what the Agencies are actually proposing is a quite rigid and prescriptive set of specific 
and onerous requirements that in large measure appear to have lost sight of the ultimate goal of 
preventing identity theft and reasonable and resource-efficient ways to get there, and instead has 
become bogged down in inefficient and unnecessary process details. This approach will 
significantly impair efforts by financial institutions to devote their limited resources to the 
implementation and development of system-based and other approaches to thwart the real 
problems and causes of identity theft and prevent fraud. footnote


 4 


In general, this red flag identity theft prevention program in the proposal as drafted would 
appear to require financial institutions to identify every possible risk of attempted fraud that 
involves misuse of identification or other account information, address this extensive detail in a 
written policy that must be approved and periodically reviewed by the institution’s board of 
directors, specifically train all of the institution’s employees in the program, and implement the 
program by capturing every instance of such possible risk of attempted fraud, evaluating each 
instance against each of the identified red flags (at least 31 to begin with, and changing 
frequently) and documenting that evaluation to demonstrate why each and every red flag was or 
was not an indicator of identity theft in that particular situation. Since every transaction in every 
account at the institution is fraught with the possible risk of attempted fraud, this proposal 
literally appears to be saying that all of that must be done for each and every transaction on each 
and every account held by the institution. 


footnote
 2 - 71 Fed. Reg., at 40788. 


footnote
 3 - 71 Fed. Reg., at 40791. 


footnote
 4 - The Agencies should remember that most instances of fraud that occurs through identity theft—i.e., unauthorized 


use of an account or forged signatures on checks—result in liability that the financial institution must absorb under 
the unauthorized use rules in the Truth in Lending Act and Electronic Funds Transfer Act and in provisions of the 
Uniform Commercial Code allocating risk for forged signatures on checks. Thus, in addition to the incentive 
provided by the competitive need for exemplary customer service, the institution has every reason to devote 
substantial efforts to successfully control the risks of identity theft and fraud in order to limit its own financial 
losses. 







For example, the proposed red flag rule says that “[t]he Program must include policies 
and procedures to identify Red Flags, singly or in combination, that are relevant to detecting a 
possible risk footnote


 5 of identity theft [defined as “a fraud committed or attempted” footnote
 6] . . . using 


the risk 
evaluation set forth in paragraph (d)(1)(2) [pursuant to which the institution “must” consider four 
named elements] . . . [and] [a]t a minimum, the Program must incorporate any relevant Red Flags 
from [four listed sources]”, presumably meaning that every red flag needs to be evaluated to 
determine if it is relevant (emphasis added). footnote


 7 This proposed provision goes on to say that “[t]he 
Program must include . . . policies and procedures to . . . [d]etect the Red Flags identified” and to 
“[a]ssess whether the Red Flags detected . . . evidence a risk of identity theft”, going on to say 
that “[a]n institution or creditor must have a reasonable basis for concluding that a Red Flag does 
not evidence a risk of identity theft”, apparently meaning that even those red flags that do not 
evidence a risk of identity theft need to be evaluated and documented every time as to why they 
are not applicable (emphasis added). footnote


 8 Even though the proposed rule at that point goes on to say 
that the institution must then “[a]ddress the risk of identity theft, commensurate with the degree 
of risk posed, such as by” doing certain enumerated examples, the effort required before getting 
to this point is literally evaluation, checking off and documenting every red flag for every 
possible risk of attempted fraud (and every potential foreshadowing thereof), and all of that 
regardless of the comfort level the institution has with the identify of the customer or legitimacy 
of the transaction, not to mention that most transactions will not have any substantial or even 
likely risk of identity theft or fraud. 


Essentially, we believe the Agencies have the process reversed from what it should be. 
The Agencies are proposing to require this costly and exhaustive process for accounts and 
transactions whether or not there is any identity theft or actual fraud going on there, instead of 
allowing the institution to focus attention and resources on where the problems really are, 
namely, those accounts and transactions where there is or is reasonably likely to be actual fraud 
or accounts where the identity of the customer is in question or cannot be verified. The 
Agencies’ approach is rather like conducting a search and rescue operation at sea by starting at 
the North Pole and carefully working south within a detailed grid to track every inch of the 
world’s ocean surface until the lifeboat is found, rather than going first to the place where the 
lost vessel was last heard from. The former approach may turn up a few seals that no one knew 


footnote
 5 In the Supplementary Information, the Agencies state that they “believe that a ‘possible risk’ of identity theft may 


exist even where the ‘possible existence’ of identity theft is not necessarily indicated” and thus that “it is important 
to include . . . precursors to identity theft as Red Flags. . . . Therefore, the Agencies have defined ‘Red Flags’ 
expansively to include those precursors to identity theft which indicate ‘a possible risk’ of identity theft”. 71 Fed. 
Reg., at 40790. Thus, apparently what institutions are supposed to be detecting as red flags are not only every 
possible risk of attempted fraud, but also every potential foreshadowing of every possible risk of attempted fraud. 
Instead of interpreting the statutory term “possible risk” in the direction of flexibility and in the context of a risk-
based assessment, the Agencies have instead gone in the opposite direction and interpreted “possible” to mean the 
possibility of a possibility. 
footnote


 6 - 16 C.F.R. 603.2(a), incorporated in proposed 12 C.F.R. 41.90(b)(4). 
footnote


 7 - Proposed 12 C.F.R. 41.90(d)(1); 71 Fed. Reg., at 40809. 
footnote


 8 - Proposed 12 C.F.R. 41.90(d)(2); 71 Fed. Reg., at 40809-10. 







needed rescuing, but the latter approach is more likely to be of any benefit to the survivors in the 
lifeboat. 


We believe the approach adopted by the Interagency Guidelines Establishing Information 
Security Standards issued by the federal banking agencies under the Gramm-Leach-Bliley Act 
(the “Information Security Guidelines”) is a better model to replicate in establishing a flexible 
and truly risk-based program for addressing identity theft. The Information Security Guidelines, 
unlike these red flag rules in the Notice, contemplate that a financial institution will conduct a 
“big picture” assessment of the applicable risks, taking into account the likelihood and potential 
damage of reasonably foreseeable threats, and then direct its resources to the particular accounts 
and circumstances that meet the profile of heightened risk, instead of stretching available 
resources past the breaking point by requiring review of every possible instance regardless of 
degree or likelihood of risk or damage. Under an approach similar to that in the Information 
Security Guidelines, a list of red flags provided by the Agencies would be examples to 
supplement the institution’s own experience in dealing with identity theft and fraud, instead of a 
mandatory checklist for institutions to tick off or be examined against. 


Turning from the general to the more specific, we offer the following comments on 
particular elements of the proposal in the Notice: 


Definition of “account”. The Agencies define a “customer” as a person that has an 
“account” at the financial institution, and “account” is defined as a continuing relationship 
through which the customer obtains a financial product or service consistent with section 4(k) of 
the Bank Holding Company Act. The intent is to provide a definition of “account” that is similar 
to that used in the various privacy regulations of the Agencies issued under the Gramm-Leach-
Bliley Act (“GLBA”). While we agree that the GLBA privacy approach is the right set of 
covered relationships to be covered by the red flag rules, we are concerned that the use of the 
term “account” in this particular context is problematic since the term “account” is already 
defined in the Fair Credit Reporting Act (the statute pursuant to which these red flag rules are 
being issued) as meaning something different. Thus, we recommend that the Agencies use a 
different term, such as “continuing relationship”. Also, we do not believe coverage should be 
extended to relationships that are not continuing—doing so would be inconsistent with customer 
identification program requirements under the Patriot Act as well as with the Agencies’ own 
privacy regulations. 


Coverage beyond consumers. The proposed definitions of “customer” and “account” 
extend these proposed red flag rules to commercial, business or nonconsumer accounts. We 
believe that these rules do not need to extend beyond accounts of individuals established for 
consumer purposes. Instances of identity theft have not historically been common with business 
or commercial accounts. Moreover, we are concerned that extending these rules to such 
accounts will only create opportunities for commercial customers to exonerate their own 
negligence in managing their business affairs by shifting the blame to the bank for not 
“discovering” pursuant to these red flag procedures and alerting the business customer about, for 







example, embezzlement or other fraudulent transactions by the customer’s own bookkeeper. 
Even if the Agencies do not make this change, there should at least be recognition in the rules 
that it is appropriate for the institution to devote most of its efforts at compliance to consumer 
purpose accounts when so warranted pursuant to a risk-based assessment. 


Risk evaluation. The proposed red flag rule requires an institution to consider four 
factors in identifying which red flags are relevant in a given situation: (1) which accounts are 
subject to a risk of identity theft, footnote


 9 (2) the methods provided to open these accounts, footnote
 10 (3) the 


methods provided to access these accounts, footnote
 11 and (4) the institution’s size, location and 


customer base. footnote
 12 These factors, particularly in the absence of a risk-based set of requirements, 


generally appear to be irrelevant to any determination of identity theft or actual fraud. Factors 
that are relevant, for example, are the number and severity of incidents, analysis of the root cause 
of such incidents, particular combinations or patterns of events and indicators, overall impact and 
cost of the incidents under review and the institution’s experience with what is important and 
what is not. We recommend that the Agencies stay away from providing lists of factors that 
institutions must consider, since at best such lists can only be illustrative and will be undergoing 
a constant process of change and development as institutions adapt to the ever-changing 
ingenuity of identity thieves and fraudsters. 


Inconsistent with Patriot Act. The Agencies acknowledge in the Supplementary 
Information that the proposed red flag rule requires use of the customer information program 
(“CIP”) procedures applicable under the Patriot Act to verify the identity of any “customer” as 
defined in the proposal, whereas “the CIP rules [under the Patriot Act] exclude a variety of 
entities from the definition of ‘customer’ and exclude a number of products and relationships 
from the definition of ‘account.’” footnote


 13 However, section 615(e) of the Fair Credit Reporting Act— 
the underlying statute for these red flag guidelines and regulations—indicates that such 
guidelines are not to be inconsistent with the CIP policies and procedures required under the 
Patriot Act. footnote


 14 Thus, it is difficult to understand why the Agencies believe they have the authority 
to expand the Patriot Act CIP requirements under these red flag rules in the way they have done. 
This is another reason why the definition of “account” needs to be more limited as indicated 
above. 


footnote
 9 Of course, if the standard is a potential foreshadowing of a possible risk of attempted fraud, they all are subject to 


this risk, making this factor essentially meaningless as a way to determine which red flags are relevant. 
footnote


 10 Which, if all accounts, is thus all methods of account opening, which again becomes meaningless. 
footnote


 11 All accounts again, thus all methods of access, thus again meaningless. 
footnote


 12 Presumably the institution’s size, location and customer base is a relative constant in the context of the postulated 
continuous daily review, and thus requiring this constant to be considered all the time presumably leads to the same 
conclusion every time, which again, if not meaningless, is at least pointless. Size of the institution is relevant in any 
cost-benefit analysis in allocation of resources in a risk-based approach to dealing with fraud and identity theft, but 
is not a factor in determining which red flags the institution determines are relevant to a particular instance of fraud 
or identity theft. 
footnote


 13 - 71 Fed. Reg., at 40792. 
footnote


 14 Section 615(e)(3) of the Fair Credit Reporting Act. 







Approval and periodic review by the institution’s board of directors. The Agencies 
acknowledge more than once in the Notice the fast-paced nature of the subject matter they are 
trying to regulate with this proposal—for example, that it may be difficult for them to keep up 
quickly enough with the rapidly evolving patterns of identity theft in identifying red flags that 
institutions must consider. footnote


 15 Notwithstanding that acknowledgment, the Agencies require an 
institution’s identity theft program under these red flag rules to be formally approved and 
reviewed at least annually by the institution’s board of directors (or a committee thereof), a 
requirement that has no basis in the underlying statute. Just as with action by the Agencies, 
board of director review by its very nature (and particularly in a post-Sarbanes-Oxley world of 
corporate governance) demands extensive documentation, drafting and review that is not 
designed to keep up with the fast-paced changes and developments inherent with instances of 
fraud and identity theft. Employees of the institution charged with complying with the 
institution’s identity theft program will understandably be reluctant to take action inconsistent 
with such a board-approved program (and in fact, are likely to be criticized by examiners for 
doing so), particularly such a detailed program as this one is required to be, hindering the 
institution’s ability to adapt quickly to changing circumstances. Furthermore, an institution’s 
board of directors, or even a committee thereof, does not typically have the expertise required to 
develop and review the details of what is necessary to combat fraud and identity theft that will 
typically be incorporated into this program. Furthermore, requiring an institution’s identity theft 
program to be approved by its board of directors when many other policies and programs are not 
subject to such a requirement appears to elevate the importance of this program over others that 
may be equally or more important. Since Congress has not seen fit to require an institution’s 
identity theft program to be review by its board of directors, we recommend that the Agencies 
abandon this requirement and allow such a program to be adopted and administered by the 
institution’s management that has the specialized expertise to deal with this subject matter. 


Equal Credit Opportunity Act. Footnote 23 in the Notice provides an interpretation of the 
Equal Credit Opportunity Act (“ECOA”) that cannot be correct. We question the need and 
appropriateness of even addressing this topic in the Notice, but if the Agencies believe it needs to 
be addressed, we respectfully request that the Agencies reconsider the interpretation they have 
set out. Essentially, the Agencies have stated that denial of a request for credit because of the 
existence of a fraud alert or active duty alert in the applicant’s credit file at a consumer reporting 
agency would be unlawful discrimination under ECOA because placing such alerts is a right 
being exercised by the applicant under the Consumer Credit Protection Act. But it simply cannot 
be the case that treating the applicant in a manner consistent with the applicant’s request, and 
consistent with statutory requirements, is a form of unlawful discrimination. Section 
605A(h)(1)(B)(1) of the Fair Credit Reporting Act (“FCRA”) prohibits a user of the consumer 
report from granting credit “unless the user utilizes reasonable policies and procedures to form a 
reasonable belief that the user knows the identity of the person making the request.” footnote


 16 In other 
words, if the creditor wants to extend credit in the presence of a fraud alert or active duty alert in 
the consumer’s credit report, the creditor must take the specified steps to confirm the identity of 


footnote
 15 - 71 Fed. Reg., at 40791. 


footnote
 16 - 15 U.S.C. 1681c-1. 







the applicant, but otherwise, the creditor is flatly prohibited from granting credit. The Agencies 
in footnote 23 have turned this statutory requirement around to make it say that whenever a 
credit file contains a fraud alert or active duty alert, the creditor “must take reasonable steps to 
verify the identity of the individual in accordance with the requirements of [this provision of 
FCRA].” Clearly, that statute does not say that, and thus this footnote should be withdrawn. 


Address discrepancies. The Agencies’ proposed rules with respect to verification and 
reconciliation of address discrepancies received from consumer reporting agencies has the 
potential, if not modified and placed in a risk-based context, to be the most burdensome 
requirement for unnecessary and useless efforts in all of the Notice. Anywhere from a quarter to 
a third of an institution’s customer base is likely to have an address change over the course of a 
year—either a new address or an additional or supplemental address (such as a vacation address 
or a snowbird address)—and it is our experience that virtually all address changes are legitimate 
and do not indicate fraud or identity theft. Yet this rule requires virtually every notice of an 
address discrepancy received from a consumer reporting agency to trigger a series of actions on 
the part of the receiving institution notwithstanding the fact that nothing whatsoever is amiss 
with the customer’s account or transactions. We understand that there is a statutory requirement 
here that needs to be implemented, but in several ways the Agencies have gone beyond what is 
required by the statute and unnecessarily increased the resulting regulatory burden in a context 
when in virtually every instance there is nothing substantial to be gained by the consumer or 
anyone else because of the low instance of fraudulent address changes. We appreciate that the 
Agencies have indicated that in meeting the statutory requirement to form a reasonable belief 
that the user knows the identity of the person to whom the consumer report relates, the institution 
may rely on the institution’s CIP under the Patriot Act. However, in the Supplementary 
Information the Agencies go on to state that “a user could use its existing CIP policies and 
procedures to satisfy this requirement, so long as it applies them in all situations where it 
receives a notice of address discrepancy.” footnote


 17 It is not clear why use of an institution’s CIP 
procedures would be compliant if used in every circumstance, but not compliant if not used in all 
circumstances, and this comment should be withdrawn. Additionally, the underlying statute 
requires an institution to reconcile an address discrepancy with a consumer reporting agency 
only in the context of the user establishing a relationship with the consumer, but the proposed 
rule expands this requirement to reconcile the address when the notice of address discrepancy is 
received with respect to a consumer with whom the institution already has an existing 
relationship. There is no reasonable basis in this case for the Agencies to issue a rule which 
exceeds the underlying statutory obligation when in virtually every case the address discrepancy 
is no indication of any problem. Moreover, the proposed rule requires users to “reasonably 
confirm that an address is accurate” before reconciling that address by sending it to the consumer 
reporting agency. There is nothing in the statute that requires this additional step of confirming 
the accuracy of the consumer’s address. In addition to being beyond the statutory obligation, 
such a confirmation or verification requirement is unnecessary and exceedingly burdensome in a 
context where virtually every address change is legitimate and where the institution has no 


footnote
 17 - 71 Fed. Reg., at 40795. 







reason otherwise to question the consumer’s identity. Such a verification requirement will entail 
substantial additional costs of preparing and mailing out confirmations or otherwise performing 
reviews of information the institution already believes is accurate, particularly when the 
institution has probably just obtained such address information from the consumer in the context 
of the application for the relationship being established. The Agencies should consider that the 
address furnished by the institution that triggers the notice of address discrepancy from the 
consumer reporting agency is generally furnished in the context of a request for a consumer 
report at generally the same time as the institution is reasonably concluding that it knows the 
identity of the consumer through application of the institution’s CIP procedures. Unless there is 
some other indication that something is amiss, the receipt of a notice of address discrepancy by 
itself is such a low indicator of a potential problem that triggering all of these additional 
obligations beyond what the underlying statute requires is unnecessary regulatory burden that the 
Agencies should abandon. 


Effective date. We believe it could take up to 18 months to two years for institutions to 
be able to come into compliance with these proposed rules, considering their complexity and 
burden, footnote


 18 and considering many of the other statutory and regulatory requirements that financial 
institutions are also being required to implement at this time, such as compliance with the 
interagency authentication guidance, do-not-fax rules, SPAM rules, and changes in anti-money 
laundering, Bank Secrecy Act and anti-terrorist requirements, not to mention initiatives that the 
institution may be making for its own business or customer service reasons. 


Thank you for consideration of these comments. If you have any questions concerning 
our comments, or if we may otherwise be of assistance in connection with this matter, please do 
not hesitate to contact me at 614-480-5760. 


Sincerely, 


Daniel W. Morton signature 
Daniel W. Morton 
Senior Vice President & Senior Counsel 


footnote
 18 The Agencies’ estimate of the burden associated with this proposal in the Paperwork Reduction Act section of the 


Notice cannot be a realistic estimate, even as an average. Huntington, for example, has already spent significantly 
more than 39 person-hours just in reviewing and responding to this Notice, considering that most areas of the 
institution are affected by this proposal. 
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business of supplying financial services to their customers. I believe banks should not be burdened 
once again with more rules and regulations that do not further their goal of providing financial 
services to people. It would be time consuming and unduly difficult to require banks to comply with 
the proposed rules. 








September 15, 2006 


Ms. Jennifer J. Johnson, Secretary 
Board of Governors of the Federal Reserve System 
20th  Street and Constitution Avenue, N.W. 
Washington, DC 20551 


Re: 	 Joint Proposal Rulemaking Implementation of Sections 114 and 315 of the Fact Act Red 
Flag Guidelines – FRB Docket No. R-1255 


Dear Ms. Johnson, 


As a leader in the financial services industry (“the industry”), Fifth Third welcomes the 
opportunity to comment on the proposed regulations issued by the Federal Reserve, OCC, FDIC, 
OTS, NCUA, and FTC (“The Agencies”) related to implementation of Sections 114 and 315 of 
the Fair and Accurate Credit Transactions Act of 2003 (“FACT Act”) 


Fifth Third recognizes the Agencies’ attempt to create uniform guidelines for financial 
institutions and creditors identifying patterns practices, and specific forms of activity that indicate 
the possible existence of identity theft.  In addition, these proposed regulations include a 
provision requiring debit and credit card issuers to assess the validity of a request of a change of 
address under certain circumstances and a provision related to procedures users of consumer 
reports must employ when they receive a notice of address discrepancy from a consumer 
reporting agency.    


However, we believe that the proposed rules are overly prescriptive, exceed the statutory 
language, and will result in serious unintended consequences that would negatively affect the 
financial services industry. 


Summary 


The financial industry currently devotes significant resources to anti-fraud and loss prevention 
programs including identity theft related concerns.  We would like to emphasize that financial 
institutions incur significant costs in direct fraud loss, operational time and expense in assisting 
affected customers, and customer service impacts, and accordingly, are highly motivated to create 
effective and efficient risk-based processes to combat these crimes.  These programs are dynamic 
and continually adjusted to respond to emerging threats and individual institution experience.  We 
believe the regulations as proposed are not flexible and do not constitute risk-based guidelines as 
per the Agencies’ stated intentions.  Instead, they will create a static checklist mentality that will 
focus on paperwork to document compliance with the Red Flag procedures outlined in the 
Appendix. 







We strongly recommend the Agencies consider the following comments and recommendations: 


•	 Regulate by objective with guidelines and not prescriptive checklists.  We believe an 
approach used in the “Interagency Guidelines Establishing Information Security 
Standards” is an appropriate framework and has worked well.   


•	 Clarify the “Red Flag” appendix procedures as risk-based guidelines for reference and 
not a de-facto checklist. 


•	 Eliminate redundant and excessive documentation requirements. The proposed 
regulations discuss coordination with financial institutions’ information security and 
Customer Identification Programs.   We do not believe a separate written “Red Flag” 
program is needed or required that will simply require additional documentation to show 
coordination with other programs already in place. 


•	 The guidelines should focus on the financial institution’s risk-assessment process related 
to fraud and identity theft trends and threats and the design of the overall program. 


•	 We are concerned that in some areas the scope of the proposed regulation exceeds the 
statutory requirements.  Specifically the extension of the definition of account to include 
business credit and services and the requirement for Board approval of the program are 
not required by statute. 


•	 Identity theft related threats are rapidly changing as a result of technology and financial 
institution programs need to be risk-based and dynamic as a result.  For this reason, 
extensive program documentation and the Board approval requirement in the proposed 
rules is not practical. 


Conclusion 


Fifth Third urges the Agencies to revise the proposed rules into broadly defined risk-based 
guidance that will enable the industry to continue to develop flexible and effective programs 
rather than prescriptive identity theft compliance documentation.  This will allow financial 
institutions to focus on continuing to develop their anti-fraud and identity theft programs in a 
manner consistent with the size of the institution and identified threats. 


We appreciate the opportunity to comment on this proposal. Should you wish to discuss any 
elements of this letter further, please call me at (513) 534-6910. 


Sincerely, 


Mary E. Tuuk 
Senior Vice President 
Director of Risk Policy and Chief Compliance Officer 
Fifth Third Bancorp 


cc: Malcolm Griggs, Chief Risk Officer 
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San Francisco, CA 94119-4607 
U.S.A. 


t 415-932-2178 
f 415-932-2525 


September 15, 2006 


Jennifer J. Johnson 
Secretary 
Board of Governors of the Federal Reserve 


System 
20th Street and Constitution Avenue, NW 
Washington, DC 20551 
Attention: Docket No. R-1255 


Federal Trade Commission 
Office of the Secretary 
Room H-135 (Annex M) 
600 Pennsylvania Avenue, NW 
Washington, DC 20580 
Attention: The Red Flags Rule, 
Project No. R611019 


Office of the Comptroller of the Currency 
250 E Street, SW 
Mail Stop 1-5 
Washington, DC 20219 
Attention: Docket No. 06-07 


Robert E. Feldman 
Executive Secretary 
Federal Deposit Insurance Corporation 
550 17th Street, NW 
Washington, DC 20429 
Attention: Comments 
RIN 3064-AD00 


Mary F. Rupp 
Secretary of the Board 
National Credit Union Administration 
1775 Duke Street 
Alexandria, VA 22314-3428 


Regulation Comments 
Chief Counsel's Office 
Office of Thrift Supervision 
1700 G Street, NW 
Washington, DC 20552 
Attention: No. 2006-19 


Re: Identity Theft Red Flags and Address Discrepancies Under the 
Fair and Accurate Credit Transactions Act of 2003 


Ladies and Gentlemen: 


This letter is submitted on behalf of Visa U.S.A. Inc. in response to the proposed 
regulations ("Proposal") by the Board of Governors of the Federal Reserve System, the 
Federal Deposit Insurance Corporation, the Federal Trade Commission, the National Credit 
Union Administration, the Office of the Comptroller of the Currency, and the Office of Thrift 
Supervision (collectively, the "Agencies"), published in the Federal Register on July 18, 
2006. footnote 1 The Proposal requests public comment on rules requiring the implementation of 
reasonable policies and procedures to detect "Red Flags" indicating the possible existence of 
identity theft and assessing change-of-address requests (collectively, "Red Flag Rules") and 
rules requiring reasonable policies and procedures to respond to a notice of an address 
discrepancy ("Address Rule"), under sections 114 and 315 of the Fair and Accurate Credit 
Transactions Act of 2003 ("FACT Act"). Visa appreciates the opportunity to comment on 
this important matter. 


footnote
 1 Identity Theft Red Flags and Address Discrepancies Under the Fair and Accurate Credit Transactions Act of 


2003, 71 Fed. Reg. 40,786 (July 18, 2006). 







The Visa Payment System, of which Visa U.S.A. footnote
 2 is a part, is the largest consumer 


payment system, and the leading consumer e-commerce payment system, in the world, with 
more volume than all other major payment cards combined. In calendar year 2005, Visa 
U.S.A. card purchases exceeded a trillion dollars, with over 510 million Visa cards in 
circulation. Visa plays a pivotal role in advancing new payment products and technologies, 
including technology initiatives for protecting personal information and preventing identity 
theft and other fraud, for the benefit of Visa's member financial institutions and their 
hundreds of millions of cardholders. 


THE RED FLAG RULES SHOULD BE HARMONIZED WITH EXISTING REQUIREMENTS 


Visa is pleased that the Agencies have taken a risk-based approach to the Red Flag 
Rules; however, Visa is concerned that, contrary to the Agencies' apparent intent, the Red 
Flag Rules could be interpreted to require complex and sophisticated new programs to combat 
identity theft. Visa believes that such programs are unnecessary because financial institutions 
already have in place extensive and effective programs that address identity theft. In most 
cases, financial institutions should be able to meet the purposes of the Red Flag Rules by 
documenting existing procedures and making relatively simple modifications to existing 
procedures. Accordingly, Visa believes the Agencies should harmonize the Red Flag Rules 
with the existing requirements and procedures for verifying the identity of customers and 
protecting customers from fraud involving their accounts. 


One of the greatest risks to consumers due to identity theft arises from the account-
opening process. It is unauthorized accounts that give rise to the need for consumers to 
correct, sometimes repeatedly, their credit histories. Conversely, the largest losses to 
financial institutions arise from fraud on existing accounts where common law, federal 
legislation, and industry standards, including Visa's "zero liability" policy, protect consumers 
from liability for fraudulent transactions. In both cases, well-developed programs are already 
in place to address these risks. Visa believes that the final Red Flag Rules should allow 
financial institutions to develop their own risk-based procedures regarding identity theft that 
consider their own experiences, as well as the protections already afforded by section 326 of 
the USA PATRIOT Act for opening accounts, and the Truth in Lending Act, the Electronic 
Fund Transfer Act, and the Uniform Commercial Code for fraud on existing accounts. 


The Red Flag Rules Should Give Financial Institutions Broad Discretion to Implement a Risk-
Based Identity Theft Prevention Program 


Section 114 of the FACT Act directs the Agencies to adopt guidelines that are not 
inconsistent with the policies and procedures required under the Customer Identification 
Program rules prescribed under section 326 of the USA PATRIOT Act ("CIP Rules"). footnote


 3 The 
CIP Rules are designed to address concerns for national security and, in connection with the 
war against trafficking in illegal drugs, the prevention of money laundering. Section 114 of 
the FACT Act contemplates that the procedures adopted by financial institutions to meet the 


footnote
 2 Visa U.S.A. is a membership organization comprised of U.S. financial institutions licensed to use the Visa 


service marks in connection with payment systems. 
footnote


 3 - 31 U.S.C. § 5318(l); 31 C.F.R. § 103.121. 







requirements of the CIP Rules also would address the risk of the opening of fraudulent 
accounts to commit identity theft. In fact, this is the case, and a properly implemented 
customer identification program ("CIP") should also satisfy the account-opening requirements 
of the Red Flag Rules. However, as proposed, the Red Flag Rules could be read to require 
substantial modifications to the systems that financial institutions have developed to identify 
and verify the identity of each customer and, therefore, would be inconsistent with the 
policies and procedures currently used in accordance with the CIP Rules. 


As noted in the Proposal, footnote
 4 the Agencies should adopt Red Flag guidelines that are 


consistent with the CIP Rules. Despite the clear mandate set forth in section 114 of the FACT 
Act, the Red Flag Rules, as proposed, could be viewed as requiring substantial modifications 
to the systems that financial institutions have developed to identify and verify each customer 
at the time an account is opened and, therefore, would be inconsistent with the CIP Rules. 
Visa believes that, consistent with the plain language of section 114, the Agencies should 
modify the requirements relating to account-opening processes to provide that satisfaction of 
the CIP Rules also satisfies the Red Flag Rules in connection with opening accounts. 


Specifically, section .90(d)(2)(1) of the Red Flag Rules would require a financial 
institution to include in its Identity Theft Prevention Program ("Program") "reasonable 
policies and procedures designed to prevent and mitigate identity theft in connection with the 
opening of an account," including policies and procedures to "[o]btain identifying information 
about, and verify the identity of, a person opening an account." This general requirement is 
consistent with the CIP Rules. However, the proposed Red Flag Rules could be read to 
impose additional and substantial obligations on financial institutions to detect, prevent, and 
mitigate identity theft in connection with the opening of an account, namely to: 


(1) "Detect the Red Flags identified pursuant to paragraph (d)(1) of this section;" footnote
 5 


(2) "Assess whether the Red Flags detected pursuant to paragraph (d)(2)(2) of this section 
evidence a risk of identity theft;" footnote


 6 and 


(3) "Address the risk of identity theft, commensurate with the degree of risk posed," footnote
 7 such 


as by taking one or more of nine listed actions, some of which appear to be wholly 
unrelated to the context of account-opening processes. footnote 8 


Visa believes that each of these additional measures is inconsistent with the CIP 
Rules, which, as the Proposal correctly states, only "require verification of the identity of 
customers opening accounts." footnote


 9 Although some or all of these measures may be part of an 


footnote
 4 - 71 Fed. Reg. at 40,792. 


footnote
 5 Proposal § _.90(d)(2)(2). 


footnote
 6 In addition to this general requirement, the Agencies have proposed that "[a]n institution or creditor must have 


a reasonable basis for concluding that a Red Flag does not evidence a risk of identity theft." 
Proposal § .90(d)(2)(3). For ease of reference and consistency with the Proposal, references to the proposed 
regulations use the shared numerical suffix of each of the agency's regulations. 71 Fed. Reg. at 40,789. 
footnote


 7 Proposal § _.90(d)(2)(4). 
footnote


 8 Proposal § _.90(d)(2)(4)(A)-(I). 
footnote


 9 - 71 Fed. Reg. at 40,792. 







existing CIP adopted by a financial institution, the final Red Flag Rules should make it clear 
that the requirements of the rules for account openings can be met by an appropriate CIP. 


Similarly, for existing accounts, financial institutions have a wide variety of programs 
in place to address fraud conducted on these existing accounts. The federal Truth in Lending 
Act, the Electronic Fund Transfer Act, and the Uniform Commercial Code, as well as state 
common law, limit the extent to which losses for fraudulent transactions on existing accounts 
can be imposed on consumers. Indeed, financial institutions have gone beyond these 
requirements to protect their customers from losses due to fraud, such as through Visa's 
implementation of its "zero liability" policy. Because they absorb the losses from fraudulent 
transactions, financial institutions have well-developed programs that have withstood years of 
supervisory scrutiny to control these risks. Moreover, financial institutions are continually 
updating their programs to combat account fraud. These programs range from judgmental 
reviews of individual transactions to sophisticated neural networks, such as those employed 
by Visa and its members, that are designed to identify patterns of fraudulent activity. While 
the various components of these programs may not be cataloged and described in one place 
today, the Red Flag Rules should focus on documenting this process to control fraud losses, 
rather than creating new and different, and less cost-effective, programs based on a list of 
possible fraud indicators. 


In this regard, Visa is concerned that the list of Red Flags in the Red Flag Rules may 
be viewed as a presumptive list that applies to all accounts at all financial institutions so that 
financial institutions must incorporate the Red Flag Rules on the list into their own programs 
or justify why they did not. While Visa believes that the list is helpful to financial 
institutions, particularly smaller financial institutions, because it might alert them to certain 
issues or practices about which they were unaware, Visa believes that specific incorporation 
of Red Flags from the list should be at the discretion of each financial institution. Each 
financial institution should only be required to document how its procedures address the risks 
of account fraud. Visa believes that the Agencies should avoid adopting a rule that would 
lead to "checklist" methods of examining financial institutions for compliance, whereby 
examiners could criticize an institution's policies and procedures for neglecting to identify 
and address each and every Red Flag, including those that are unrealistic or unforeseen. Visa 
urges the Agencies to expressly state in the text of the Red Flag Rules that a financial 
institution may implement a Program that identifies, assesses, or responds to those particular 
Red Flags as indicated by the institution's own risk evaluation. Correspondingly, the Red 
Flag Rules should expressly provide that an institution complies with the Red Flag Rules even 
if its Program does not include specific policies or procedures to identify, assess, or respond 
to any individual Red Flag prescribed by the Agencies. 


Clarify Ability to Use "Other Means" to Assess Change-of-Address Requests 


Section .91 of the Red Flag Rules requires a card issuer to assess the validity of a 
change of address if the card issuer receives a change-of-address notice and, within a short 
period afterwards, receives a request for an additional or a replacement card for the account. 
The concern is that an identity thief may have sent in the change-of-address request, 
unbeknownst to the cardholder, and then have a new card sent to the fraudulent address. In 
these cases, verifying the authenticity of either the changed address or the request for the new 







card should prevent the fraud. As a practical matter, verification is likely to be achieved by 
verifying the identity of the person making the request. Section .91(c)(3) of the Red Flag 
Rules would allow a financial institution that is a "card issuer" to assess the validity of a 
change-of-address request by a cardholder by notifying the cardholder or by using "other 
means," "in accordance with the policies and procedures the card issuer has established 
pursuant to [the Red Flag Rules]." As the Proposal recognizes, footnote


 10 the requirements of this 
provision are specified by section 114 of the FACT Act. Visa believes that the Agencies 
should permit each card issuer to implement its own risk-based policies and procedures that 
allow the issuer to assess the validity of a change-of-address request through authentication of 
the person making the request and other means that are in accordance with the issuer's 
Program. Accordingly, Visa believes that it is important for the Agencies to retain this 
provision in the final rules. In addition, Visa believes that this provision should be modified 
to clarify that card issuers are permitted to apply appropriate systems used to authenticate 
customers to protect against fraud to satisfy this requirement of the Red Flag Rules. 


THE ADDRESS RULE SHOULD CONFORM TO THE STATUTE 


Section 315 of the FACT Act requires the Agencies to prescribe "reasonable policies 
and procedures" applicable to a user of a consumer report "to reconcile the address of the 
consumer with the consumer reporting agency [("CRA")] by furnishing such address to such 
[CRA] as part of information regularly furnished by the user for the period in which the 
relationship is established." footnote 11 The statute contemplates a simple system for updating a 
consumer's address at a CRA by having a user of consumer reports that also furnishes 
information to the CRA report the different, presumably new, address to the CRA. This 
process will enhance the accuracy of address information maintained in the files of consumer 
reporting agencies from which consumer reports are produced, even though it cannot be 
counted on to definitively establish a consumer's address, if only because some consumers 
legitimately use different addresses for different purposes. 


The Agencies have proposed to require a user of consumer reports to independently 
confirm the accuracy of a consumer's address—"[e]ven when the user is able to form a 
reasonable belief that it knows the identity of the consumer." footnote


 12 Specifically, the Address Rule 
would require, in relevant part, a user to "develop and implement reasonable policies and 
procedures for furnishing an address for the consumer that the user has reasonably confirmed 
is accurate to the [CRA] from whom it received the notice of address discrepancy." footnote 13 There 
is no basis in the language or structure of section 315 of the FACT Act to require a user of a 
consumer report to confirm the accuracy of the address itself. The Agencies should strike this 
additional requirement from the final Address Rule. Placing this confirmation duty on 
furnishers of information to CRAs is not only inconsistent with the statute, it also is 
inconsistent with the voluntary scheme of furnishing information to CRAs that is a 
cornerstone of the Fair Credit Reporting Act ("FCRA"). 


footnote
 10 - 71 Fed. Reg. at 40,794. 


footnote 11 - 15 U.S.C. § 1681c(h)(2). 
footnote


 12 - 71 Fed. Reg. at 40,796. 
footnote


 13 Proposal § .82(d)(1) (emphasis added). 







The FCRA reflects a longstanding policy of voluntary reporting to CRAs. The FACT 
Act amendments did not modify that policy. Financial institutions have strong incentives to 
maintain accurate information about their customers as a fundamental part of conducting their 
businesses and have established policies and procedures to comply with a wide range of 
regulatory requirements that enhance their ability to maintain and furnish accurate 
information about their customers. The Address Rule, as proposed, would impose new 
requirements on financial institutions that voluntarily furnish information to CRAs in 
accordance with the FCRA. 


In order to maintain and promote broad participation in the consumer reporting 
system, the Agencies should adhere to the language set forth in section 315 of the FACT Act 
and require a user to reconcile the address information solely "by furnishing such address to 
such [CRA] as part of information regularly furnished by the user for the period in which the 
relationship is established." footnote


 14 Thus, if the user "[c]an form a reasonable belief that it knows 
the identity of the consumer for whom the consumer report was obtained," pursuant to 
section .82(d)(1)(1), the user should be allowed to comply with its obligation to "reconcile" 
the consumer's address with the CRA solely by furnishing to the CRA the address 
information maintained by the user "as part of information regularly furnished by the user for 
the period in which the relationship is established." footnote


 15 Permitting a user to furnish the 
consumer's address as part of the information regularly furnished by the user is consistent 
with the statutory language and the purposes of section 315 because, in this particular context, 
the user also should establish or maintain a "continuing relationship" with the consumer, as 
described in section .82(d)(2)(2). Moreover, by incorporating the statutory language in the 
final rule, the Agencies would promote the implementation of policies and procedures that are 
consistent with the existing voluntary reporting policy under the FCRA. 


ADDITIONAL ISSUES 


The Red Flag Rules Should Not Require Approval by the Board of Directors 


As noted above, the issues covered by the Red Flag Rules are already being addressed 
by financial institutions. The Proposal seeks comment on whether the provision of the Red 
Flag Rules regarding oversight "properly allocates the responsibility for oversight and 
implementation of the Program between the board and senior management." footnote


 16 Visa believes 
that, in light of these existing programs, establishing formalistic approval requirements going 
forward is unnecessary. Although each financial institution should be required to assign 
oversight responsibilities for the development, implementation, and maintenance of its 
Program, the Red Flag Rules should not mandate specific duties and assign these duties to the 
board and to senior management. To do so will divert the attention of senior management and 
the board of directors from other issues of greater significance to the safety and soundness of 
the financial institution. Instead, the Agencies should adopt final rules that grant discretion to 
each financial institution to adopt general oversight responsibilities for its Program and permit 


footnote
 14 -15 U.S.C. § 1681c(h)(2)(B)(2). 


footnote 15 Id. 


footnote
 16 - 71 Fed. Reg. at 40,793. 







the institution to assign the particular oversight responsibilities that are consistent with the 
institution's risk evaluation. 


The Agencies' Comment on the Equal Credit Opportunity Act Should Be Retracted 


In a footnote, the Agencies state that, in the event that a creditor receives a consumer 
report containing a fraud alert or an active duty alert, "a creditor must take reasonable steps to 
verify the identity of the individual in accordance with the requirements of [section 605 A of 
the FCRA] before extending credit, closing an account, or otherwise limiting the availability 
of credit." footnote


 17 In this context, the Agencies proffer a comment on the application of the Equal 
Credit Opportunity Act ("ECOA") to these situations. This footnote raises complex issues 
under the ECOA and FCRA that require a more thorough airing than this footnote. Therefore, 
the footnote should be retracted in the final rules. 


We appreciate the opportunity to comment on this important matter. If you have any 
questions concerning these comments or if we may otherwise be of assistance in connection 
with this matter, please do not hesitate to contact me, at (415) 932-2178. 


Sincerely, 


Russell W. Schrader 
Senior Vice President and 
Assistant General Counsel 


footnote
 17 Id. at 40,792 n.23. 








FIRST CITIZENS BANK 


16 East Rowan Street 
Raleigh, NC 27609 


September 18, 2006 


Re: Joint Proposal rulemaking 
Implementation of Section 114 and 315 of the FACT Act 
Identity Theft Red Flag Guidelines 
OCC Docket No. 06-07; FRB Docket No. R-1255; FDIC RIN 3064-AD00; OTS 
No. 2006-19; NCUA (No Docket No.); FTC RIN 3084-AA94 
71 Federal Register 40786, 18 July 2006 


Ladies and Gentleman: 


First-Citizens Bank and Trust Company (First Citizens Bank) is a state-chartered, non 
Federal Reserve member bank headquartered in Raleigh, N.C. with over $13 billion in 
assets. Its over 340 branches are located in North Carolina, Virginia, West Virginia, 
Tennessee, and Maryland. 


First-Citizens Bank respectfully submits its comments to the Identity Theft Red Flags and 
Address Discrepancies under the Fair and Accurate Credit Transactions Act of 2003 as 
published in the Federal Register of 18 July 2006. 


While the proposal has many merits and worthwhile goals, First-Citizens Bank would 
like to inform the agencies of the burden that one component of this proposal would place 
on it and question the benefits of complying with the proposal. 


Monthly, First Citizens Bank opens over 12,000 consumer checking and loan accounts. 
Each of these accounts is opened in compliance with the USA PATRIOT Act that assures 
that First Citizens Bank has reason to believe that it knows the true identity of the 
individual seeking to open the account. 


Before opening each account, First Citizens Bank obtains a consumer report from a 
consumer reporting agency to ascertain whether the consumer qualifies for these 
accounts. The consumer reporting agency notifies First Citizens Bank that over 40% of 
these accounts have address discrepancies. 


Thus, while First Citizens Bank has formed a reasonable belief that it knows the true 
identity of the individual, nearly half of these individuals have an address discrepancy for 
one reason or another. 







Requiring banks to update their customers’ addresses maintained by the credit reporting 
agencies will add burdens, costs, and time to the account opening process while adding 
little value to mitigating identity theft since banks must already comply with the USA 
PATRIOT Act requirements. 


Therefore, First Citizens Bank respectfully requests that the provision related to the 
requirement to furnish the consumer’s address to a consumer reporting agency be 
reevaluated in light of the high costs and low benefits. 


First Citizens Bank appreciates being given the opportunity to comment on the proposal. 


Sincerely, 


Michael LaVacca signature 


Michael LaVacca 
Chief Compliance Officer 
Group Vice President 
First Citizens Bank 








Massachusetts Bankers Association 


September 18, 2006 


Jennifer J. Johnson 
Secretary 
Board of Governors of the Federal Reserve System 
Attention: Docket No. R-1255 
20th Street and Constitution Avenue, NW 
Washington, DC 20551 


RE: RIN 3084-AA94, “Red Flags Rule” 


Dear Ms. Johnson: 


On behalf of our 210 commercial, savings, cooperative, and savings and loan members throughout 
Massachusetts and New England, the Massachusetts Bankers Association (MBA) appreciates the 
opportunity to comment on the proposed regulations related to implementation of Sections 114 and 315 of 
the Fair and Accurate Credit Transactions Act of 2003 (FACT Act). The Agencies are jointly proposing 
guidelines for financial institutions and creditors identifying patterns, practices, and specific forms of 
activity that indicate the possible existence of identity theft (Red Flags). 


MBA and our member banks strongly support efforts to protect confidential customer information. 
Banks have strong incentives to combat financial fraud and identity theft, since they often suffer 
reputation and economic risk if they fail to protect customer information. Banks have made significant 
strides in upgrading information security systems and implementing policies and procedures to better 
protect customer information in recent years. 


We are seriously concerned that the proposed rule is overly complex, duplicative of many current 
regulatory and statutory requirements, and does not give banks the needed flexibility to implement 
effective anti-fraud programs that are risk-based. In fact, we believe that the rule as proposed creates an 
inflexible checklist that may inhibit institutions from effectively addressing evolving threats. 


For example, the proposed Red Flag regulations require banks to develop at a program based on the 
institution’s risk assessment to address risks of identity theft. The proposal indicates that the program 
should be appropriate to the size and complexity of the institution, reflect the nature and scope of its 
activities, and enable the institution to respond to changing identity theft risks as they arise. However, 
many of the required elements in a Red Flag program are already incorporated into other policies and 
procedures related to the Customer Identification Program (CIP), anti-money laundering (AML) 
programs, the Gramm-Leach-Bliley Act (GLBA) information security rules, and other fraud prevention 
programs. 


Instead of mandating the creation of a duplicative Identity Theft Prevention program, we encourage 
the agencies to focus on existing fraud prevention efforts at each institution. In particular, the regulatory 
burden of developing a written ID Theft Prevention program could be significant; however the institution 
may already have many, if not all, of the required policies and procedures incorporated into existing 
programs. 







The proposal also assumes that all the Red Flags listed are relevant to every financial institution. It 
puts the burden on the bank to analyze each Red Flag and persuade examiners that a particular one does 
not apply to a product. This puts a considerable burden on smaller institutions, which, instead of tailoring 
Red Flags to each product, might apply every Red Flag to every product simply to avoid the extensive 
analysis and documentation the proposed rule requires. 


In addition, financial institutions will incur costs to re-design identity theft and fraud programs into 
packages that fit into the regulatory regime examiners expect. As we’ve noted, many identity theft and 
fraud prevention efforts are integrated throughout the institution. An institution may be extremely adept 
at preventing ID theft, however if a program is not in place that has all of the required regulatory 
paperwork justifying each and every element contained in the regulation, the bank could come under 
regulatory scrutiny and criticism. Consequently, ID theft prevention will actually become less risk-based 
at some institutions. 


MBA believes that the agencies should revise and simplify the proposed regulation concerning the 
Red Flag guidelines to reflect the current information security environment. In addition, any proposed 
regulation should include reasonably designed procedures that assist banks, particularly small community 
banks, in fighting identity theft rather than on burdensome new regulatory compliance requirements. 


Thank you for the opportunity to comment on the proposed regulation. If you need additional 
information or have any questions regarding our comments, please contact me at (617) 523-7595 or via 
email at jskarin@massbankers.org. 


Sincerely 


Jon K. Skarin signature 
Jon K. Skarin 
Director, 
Regulatory & Legislative Policy 


Massachusetts Bankers Association, Inc. 
73 Tremont Street, Suite 306 
Boston, MA 02108-3906 
Tel: 617-523-7595 / Fax: 617-523-6373 
http://www.massbankers.org 
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Date: Sep 18, 2006 


Proposal: Interagency Notice of Proposed Rulemaking: Identity Theft 
Red Flags and Address Discrepancies under the Fair and 
Accurate Credit Transactions Act of 2003 


Document ID: R-1255 
Document Version: 1 
Release Date: 07/18/2006 
Name: Tony Marcus 
Affiliation: 
Category of Affiliation: 
Address: 516 Industry Way
 Suite A 
City: Imperial 
State: CA 
Country: UNITED STATES 
Zip: 92251 
PostalCode: n/a 


Comments: 
Date: August 31, 2006 Proposal: Interagency Notice of Proposed Rulemaking: Identity Theft Red 
Flags and Address Discrepancies under the Fair and Accurate Credit Transactions Act of 2003 
Document ID: R-1255 Document Version: 1 Release Date: 07/18/2006 Name: Tony Marcus 
Affiliation: Rabobank, NA Address: 516 Industry Way, Suite A City: Imperial State: CA Country: 
UNITED STATES Zip: 92251 Comments: Banks are already heavily burdened by trying to comply 
with all sorts of rules and regulations that are not directly associated with their business of supplying 
financial services to their customers. It would be time consuming and unduly difficult to require 
banks to comply with the proposed rule. Free credit reports to consumers makes it easy to dispute 
information, four aggregate reports makes it hard for consumers to dispute since there is no 
relationship between agencies. Financial institutions are aware of the growing problem of Identity 
Theft and are taking steps to positively identify their customers through their BSA/CIP/USA 
PATRIOT Act policies and procedures. We also have rules in place that we follow for identifying 
‘Suspicious Activity’ on accounts. I believe that this proposed rule would place additional undue 
burden on banks that are in the business of providing financial services to their customers. It would 
be nice to see the regulatory agencies band together to develop educational materials to distribute to 
the public at large about Identity Theft and steps that can be taken to prevent it, or detect it from the 
consumer end. 








National Association of Mortgage Brokers 


September 18, 2006 


Jennifer J. Johnson 
Secretary 
Board of Governors of the 


Federal Reserve System 
20th Street and Constitution Avenue, NW 
Washington, DC 20551 
Docket No. R-1255 


Regulation Comments 
Chief Counsel’s Office 
Office of Thrift Supervision 
1700 G Street, NW 
Washington, DC 20552 
Attn: No. 2006-19 


Robert E. Feldman 
Executive Secretary 
Federal Deposit Insurance Corporation 
550 17th Street, NW 
Washington, DC 20429 
RIN 3064-AD00 


Office of the Comptroller of 
the Currency 


Public Reference Room 
250 E Street, SW 
Mail Stop 1-5 
Washington, DC 20219 
Attn: Public Information, Docket No. 06-07 


Ms. Mary Rupp 
Secretary of the Board 
National Credit Union Administration 
1775 Duke Street 
Alexandria, VA 22314-3428 


Federal Trade Commission 
Office of the Secretary 
Room H-135 (Annex M) 
600 Pennsylvania Avenue, NW 
Washington, DC 20580 
The Red Flags Rule, Project No. R611019 


Dear Sir or Madam: 


The National Association of Mortgage Brokers (“NAMB”) appreciates the opportunity to 
submit the following comments in response to the notice and request for comment published 
jointly by the Office of the Comptroller of the Currency (“OCC”), Board of Governors of the 
Federal Reserve System (“Board”), Federal Deposit Insurance Corporation (“FDIC”), Office 
of Thrift Supervision (“OTS”), the National Credit Union Administration (“NCUA”), and the 
Federal Trade Commission (“FTC”) (together, the “Agencies”) on Identity Theft Red Flags 
and Address Discrepancies Under the Fair and Accurate Credit Transactions Act of 2003 
(“FACT Act”) (“joint notice of proposed rulemaking” or “JNPR”), Docket No. R -1255 (71 
Fed. Reg. 40786 (July 18, 2006)). We commend the Agencies in their efforts to deter identity 
theft and ensure that financial institutions and creditors have proper policies and procedures in 







place to detect patterns, practices, and specific forms of activity that indicate the possible 
existence of identity theft. 


NAMB is the only trade association exclusively devoted to representing the mortgage 
brokerage industry and speaks on behalf of more than 25,000 members in all 50 states and the 
District of Columbia. By adhering to a strict code of ethics and best lending practices, 
NAMB members guide consumers through the mortgage loan origination process. NAMB 
members act as intermediaries between consumers, lenders, and other settlement service 
providers participating in the loan origination process during the purchase or refinancing of a 
piece of real estate. 


Today, mortgage brokers originate the majority of residential mortgage loans. As the 
principal conduit for bringing an array of loan products directly to consumers, NAMB 
members have a vested interest in preventing identity theft and ensuring measures are taken to 
protect consumer’s personal information. 


To maintain clientele and ensure future customers, NAMB members comply with current 
federal and state legislation and implement policies and procedures to protect their customer’s 
personal information. To assist NAMB members in complying with federal and state laws, 
NAMB offers ongoing educational courses and certification programs to mortgage 
professionals. NAMB also provides resources to members to assist them in developing good 
business practices to protect consumer’s personal information. 


Currently, mortgage brokers are required to implement certain policies and procedures to 
protect consumer’s personal information and deter identity theft under the Gramm-Leach-
Bliley Act 15 U.S.C. 6801 - 6809 (“GLBA”). Because mortgage brokers are currently 
regulated by GLBA, NAMB believes the proposed JNPR would be a duplication of current 
regulations regarding mortgage brokers handling of consumer’s information. Therefore, 
NAMB’s comments will focus specifically on the Agencies definition of accounts under the 
JNPR and the need to narrowly define the term and include only continuing relationships with 
consumers. 


In the JNPR, the Agencies specifically request comment on “whether the definition of 
‘account’ should include relationships that are not ‘continuing’ that a person may have with a 
financial institution or creditor.” NAMB urges the Agencies to adopt a definition of account 
that includes only relationships that are continuing. A financial institution’s continuing 
relationship with a client requires additional measures to protect the client’s personal 
information. Relationships that are not continuing are unnecessary and already regulated 
under the GLBA. Thus, including non-continuing relationships under section 114 of the 
FACT Act is duplicative. 


NAMB believes the definition of account as proposed by the Agencies to describe the 
relationships covered by section 114 of the FACT Act footnote


 1 should be narrowed to exclude non-


footnote
 1 As defined in the JNPR “the proposed definition of ‘account’ is a continuing relationship established to provide 


a financial product or service that a financial holding company could offer by engaging in an activity that is 
footnote continues on the bottom of the next page 







servicing brokers. A non-servicing broker is an entity that does not typically fund a real estate 
loan with the intent to collect payments on the real estate loan in an ongoing manner – i.e. a 
non-servicing broker does not have a continuing relationship with the customer. The non-
servicing broker provides services – e.g. origination services, personnel, local facilities, etc. – 
and then transfers the original loan package on a real estate loan to the wholesale division of a 
lender, bank or investor. It is then the lender, bank or investor that will fund the loan and 
collect the payments in an ongoing manner for itself or another investor in the secondary 
market. 


The non-servicing broker maintains security of the consumer’s closed and transferred data 
already as required under the GLBA. However, non-servicing brokers do not have an 
ongoing servicing relationship with the customer and his or her data beyond the extent of 
retained copies of the original information. In addition, the information that is retained by the 
non-servicing broker becomes seasoned and potentially out dated very quickly, unlike the data 
in an open credit file with a servicing broker/lender. 


NAMB is supportive of defining the term account so that it includes servicing brokers. 
Unlike non-servicing brokers, servicing brokers have a continuing relationship with their 
clients. Because consumers of servicing brokers can request note modifications or an 
extended line of credit, NAMB believes it is appropriate for these brokers to be aware of their 
obligations, take the additional measures proposed in the guidance and be included in the 
definition of account. 


SUMMARY AND CONCLUSION 


Non-servicing brokers do not have continuing relationships with their consumers and are 
currently required to implement precautionary measures to deter identity theft under GLBA. 
Therefore, NAMB encourages the Agencies to adopt a definition of the term account that will 
exclude non-servicing brokers. 


NAMB appreciates the opportunity to comment on the vital issues presented by this ANPR. 
If you have any questions, please feel free to contact Nikita Pastor, Senior Counsel, Public 
Policy & Government Affairs at 703-342-5851 or Danielle Kutch, Government Affairs 
Manager & PAC Director at 703-342-5860. 


Sincerely, 


Harry Dinham signature 
Harry Dinham, CMC 
NAMB President 2006-2007 


footnote 1 continues financial in nature or incidental to such a financial activity under section 4(k) of the Bank Holding Company 
Act, 12 U.S.C. 1843(k).” 








September 18, 2006 


Jennifer J. Johnson 
Secretary, Board of Governors of the Federal Reserve System 
20th Street and Constitution Avenue, NW 
Washington D.C. 20551 


RE: Docket No. R – 1255 
“Red Flags Rule” 


Dear Ms. Johnson: 


Countrywide Home Loans, Inc. (“Countrywide”) is pleased to submit comments on behalf of the 
companies in the Countrywide Financial Corporation family in connection with the Agencies’ 
Joint Notice of Proposed Rule Making (“NPRM”) implementing Sections 114 and 315 of the 
Fair and Accurate Credit Transactions Act of 2003 (“FACTA”). Through its family of 
companies, Countrywide provides mortgage banking and diversified financial services in 
domestic and international markets. As a financial service provider, Countrywide is well aware 
of the threat posed by identity theft and other forms of fraud, and fully supports the efforts of the 
federal government to require financial institutions to take reasonable steps to mitigate this risk. 


On July 18, 2006, the Agencies released their NPRM and requested comment from interested 
parties on proposed “Red Flag Guidelines” for identifying patterns, practices and specific forms 
of activity that indicate the possibility of identity theft and requiring reasonable policies and 
procedures for implementing such guidelines, including validating change of address requests for 
credit and debit card users. In addition, the Agencies sought comment on proposed rules 
regarding reasonable policies and procedures for financial institutions that receive notice of 
address discrepancies from a consumer reporting agency. Countrywide applauds the efforts of 
the Agencies to provide reasonable and meaningful guidance to financial institutions in meeting 
the obligations imposed by FACTA. As a member of the Financial Services Roundtable 
(“FSR”), Countrywide supports the comments in the FSR response. Countrywide appreciates the 
opportunity to also highlight a few areas, where it believes greater clarity and flexibility could be 
achieved. 


The “Red Flag Guidelines” Under FACTA Section 114 


Countrywide supports the Agencies efforts to identify indicators of potential identity theft and 
the proposed guidance regarding appropriate financial institution policies and procedures. 
Countrywide believes that the proposed rule could be strengthened in the following ways. 







1. The “Red Flags” identified in Appendix J Must Not Each be Required 


Countrywide applauds the risk-based nature of the proposed rule. Countrywide believes that 
this approach can be strengthened by including language in the final rule that makes it clear 
that the “Red Flags” listed in Appendix J are not required, but rather should be considered by 
financial institutions when developing their own program for detecting fraud. Countrywide 
believes that the risk-based nature of each financial institution’s program is best developed 
and preserved where the final rule is clear that the “Red Flags” listed in Appendix J are not 
each necessary, but are examples that the Agencies believe financial institutions should 
consider along with the other “Red Flags” that the proposed rule describes. As written, the 
proposed rule may lead to confusion among both examiners and financial institutions as to 
the purpose of “Appendix J.” Financial institutions may feel compelled to include each Red 
Flag from Appendix J in their Identity Theft Prevention Program (“Program”) regardless of 
whether a particular Red Flag is relevant to its business model or a cost-effective means of 
combating identity theft. In the alternative, financial institutions may be forced to develop 
elaborate justifications for failing to include a particular Red Flag in its Program. 
Countrywide believes that this would result in wasted time and inefficient allocation of 
identity theft and fraud prevention resources. The Agencies should clearly state in the final 
rule that each red flag should be considered in developing a reasonable, risk-based program 
to detect, prevent and mitigate identity theft and that a financial institution may determine 
which red flags are appropriate to apply to particular types of transactions or particular types 
of identity theft risks. 


2. Separate Lines of Business or Affiliates Within a Bank Holding Company Must Have the 
Flexibility to Design Their Own Identity Theft Prevention Programs 


Countrywide is a large, diversified, financial services organization, delivering its products 
and services through multiple, distinct lines of business and affiliated companies. It would 
be appropriate to make clear in the final rule that organizations, like Countrywide, have the 
flexibility to design individual Identity Theft Prevention Programs that meet the unique needs 
of different business lines. A one-size-fits-all approach to a diversified financial services 
organization, like Countrywide, will not serve the purposes of the proposed rule, nor the 
interests of consumers. A Program that makes perfect sense for a home mortgage lending 
affiliate may not be appropriate for an insurance company affiliate or a bank offering deposit 
accounts within a financial services enterprise like Countrywide. It is consistent with the 
Agencies’ stated desire to have a risk-based, flexible Identity Theft Prevention Program 
regulation to allow organizations to develop unique, individual Programs tailored to the 
needs and requirements of each line of business. This consideration would apply equally to 
the required training component of Programs. Individual lines of business or affiliates must 
have the flexibility to design independent training to implement its unique Programs. 







3. Frequency of Required Updates to Detection Program Must be Better Defined 


The language of the NPRM indicates that financial institutions must develop Programs that 
“address changing identity theft risks as they arise in connection with the experiences of the 
financial institution…” [see proposed Section 222.90(c)(2)] and “reflect changing identity 
theft risks to consumers and to the financial institution…as they arise. [see proposed Section 
222.90(d)]. Financial institutions, like Countrywide, obviously are keenly aware of and 
interested in the changing nature of the threats posed by identity thieves and other fraudsters. 
Nevertheless, the use of the phrase “as they arise” within the context of a regulatory rule, is 
too vague and potentially too stringent a requirement. Financial institutions will adjust as 
rapidly as is reasonably possible to the changing nature of the identity theft risk environment. 
It does not necessarily follow that their written, formal Identity Theft Prevention Programs 
will be, or should be, updated as rapidly. As written, the Proposed Rule seems to imply that 
changes in the identity theft risk environment must be reflected immediately or “as they 
arise” in the written Program. Countrywide believes that the final rule should make it clear 
that financial institutions have some reasonable period of time to make any necessary 
changes to their written Program(s) as new or different threats emerge or as technology 
changes. 


4. Flexibility in Reporting to the Full Board and Senior Management Oversight 
Responsibility 


Countrywide appreciates and supports the NPRM’s requirement that there be senior level 
involvement in the development, implementation and maintenance of Identity Theft 
Prevention Programs. The language used in proposed Section 222.90(d)(5), however, would 
benefit from revisions that make it clear that the full Board of Directors need not be directly 
involved. At a minimum, the Agencies should clarify in the final rule that any reporting to 
the board of material information relating to the Program(s) may be combined with reporting 
obligations required under the Interagency Guidelines Establishing Information Security 
Standards. The NPRM would also benefit from revisions that make it clear that senior 
management, or a designated individual within a diverse financial services provider like 
Countrywide, can fulfill the requirements of proposed Sections 222.90(d)(5)(2) and (3) . 
These proposed revisions would facilitate and enhance the Agencies stated desire for 
flexibility in the development, implementation and maintenance of Identity Theft Prevention 
Programs. 


5. Application of Identity Theft Prevention Program to Acquisition of Closed Loans on the 
Secondary Market 


Countrywide believes that is important for the final rule to clarify that the application of a 
financial institution’s Program does not need to operate retroactively with regard to closed 
loan assets acquired after origination. Countrywide, like many other lenders, acquires closed 







loans from correspondent lenders. These lenders accept applications from consumers, 
process their loan applications, fund and close the loans. Only after the lending process has 
been fully completed, do they sell the loan to financial institutions like Countrywide. 
Countrywide is not typically involved in the origination process with respect to these loans. 
Consistent with the “Customer Identity Program” requirements under the USA PATRIOT 
Act, the final rule should make it clear that the obligation to implement an effective Program 
only applies to an acquiring lender on a go-forward basis after acquisition of the loan, 
servicing rights, or account. 


6. Implementation Time Frame Must be Sufficient to Allow Financial Intuitions to Prepare 


The NPRM does not address the time frame between promulgation of the final rule and 
mandatory compliance. Because of the extensive nature of the proposed rule, Countrywide 
strongly suggests that the Agencies allow financial institutions ample time to bring systems, 
policies and procedures into compliance with the requirements of any final rule. 
Countrywide suggests at least 18 months between publication of the final rule and the 
effective date for mandatory compliance. This would allow many of the provisions of 
FACTA aimed at reducing the incidents of identity theft to further take hold and allow 
financial institutions to concentrate on filling any gaps that exist in the array of fraud and 
identity theft detection and prevention controls already in place. 


7. Comments on Red Flag 13 From Appendix J; “failure to provide required application 
information. 


Mortgage applications vary by type of loan, despite the fact that many lenders use a standard 
form of application to collect much of the information. In addition, for customer service 
reasons, creditors often help applicants complete the application. Finally, the mortgage 
application process is complex from a consumer perspective, frequently resulting in 
consumers submitting incomplete information. Within this context, it is not appropriate to 
consider “failure to provide required application information” as a “red flag” for potential 
fraud and Countrywide requests that it be removed from Appendix J. 


Section 315: Reconciling Consumer Addresses 


As with the “Red Flag Guidelines” proposed rule discussed above, Countrywide supports the 
Agencies efforts in providing effective regulatory guidance with regard to the requirements of 
FACTA Section 315. Many financial institutions have already taken steps toward full 
compliance with the requirements of Section 315. As with the proposed rule under Section 114, 
Countrywide takes this opportunity to suggest changes to the proposed rule. 







1. Liability for Good Faith Verification 


The proposed rule requires users of consumer credit reports to verify consumer addresses 
when a discrepancy is reported between the address provided to the consumer reporting 
agency and the address that the consumer reporting agency has on file. When a “continuing 
relationship” is established that results in regular reporting to the consumer reporting agency 
with regard to the consumer, users are required to report an address for that consumer that 
they have “reasonably confirmed.” Countrywide suggests that the Agencies make it clear 
that users that report “reasonably confirmed” consumer addresses to consumer reporting 
agencies are not subject to liability for doing so, even if the “reasonably confirmed” address 
turns out to be incorrect. Users of consumer reports, like Countrywide, should not be 
financially responsible for false information provided by consumers, or other circumstances 
that may result in incorrect addresses being “confirmed” despite good faith efforts by those 
users to prevent that from occurring. 


2. Verbal verification with customer acceptable 


It is unclear from the text of the proposed rule whether a written document of some kind is 
required in order for a user of a consumer report to “reasonably confirm” a consumer’s 
address. Countrywide suggests that it would be appropriate to make it clear that, in certain 
circumstances, it would be appropriate for such confirmation to occur verbally. 


Conclusion 


Countrywide remains committed to protecting our customer’s financial information and identity 
from the evolving threats posed by fraud and identity theft. Countrywide believes that the 
proposed rule is a valuable step forward towards regulation consistent with the intentions of the 
FACTA. Countrywide appreciates the opportunity to comment on this very important matter and 
would welcome the opportunity to discuss these comments further or answer any questions that 
you may have regarding our views on this issue. Feel free to contact me at 818-871-5231 with 
any questions about these comments. 


Sincerely, 


Christopher Weinstock 








Comerica Tower at Detroit Center 
Corporate Legal Department 
500 Woodward Avenue, MC 3391 
Detroit, Michigan 48226 
(313) 222-7464 
(313) 222-9480 Facsimile 


Julius L. Loeser 
Chief Regulatory and 
Compliance Counsel 


September 18, 2006 


Jennifer J. Johnson, Secretary 
Board of Governors of the Federal Reserve System 
20th Street and Constitution Avenue, N.W. 
Washington, D.C. 20551 


Re: Red Flags Rule (Docket No. R-1255) 
Dear Ms. Johnson: 


Comerica Bank, Detroit, Michigan, is writing to comment on the federal agencies’ joint notice of 
proposed rulemaking concerning identity theft “red flags” and address discrepancies under the Fair and 
Accurate Credit Transactions Act of 2003 (“FACTA”). Comerica Bank is both a state member bank and a 
user of consumer reports and, thus, would incur substantial new duties if the proposed rule were to be 
adopted and, thus is directly affected by the proposal. Comerica Bank is a full service bank with total 
assets of $57.6 billion as of June 30; it provides banking services through branch offices in Michigan, 
California, Texas, Florida, and Arizona. 


RISK-BASED AND FLEXIBLE 


Comerica Bank, of course, strongly supports the national policy against identify theft evidenced 
by various provisions of FACTA. Identity theft is a serious problem, and Comerica Bank has actively 
worked to prevent identity theft. It was one of the original supporters of the banking industry’s Identity 
Theft Assistance Center. 


We also applaud the agencies’ proposed adoption of an approach that is both flexible and risk-
based. Obviously, different financial institutions conduct business in different ways and emphasize 
different services, service different customer bases, and flexibility enables a financial institution to tailor an 
identity theft program to its particular unique situation. Further, as the agencies recognize, fraud changes 
as man’s ingenuity continually seems to counter new anti-fraud measures that are instituted from time to 
time. 


ROLE OF BOARD OF DIRECTORS 


Every important regulatory proposal usually includes a requirement that the board of directors or a 
committee thereof approve and at least annually review a program, be it information security, anti-money 
laundering, real estate lending, financial institution exposure, etc. Board and board committee agendas are 
already quite full with very important matters. As important as every new regulatory initiative 







is, does each require board of director involvement? Might the agencies consider repealing older board 
approval and review requirements as new ones are added? 


DEFINITION OF “ACCOUNT” 


We appreciate that the definition of “account” that is proposed contemplates a continuing 
relationship; that is quite helpful. The proposed regulation gives examples of “accounts”, such as credit 
card and deposit relationships. It would be helpful if the proposed regulation also gave examples of what is 
not an “account”, e.g. sale of a cashiers check, a foreign exchange transaction, the issuance of a letter of 
credit, use of a bank’s ATM. 


DEFINITION OF “CUSTOMER” 


The proposed definition of the term “customer” includes not only individuals, but also 
partnerships, corporations, and even governments. Implementation of the proposed regulation, if it only 
applied to individuals may be expected to be a major undertaking at most financial institutions. It will 
complicate implementation of the proposal enormously if financial institutions are to apply the program to 
customers who are not individuals as theoretically desirable as that might be. We are not aware of identity 
theft being a significant problem for persons other than individuals, and, if we have an accurate perception 
of the problem, that means that the additional burden that would be required to cover accounts of 
partnerships, corporations, and governments would be unnecessary at this time. 


Of course, many of the “red flags” are based on information in consumer reports, and such reports 
will not be available for partnerships, corporations or governments. 


As discussed below, the term “identity theft” would be defined broad enough to encompass garden 
variety fraud. If that definition is adopted, and customers are to include businesses, financial institutions 
will be responsible for preventing fraud on businesses. One example of such fraud that financial 
institutions would have to prevent that involves businesses and is not identity theft in the conventional 
sense, but is encompassed in the definition of “identity theft”, is bookkeeper embezzlement where, in the 
small business context, a trusted bookkeeper controls the check stock and also reviews the monthly 
statements, and, thus, does not report forged checks he or she has stolen from the business. Under the 
Uniform Commercial Code, today, the depository bank has a defense because the business customer does 
not bring the fraud to the bank’s attention within so many days after receipt of the monthly statement. The 
proposed regulation, if adopted as proposed, would give such business customers a claim that the bank had 
a duty to prevent the “identity theft” of the business and failed to do so. Irrespective of whether FACTA 
confers a private right of action, state unfair and deceptive practices statutes may well be interpreted to 
impose a legally enforceable duty on banks and liability to customers based on the proposed regulations. 
Counsel to defrauded business depositors will assert breach of such duty in actions intended to transfer the 
economic loss from the businesses to their banks. 


DEFINITION OF “IDENTITY THEFT” 


The proposed definition of the term “identity theft” would utilize the definition of the term in a 
rule adopted by the Federal Trade Commission (“FTC”) in 2004. At the time of the adoption of that rule, 
we believe there was considerable criticism that the definition was too broad and included “garden variety” 
fraud unrelated to what is conventionally considered identity theft. Utilizing the FTC’s definition of the 
term, while having, on its face, a certain logic, means that flaws in that definition would be compounded. 
One effect of the proposed regulation, as discussed below, may well be to make the nation’s financial 
institutions responsible for the prevention of identity theft in the United States, which is no mean 
undertaking. To make that industry responsible for more, i.e. the prevention of fraud in the United States 







would impose a task that hundreds of years of law enforcement resources has failed to achieve. 


The proposed “red flags” include several examples of indices of fraud that have nothing to do with 
identity theft as the term is commonly understood. For example, “red flag” number 4 (documents 
presented for identification appear to have been altered) is, and long has been, an indicator of fraud, not 
identity theft, i.e. the presenter of the documents usually is attempting to pass himself or herself off as 
someone who may not exist, not trying to take the identity of someone else. Similarly, “red flag” number 7 
(information on the identification is not consistent with information that is on file) is an indicator of fraud 
or forgery, not identity theft. Also, “red flag” number 10 (personal information is associated with 
fraudulent activity) has nothing to do with identity theft and everything to do with fraud. The same thing 
obviously can be said for “red flag” number 11 (personal information provided is of a type commonly 
associated with fraudulent activity). 


Embezzlement is not identity theft, nor is forgery, nor theft of checks or credit cards. These have 
all long been crimes. We would respectfully suggest that a better definition of the term “identity theft” than 
the FTC’s definition would be “the opening of an account by the use of another person’s identifiers without 
that person’s authorization”. There is no question that identity theft is fraud, but it is a subset of fraud. 
Financial institutions work hard to protect their customers from fraud of all types. However, if financial 
institutions are to have a legal duty to prevent it, that duty should be limited to identity theft, not extend to 
embezzlement, forgery, check theft, credit card theft, and most types of fraud. 


DEFINITION OF “RED FLAGS” 


The statute provides that “red flags’ are only to be activities that indicate the possible existence of 
identity theft. Our experience is that certain of the activities listed as “red flags” have not really been 
indices of identity theft and that is after extensive investigation in each case. For example, “red flag” 
number 1 (fraud alert included in a consumer report) may not evidence real identity theft. If the agencies 
have sufficient data, they might be able to specify what types of activity giving rise to fraud alerts is more 
likely to evidence identity theft than others and could refine “red flag” number 1. 


Other “red flags” appear to be too broad. “Red flags” numbers 2 (notice of address discrepancy is 
provided by a consumer reporting agency), 6 (information on the identification is not consistent with 
information provided by the person opening a new account or customer presenting the identification), 7 
(other information on the identification is not consistent with information that is on file), 8 (personal 
information provided is inconsistent when compared against external information sources), and 9 (personal 
information is internally inconsistent) would be triggered by a mere inadvertent typographical error and, in 
each such case, would require an investigation. Might it be possible to exempt obvious typographical 
errors? 


Another “red flag” that we believe is a poor indicator of identity theft is number 13 (the person 
opening the account fails to provide all required information on an application). Thus, a failure to include a 
zip code would raise a “red flag” triggering an identity theft investigation. Would it be possible for the 
agencies to be more specific and limit the types of information, absence of which would raise an identity 
theft “red flag”. 


Yet other “red flags” that have been proposed, but which we do not believe are indicators of 
identity theft, are “red flags” numbers 18(b) (customer fails to make the first payment or makes an initial 
payment but no subsequent payments) and 19 (a) (nonpayment when there is no history of late or missed 
payments). Obviously, payment defaults unfortunately are part of the lending business, and any history of 
late or missed payment begins with a nonpayment. Rarely is it evidence of fraud, much less evidence of 
identity theft. 







Similarly, “red flag” number 20 (an account that has been inactive for a reasonably lengthy period 
of time is used) is a poor indicator of identity theft if the account is a revolving equity account as that is the 
typical pattern of usage for such accounts. 


The problem with “red flags” that are not likely indicators of identity theft is that the proposed 
regulation requires an investigation each time a “red flag” is raised. If a “red flag” is not a good indicator 
of identity theft, all financial institutions will be required to conduct costly unnecessary investigations that 
benefit no one. 


IDENTITY THEFT “PREVENTION” 


Section 114 of FACTA authorizes the agencies to prescribe regulations requiring financial 
institutions to establish reasonable policies and procedures for implementing the guidelines to “identify” 
possible risks. Nowhere does it use the verb “prevent”. The proposed regulations appear to go beyond the 
statute to impose obligations on institutions not only to identify, but also to prevent, identity theft. While 
one might debate whether, logically, identification has any purpose other than to assist in prevention, a duty 
to identify to assist prevention is much less of a duty than a duty actually to prevent identity theft. The 
financial services industry should not become the nation’s guarantor and insurer against identity theft. 
However, if the proposed regulation is adopted as proposed, it will be, as courts throughout the country will 
translate a failure to comply with the regulation’s duty to prevent identity theft as an unfair or deceptive 
practice under state unfair and deceptive practices statutes. That was not Congress’ intent in Section 114 as 
evidenced by the language of the statute. The regulation should require Identity Theft Identification 
Programs, not Identity Theft Prevention Programs. 


THE “RED FLAGS” 


Identification of many of the proposed “red flags” will require costly system changes if 
identification is possible at all. For example, “red flag” number 7 (other information on the identification is 
not consistent with information that is on file, such as a signature card) implies that banks will be expected 
to check signatures, a practice in which most banks rarely engage. “Red flag” numbers 10 (a) and (b) 
(address or phone number on an application is the same as an address provided on a fraudulent application) 
would require extensive systems changes as most banks currently do not compare past applications to 
current applications and may not even have other than manual means of doing so (to the extent they even 
maintain copies of past applications). “Red flag” number 11 (personal information provided is of a type 
commonly associated with fraudulent activity, e.g. fictitious address, invalid phone number) would require 
financial institutions to expand the identification verification they currently undertake as today they have 
no practical way to determine if an address is fictitious. Similarly, “red flag” number 12 (address, SSN, or 
home or cell phone number provided is the same as that submitted by other persons) would also require 
expansion of current identification verification efforts as financial institutions generally do not normally 
track customer cell phone numbers. Further, to the extent that members of our highly mobile society 
frequently move and change addresses and telephone numbers, tracking such information reliably would be 
a particularly difficult undertaking. “Red flag” number 18 (a) (majority of available credit is used for cash 
advances or merchandise easily convertible into cash (e.g. electronics equipment or jewelry)) is another 
example of activity that banks generally do not currently monitor as most banks do not track what 
purchases card holders actually make. “Red flag” 19 (b) (material increase in the use of available credit) is 
another “red flag” that most financial institutions currently do not monitor, but would have to start 
monitoring if the regulation became final. While some financial institutions have the sophisticated the 
sophisticated technology to detect changes in cellular telephone call patterns, many financial institutions 
generally have no way today of ascertaining the existence of “red flag” number 19 (e) (material change in 
telephone call patterns in connection with a cellular phone account). Is the bank to consider from whence a 
telephone call originates and consider it a “red flag” if a new number is used? We also believe that many 







financial institutions do not currently have a mechanism to identify “red flag” number 26 (the name of an 
employee of the financial institution has been added as an authorized user on an account). Similarly, most 
financial institutions do not track for “red flag” number 30 (unusually frequent and large check orders in 
connection with a customer’s account). Indeed, many financial institutions delegate check orders to outside 
vendors and thus currently do not have information as to the frequency or size of customer check orders. 
Of course, much of this will require expensive systems changes, such as the creation of software to 
compare each new customer’s address, SSN, home phone number, and cell phone number to those of 
existing customers. 


In addition, proper identification and response likely will cause significant management and 
organizational changes at many institutions. Currently, different proposed “red flags” might be identified 
by different business units, but identification of some individual “red flags” will require coordination and 
management of multiple business units; and the entire effort of identifying multiple red flags will certainly 
require centralized coordination and management not present in most financial institutions. 


Some legal changes would facilitate the ability of financial institutions to identify “red flags”. For 
example, a number of proposed “red flags” would be triggered by information in consumer reports. 
However, one’s authority to order a consumer report today is highly limited by the Fair Credit Reporting 
Act (“FCRA”) generally to extending credit, employment, or insurance. If the FCRA were amended to 
permit a financial institution to order a consumer report in order to identify or investigate possible identity 
theft, financial institutions would be better able to help prevent identity theft footnote


 1. 


TIMING OF IMPLEMENTATION 


We believe, as discussed above, that implementation of the proposed regulation will require 
substantial system, management, and organizational changes. Thus, we would respectfully urge that the 
transition period be as long as possible and that the implementation date be as late as possible. We estimate 
that we would need eighteen to twenty-four months after adoption of a final regulation to make the system, 
management, and organizational changes the final regulation would require if it were to be adopted with 
substantially the same tenor has this proposal. 


Thank you very much for this opportunity to express our views on this important issue of public 
policy. 


Best wishes, 


Julius L. Loeser 


footnote
 1 The FCRA also permits the ordering of a consumer report for a legitimate business purpose in connection 


with a transaction initiated by the consumer who is the subject of the report, and, thus, the FTC arguably 
could adopt a rule providing that “legitimate business purpose” includes investigating potential identity 
theft, but, if the transaction truly involved identity theft, the transaction would not have been initiated by 
the consumer who was the subject of the report. Thus, an amendment of FCRA would appear to be needed 
to accomplish this. 








INDEPENDENT COMMUNITY 


BANKERS of AMERICA 


September 18, 2006 


Office of the Comptroller of the Currency 
250 E Street, SW 
Public Reference Room 
Mail Stop 1-5 
Washington, DC 20219 


Attention: Docket No. 06-07 


Regulation Comments 
Chief Counsel’s Office 
Office of Thrift Supervision 
1700 G Street, NW 
Washington, DC 20552 


Attention: No. 2006-19 


Jennifer J. Johnson, Secretary 
Board of Governors of the 


Federal Reserve System 
20th Street and Constitution Avenue, NW 
Washington, DC 20551 


Attention: Docket No. R-1255 


Mary F. Rupp, Secretary of the Board 
National Credit Union Administration 
1775 Duke Street 
Alexandria, VA 22314-3428 


Attention: Proposed Rule 717, 
Identity Theft Red Flags 


Robert E. Feldman, Executive Secretary 
Attention: Comments 
Federal Deposit Insurance Corporation 
550 17th Street, NW 
Washington, DC 20429 


Attention: RIN 3064-AD00 


Federal Trade Commission 
Office of the Secretary 
Room H-135 (Annex M) 
600 Pennsylvania Avenue, NW 
Washington, DC 20580 


Attention: The Red Flags Rule, 
Project NO. R611019 


Re: Identity Theft Red Flags and Address Discrepancies under the 
Fair and Accurate Credit Transactions Act (FACT Act) of 2003 


Dear Sir or Madam: 


The Independent Community Bankers of America (ICBA) appreciates the 
opportunity to comment on the joint agency proposal to identity patterns, practices and 
specific forms of activity that might indicate the possible existence of identity theft. footnote


 1 As 


footnote
 1 The Independent Community Bankers of America represents the largest constituency of community 


banks of all sizes and charter types in the nation, and is dedicated exclusively to representing the 
interests of the community banking industry. ICBA aggregates the power of its members to provide a 
voice for community banking interests in Washington, resources to enhance community bank education 
footnote 1 continues on the bottom of the next page 







required by the FACT Act, the federal banking agencies and the Federal Trade 
Commission are proposing rules that would require banks to develop identity theft 
programs and establish procedures for handling notices of address discrepancies from 
consumer reporting agencies. The proposal would also require card issuers to develop 
procedures for handling a change-of-address request when it is followed by a request for 
a replacement card. 


Overview of ICBA Comments 


ICBA commends the agencies for their efforts. Identity theft is a growing 
problem and community banks have taken numerous steps to protect themselves and their 
customers. The trust relationship between a community bank and its customer is critical 
to the ongoing vitality of the community banking industry and it is an asset that 
community bankers greatly value. 


ICBA recommends that the agencies take steps to make the final rule more 
flexible and more in keeping with what was intended by Congress when it adopted the 
FACT Act. While the agencies maintain that the intention of the rule is to be flexible and 
allow each bank to implement a program that meets its own unique needs and the 
particular circumstances of its market and product offerings, the actual text of the rule is 
much more proscriptive. ICBA is concerned that the specificity of the requirements in 
the proposal will create unnecessary burdens for community banks that will detract from 
their ability to devote resources to combating fraud and particularly identity theft, 
especially the requirement to conduct a risk assessment. Moreover, given the elements of 
the rule, it would likely be necessary for community banks to add personnel to administer 
the Identity Theft Program. For smaller institutions with limited staff, this would be an 
undue burden and counter-productive to the intentions of the rule by unnecessarily 
consuming limited resources. 


ICBA recommends that the agencies: 


• Offer guidelines to help banks conduct the identity theft risk assessment 
• Clarify that coordination with existing rules, such as the customer identification 


rules under the USA PATRIOT Act and the information security guidelines under 
the Gramm-Leach-Bliley Act, meet the requirements of this rule without requiring 
duplicate procedures to satisfy this rule 


• Grant added flexibility for handling “inactive” accounts to allow banks to 
coordinate any new requirements with already established rules such as those in 
place for unclaimed property laws 


footnote 1 continues 
and marketability, and profitability options to help community banks compete in an ever-changing 
marketplace. 
With nearly 5,000 members, representing more than 18,000 locations nationwide and employing over 
265,000 Americans, ICBA members hold more than $876 billion in assets $692 billion in deposits, and 
more than $589 billion in loans to consumers, small businesses and the agricultural community. For 
more information, visit ICBA’s website at www.icba.org. 



http://www.icba.org





• Limit the application of the requirements to consumers 
• Provide a more focused definition of identity theft that does not include account 


takeover or potential identity theft, especially since virtually each and every 
transaction offers the potential for identity theft 


• Maintain flexibility in the final rule that allows individual banks to tailor their 
policies and procedures to their own unique circumstances 


• Clarify that the bank’s board is responsible for oversight and not day-to-day 
management of the program 


• Clarify that the list of red flags in Appendix J are examples and not a proscriptive 
checklist that must be applied to each and every category of account 


• Grant card issuers additional flexibility when verifying an address to build on 
existing procedures 


• Allow banks sufficient time to investigate an address discrepancy and clarify that 
minor discrepancies such as those caused by typographical errors are not covered 


• Allow banks sufficient time to update procedures once a final rule issued, at least 
12 months 


• Substantially increase the estimated burdens imposed by the rule to reflect actual 
circumstances 


The Proposal 


FACT Act section 114 requires the agencies to develop guidelines (“red flags”) to 
help banks identify patterns, practices and activities indicating possible identity theft. 
Under section 114, the agencies also must adopt regulations requiring each bank to 
develop reasonable policies and procedures to implement the guidelines. The regulations 
must include a provision requiring debit and credit card issuers to assess the validity of 
change of address requests. Finally, section 315 of the FACT Act requires the agencies 
to provide guidance on reasonable policies and procedures banks must use when 
receiving a notice of address discrepancy from a consumer reporting agency. 


The proposal would require each bank to develop a written Identity Theft 
Prevention Program (Program) that includes reasonable policies and procedures to 
address the risk of identity theft. As part of the proposal, the agencies have identified 31 
indicators or “red flags” that indicate possible identity theft, listed in Appendix J to the 
proposed rule. The proposal would apply a flexible risk-based approach, similar to 
existing guidelines for information security. footnote


 2 A bank’s Program would have to include 
policies and procedures designed to prevent and address instances of identity theft, 
including steps for verifying information provided by persons opening accounts; 
measures to detect red flags indicating possible identity theft; steps to assess whether a 
detected red flag indicates possible identity theft; steps for mitigating the risk of identity 
theft; staff training; and oversight of service providers. Because the Program would 
complement existing information security standards and USA PATRIOT Act Customer 
Identification Program (CIP) requirements, it is recommended that banks coordinate the 


footnote
 2 Interagency Guidelines Establishing Information Security Standards issued under the Gramm-


Leach-Bliley Act in March 2001. 







Program with those policies and procedures. Finally, the board or appropriate board 
committee must approve the Program and must receive a compliance report at least 
annually. 


Current Community Bank Procedures 


An informal survey of ICBA member institutions confirmed that most community 
banks currently take steps to prevent or limit fraud, including being on the alert for 
unusual transactions or activity in customer accounts, holding regular training sessions 
for employees to alert them to potential risks, and verifying new account information 
through credit bureau reports. It is important that the agencies recognize that all banks 
have developed these programs in part to comply with Bank Secrecy Act (BSA) 
requirements and to ensure they detect and report suspicious activities under existing 
BSA rules. footnote


 3 


Most community banks also take steps to ensure customers are educated about the 
dangers of identity theft. They provide these alerts through a variety of mechanisms, 
including brochures available in branches, articles in regular customer newsletters, 
holding customer education classes in the bank and area retirement centers (often 
including local law enforcement agents), providing links to Federal Trade Commission 
(FTC) and other agency information on fraud and identity theft through the bank’s 
website, and lobby posters. footnote


 4 In addition, some community banks offer identity theft 
insurance to customers as part of an account package. 


Anecdotal evidence indicates that the steps community banks are currently taking 
has been successful. While most community banks in the informal survey reported 
having customers who were victims of identity theft, few reported experiencing a loss at 
the bank as a result, and those few that reported a loss to the bank experienced losses 
under $2,500. 


ICBA Comments on Specific Elements of the Proposal 


Identity Theft Prevention Program 
Risk Assessment. The proposal would require banks to develop a written Identity 


Theft Prevention Program. The first step would be for the bank to conduct a risk 
assessment of potential identity theft, considering which accounts are subject to possible 
identity theft; how those accounts are opened; how those accounts are accessed; and the 
bank’s size, location and customer base. In carrying out this risk assessment, the bank 


footnote
 3 The core procedures outlined in the interagency BSA/AML Examination Manual, updated in 


July 2006, require banks to have in place procedures for customer identification as well as 
appropriate due diligence programs for account activity that will enable banks to properly detect 
and investigate any inappropriate or suspicious activity. 
footnote


 4 ICBA offers a brochure for member banks to offer their customers, Protecting Yourself From 
Identity Theft, available through ICBA’s website. 







must consider whether the Program should be limited to individuals or also include 
business customers. 


ICBA believes that carrying out the risk assessment would be extremely 
burdensome and duplicative. This is especially so since there is an absence of 
guidelines about how the risk assessment should be conducted. footnote


 5 While most community 
banks have taken steps to prevent fraud, requiring a totally new assessment specifically to 
analyze the potential for identity theft would be burdensome. Moreover, community 
banks have already conducted this assessment as part of other programs and, to protect 
both the bank and its customers, are regularly on the alert for possible fraud. In addition, 
since the scope of identity theft is a changing and broad activity, without guidance from 
the agencies, the task of an identity theft risk assessment would be extremely time-
consuming. 


Coordination with Existing Programs. When community banks adopted the 
Customer Identification Programs (CIP) required by section 326 of the USA PATRIOT 
Act, they implemented processes and procedures designed to verify the identity of 
customers. When the CIP procedures were proposed, regulators pointed out that “by 
requiring identity verification procedures for all new accounts opened after the effective 
date of the final rules, the rules could also protect consumers against various forms of 
fraud, including identity theft.” footnote


 6 Therefore, an additional but separate set of identity theft 
policies and procedures would be redundant. However, examiners are likely to require 
banks to have separate policies and procedures to comply with this second requirement. 
Having separate but parallel policies – in addition to being burdensome – also creates 
potential confusion. 


Similarly, community banks are currently conducting a risk assessment for online 
banking under guidelines issued by the Federal Financial Institutions Examination 
Council (FFIEC). The guidance, issued in October 2005, was supplemented by a set of 
Frequently Asked Questions on August 15, 2006 that specifically address the issue of risk 
assessment that banks should undertake to protect customers against possible fraud when 
conducting online transactions or accessing account information. footnote


 7 


Since banks already have undertaken or are undertaking risk assessments for a 
variety of reasons, ICBA urges the agencies to clearly articulate in the final rule that 
a risk assessment undertaken to comply with other regulatory requirements, such as 


footnote
 5 The BSA/AML Examination Manual includes an entire section and matrix to assist banks with a 


BSA risk assessment, and at the urging of industry representatives, this portion of the manual was 
enhanced as part of the recent 2006 revisions. The core procedures of the examination manual 
identify risk assessment as integral to a bank’s BSA compliance program, and Appendix J of the 
manual outlines a detailed risk matrix for banks to use in conducting the assessment. 
footnote


 6 Treasury Department Press Release, Treasury and Federal Financial Regulators Issue Patriot 
Act Regulations on Customer Identification, Treasury’s Office of Public Affairs, July 17, 2002. 
footnote


 7 See, e.g., Authentication in an Internet Banking Environment published by the FDIC at 
Financial Institution Letter, FIL-103-2005, October 12, 2005 and Authentication in an Internet 
Banking Environment, Frequently Asked Questions, published by the FDIC at Financial 
Institution Letter, FIL-77-2006, August 21, 2006. 







BSA and CIP requirements, can form the basis for any risk assessment required 
under these rules. This would help eliminate potential redundancy and would clarify for 
bankers and examiners that an identity theft evaluation should be part of an overall bank 
fraud prevention program and not a separate, discrete evaluation that is not integrated into 
the bank’s overall operations. 


ICBA finds it helpful that the agencies recommend that the Program be 
coordinated with banks’ existing policies and procedures for information security and 
CIP. However, while it is important that these programs be coordinated, examiners 
should also clearly understand that existing policies and procedures that comply 
with CIP or information security are sufficient to satisfy the proposed Identity Theft 
Prevention Program requirements and that completely separate and discrete policy 
and procedures may not be needed. In fact, separate but parallel policies and 
procedures could do more to engender confusion and needlessly add to regulatory burden 
without addressing the underlying risks. 


One particular concern with this effort at coordination is that the proposal 
provides that while the CIP requirements contain certain exceptions, the identity theft 
procedures would apply to all accounts without exception. This difference is likely to be 
problematic and burdensome since banks will have to carefully review existing 
procedures to assess where supplemental policies and procedures are needed to address 
this distinction. ICBA urges the agencies to carefully review and reconcile this 
distinction between the two programs, since it will otherwise make it difficult to 
implement a coordinated process. 


ICBA also urges the agencies to develop guidelines to help banks conduct an 
identity theft risk assessment. The guidelines should recommend – but not mandate – 
steps banks should take and the types of analysis required. A matrix similar to that used 
for the risk assessment in the BSA/AML Examination Manual would be extremely 
helpful for community banks. 


Definitions 
Account. The proposal would apply to accounts. Similar to the privacy rules, an 


account would be defined as “a continuing relationship established to provide a financial 
product or service.” While this definition is broad, the agencies believe the risk-based 
nature of the Program would give banks the flexibility to determine which accounts are 
covered by different elements of the Program. The ICBA believes that this part of the 
definition is appropriate. 


However, while the proposed definition includes “continuing” relationships, the 
agencies are considering whether to include inactive accounts or other relationships that 
are no longer continuing. ICBA is concerned that including “inactive” accounts will 
complicate compliance, especially at the outset. First, ICBA recommends that the 
agencies use the term “dormant” account as the one most commonly used in the industry. 
In evaluating whether these accounts should be included, the agencies must recognize 
that contact with the customer may be difficult. One typical element of a dormant 
account is that contact information for the customer is no longer current due to failure of 







the customer to provide updated information. Since many of these accounts have 
nominal value, ICBA recommends that a minimum dollar value be applied to 
exempt small value accounts. 


Many dormant accounts may be segregated from other accounts for various 
reasons or have special codes to identify them in bank computer systems. In part, this 
treatment is to alert bank staff that special steps may be necessary for these accounts. 
Therefore, it is important that the agencies recognize additional burden will be involved 
with creating parallel procedures for accounts that may already have adequate safeguards, 
making new procedures unnecessarily and needlessly burdensome. Therefore, before 
including inactive or dormant accounts, ICBA recommends that agencies survey existing 
practices to assess what safeguards are already in place for these accounts. 


The agencies are contemplating defining an “inactive” account as one that has not 
had activity in two years. The statute specifically requires the agencies to consider 
procedures for accounts that have been inactive for more than two years when developing 
the guidelines, but ICBA urges the agencies not to use two years as a hard and fast 
rule but as a guideline for inactive accounts. However, since one of the underlying 
goals of the proposal is to allow banks the flexibility to tailor compliance to their own 
unique circumstances, ICBA recommends that the agencies allow banks to use 
existing standards already used to determine whether an account is inactive. In 
some cases it may be longer than two years and in others it may be less, but using 
existing definitions already in place will avoid confusion and conflicting requirements. 
For example, most states have unclaimed property statutes that define whether an account 
is inactive and banks should have the flexibility to use a comparable definition for 
compliance with this regulation. Similarly, bank operational systems may apply different 
standards for different types of accounts and defining whether an account is dormant or 
inactive will be different for checking, savings and time deposit accounts. Without this 
flexibility, banks will be confronted with varying definitions of “inactive” account, 
making it costly to program systems to track when an account becomes inactive for 
which requirement. In those rare instances where a bank does not have an existing 
standard to define when inactive accounts, two years could serve as a default provision. 


Customer. As proposed, a customer would include both customers and account 
holders and would be broader than the definition used for existing interagency 
information security standards. A customer would be any “person,” including 
individuals, partnerships, corporations, trusts, estates, cooperatives, associations, 
government or governmental subdivisions or agencies, or other entities. 


ICBA finds that applying the scope of the role to business accounts may 
present unnecessary problems and burdens. While business accounts may be subject 
to identity theft, there is nothing to demonstrate that the problem is widespread or 
warrants coverage under these procedures. Tracking individual signers on a business 
account, as the proposal seems to imply would be required, would be extremely 
burdensome. Routine tracking of business account signers was considered and rejected 







by the agencies as a requirement when the CIP rules were finalized. footnote
 8 It is important to 


recognize that there are other procedures and processes in place, especially those under 
the Bank Secrecy Act rules and regulations that would allow a bank to detect unusual or 
suspicious patterns of activity in business accounts. The impact of identity theft is 
greatest for individual consumers, and ICBA recommends that the final rule’s 
definition of customer be limited to individual consumers absent some clear showing 
that the expansive definition in the proposal is warranted. 


Identity Theft. Using the definition established by the FTC under the FACT Act, 
identity theft would be defined as “a fraud committed or attempted using the identifying 
information of another person without authority.” At the time the FTC proposed this 
broad definition, ICBA recommended a more focused approach that did not include 
everyday fraud or account take-over but instead focused on instances when someone’s 
identifying information was used without their knowledge. 


ICBA continues to believe that applying an overly broad definition of 
identity theft is inappropriate. In fact, a broad definition that incorporates other types 
of fraud detracts from the focus on true identity theft and makes it more difficult to 
address the problem. For example, account takeover should not be included as identity 
theft because the actual account holder receives regular statements and account 
information that allows him or her to detect unusual patterns or activity in the account 
and take appropriate steps to stop the fraud. Identity theft should be limited to 
instances where identifying information, including name, date-of-birth-, and Social 
Security Number, have been appropriated without that person’s knowledge to open 
new accounts or conduct transactions without their awareness. 


Red Flags. As proposed, a “red flag” would be any pattern, practice or specific 
activity that indicates the possible risk of identity theft. For example, it would include 
instances of phishing or other breaches that might be a precursor to identity theft. 


ICBA finds the proposed definition of a red flag overly broad. For example, 
phishing attempts have become a daily occurrence for users of e-mail. Most people have 
learned to delete the messages without responding. However, by including this as a 
potential red flag, banks would be constantly monitoring all accounts. Instead, the 
definition of a red flag should be limited to instances where identity theft either has 
occurred or there is a substantial likelihood that account information has been 
compromised. ICBA believes that including any instance where there might be a 
possibility of identity theft is far too broad and creates a distraction. Virtually each 
and every transaction could involve potential identity theft or fraud. By including 
possible identity theft, banks will need to undertake an identity theft assessment for every 
transaction rather than focusing resources where the risks are greatest. The final rule 
should use a risk-based approach that allows banks the flexibility to focus resources 
where there is the greatest risk of identity theft. 


footnote
 8 If something else triggers enhanced scrutiny, then the bank should investigate further, but the 


final CIP rules leave that to the discretion of the bank on the premise that the bank is in the best 
position to know its own customer and assess whether enhanced due diligence is warranted. 







Elements of the Program. The proposal would require each bank to develop a 
written program that includes reasonable policies and procedures to address the risk of 
identity theft; be designed to protect customers and the safety and soundness of the bank; 
address financial, operational, compliance, reputation and litigation risks; be appropriate 
to the bank’s size and complexity and the nature and scope of its activities; and be able to 
take into account changing identity theft risks as they arise. Therefore, the Program 
would have to include steps for periodic review, including the risks and accounts 
covered. 


ICBA supports including flexibility in the rule so that the requirements for 
the Program are not one-size-fits-all. Allowing individual banks to tailor the scope of 
the Program to their own unique circumstances is helpful and will allow community 
banks to focus resources where they are most appropriate and address the unique risks 
presented by their own individual operations. This is especially important for community 
banks, which are often better able to identify risks because they are more familiar with 
their own customer base and individual customers. However, ICBA strongly urges the 
agencies to incorporate this same flexibility in examination procedures used to 
measure compliance with the new rule. All too frequently, community banks report 
examiners fall back on a one-size-fits-all approach and undermine any flexibility that the 
agencies incorporated into a rule. Therefore, it is critical that this element be preserved in 
both the final rule and examination procedures. 


Identity Theft Prevention and Mitigation. The program would have to include 
reasonable policies and procedures to prevent and mitigate identity theft in connection 
with opening new accounts as well as existing accounts. As proposed, banks might want 
to consider the following steps, depending on the degree of risk involved: monitoring 
accounts; contacting customers; changing passwords, security codes or other access 
devices for an account; reopening an account with a new account number; not opening a 
new account; closing an existing account; notifying law enforcement (and possibly filing 
a suspicious activity report (SAR)); or implementing credit limits. While banks would be 
required to verify the identity of persons opening accounts, compliance with existing 
customer identification program (CIP) procedures under the Patriot Act would be deemed 
to satisfy this requirement. footnote


 9 


ICBA does not believe it will be difficult for community banks to expand existing 
programs to incorporate the new steps to mitigate against identity theft. For example, 
many of the steps outlined as ways to mitigate the risk of identity theft are already 
included in existing procedures, such as information security programs or CIP. However, 
ICBA recommends that the final rule clearly recognize that compliance with 
parallel requirements meet the compliance requirements of this rule. It is equally 
important that the final rule – and subsequent examination procedures – acknowledge that 
the steps a bank takes to mitigate the risks of identity theft need not be segregated into 
separate policies and procedures but may be part of an overall fraud detection and 
deterrent program or part of existing procedures for information security or customer 
identification. 


footnote
 9 While the CIP rules exclude certain customers and accounts, there would be no exclusions 


under the identity theft requirement. 







Board of Directors & Senior Management. Under the proposal, the bank’s board 
or an appropriate board committee would be required to approve the written Program. 
The board, appropriate committee or senior management also would be responsible for 
overseeing the Program. As part of this requirement, the proposal would require a 
compliance report to the board at least annually. 


ICBA agrees that the board should be responsible for oversight of the 
Program and should be informed about the Program and its progress. However, 
the final rule should clearly specify that the board’s responsibility is limited to 
oversight of the Program and not day-to-day operation. In order to have the needed 
flexibility to address the evolving threats of identity theft, bank senior management needs 
sufficient flexibility to adjust the program between board meetings. Moreover, there 
seems to be an increasing tendency to place increasing responsibility on bank boards of 
directors for managing daily activities of the bank. This increased responsibility – and 
liability – can make it increasingly difficult for banks to attract and retain competent and 
energetic board members. While the bank’s board should be informed about and 
committed to the Program, it should not be responsible for the daily operation of the 
Program – and that should be clearly articulated in the final rule. 


Proposed Red Flag Guidelines (Appendix J). The statute requires the agencies to 
identify specific examples that might indicate identity theft. The agencies have identified 
a list of 31 individual “red flags” identified through various sources, listed in Appendix J 
to the proposal. Generally, the ICBA believes the outlined list of red flags is 
appropriate and provides banks with a useful tool. However, ICBA strongly urges 
the agencies to clearly articulate in the final rule that the list provided in the 
appendix is a set of examples and not a checklist. It is important that the red flags be 
treated as examples or indicators of possible identity theft and not de facto evidence of 
identity theft. This is especially important since the risks associated with identity theft 
are constantly changing as criminals develop new and unique methods of attack. While 
the presence of a red flag might be indicative of identity theft, as with other suspicious 
activities, the bank should be in a position to investigate and make a final determination 
whether there is a problem. footnote
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ICBA recommends that the agencies clarify that banks have flexibility when 
applying the list. While the proposal specifies that the list is not meant to be exhaustive, 
requiring each bank to have policies to supplement the list based on its own experience 
and additional guidance from the agencies, ICBA urges the agencies to provide in the 
final rule that the list should be applied in the same way as the bank conducts its risk 
assessment. In other words, a bank should be able to use the list as a set of examples but 
not be required to adhere to the entire list or to document whether each item on the list 
applies – or does not apply – to a particular category of account. To do so would be 
extremely and unnecessarily burdensome. Moreover, unless the final rule clearly permits 
banks to use the listed red flags as examples, there is a danger that examiners will treat 
the list as a checklist that must be completed by each bank for each type of account. This 


footnote
 10 This should be similar to procedures specified in the BSA/AML Examination Manual for 


suspicious activity reporting. 







defeats the purpose for developing the list and would interject a rigidity that would 
quickly make the list less useful, especially as forms of identity theft evolve. Just as it 
does when determining whether a particular activity is suspicious, a bank should be given 
flexibility to investigate a red flag to determine whether there is identity theft. footnote
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ICBA Comments on Specific Red Flags. Several items included on the red flag 
list might also be due to normal activity. For example, item number 3 suggests that a 
spike in activity on a consumer report might indicate identity theft – but it could also 
indicate that a consumer has been shopping for credit. Item 10a and 10b would require 
banks to monitor for addresses and phone numbers associated with fraudulent accounts – 
but to create such a system would entail costs that far outweigh the limited benefits and 
consume resources unnecessarily. Item 12 suggests that identical addresses or phone 
numbers might indicate identity theft but members of the same household will have the 
same address and phone number, and to investigate this each time will be unnecessarily 
burdensome. Item 18b suggests that failure to make an initial payment on a new account 
might indicate identity theft – but it could also be due to any number of problems 
associated with a new account and the bank should be allowed to investigate and resolve 
the problem without being required to presume identity theft. In other instances, an 
incomplete application or inconsistent information might be due to typographical errors 
or the fact that the consumer did not have all the needed information when the application 
was completed. Since individual banks are in the best position to assess whether a 
problem is significant or not, each bank should be allowed to make that determination 
based on knowledge of all the facts and circumstances. 


Card Issuers – Change of Address 


The proposal would require companies that issue credit or debit cards to adopt 
specific procedures where a change of address is followed within a short period, 
generally the first 30 days, by a request for an additional or replacement card. The 
proposal would prevent the card issuer from honoring the request for the additional or 
replacement card unless it verifies the validity of the change-of-address. The card issuer 
could verify the request by: (a) notifying the cardholder of the request at the cardholder’s 
former address and providing a means to promptly report incorrect address changes; (b) 
notifying the cardholder of the request by any means of communication that the 
cardholder and issuer had previously agreed to use; or (c) using other means to verify the 
validity of the address change. Any notice sent to the cardholder would have to be clear 
and conspicuous and separate from any regular correspondence with the cardholder. 


Most community banks already have procedures in place to verify that a change 
of address request is legitimate. For example, some community banks require the request 
to be in writing and then the bank verifies the signature on the request against the 
customer’s signature already on file with the bank. Other community banks restrict 
address change requests to those made in person at the bank. ICBA recommends that 


footnote
 11 And, as with the procedures for SAR filing, examiners should be given clear instructions that, 


absent a showing of bad faith or willful negligence, the examiner should not substitute his or her 
judgment for that of the bank. 







the final rule clearly incorporate flexibility that allows individual community banks 
to tailor their procedures for verifying the validity of an address change request to 
the bank’s unique circumstances, including product offerings and geographic market. 
As long as the bank has developed policies and procedures that allow it to verify a change 
of address request, and as long as the procedures the bank adopts address the potential 
risks for that type of account, that should be sufficient. Examiners should not second 
guess the bank’s procedures or impose unnecessary requirements. 


Address Discrepancies 


As required by section 315 of the FACT Act, the proposal would require banks to 
adopt reasonable policies and procedures for handling notices from consumer reporting 
agencies that an address provided by the bank “substantially differs” from the address on 
file with the consumer reporting agency. ICBA generally agrees this is appropriate, 
but it is also important that the final rule clearly state that the requirement excludes 
minor typographical errors or minor discrepancies. ICBA also recommends that 
the agencies offer examples of what constitutes substantial differences or what 
constitutes a minor difference not subject to the requirement. Absent a clear definition of 
what constitutes substantial difference, individual banks should be allowed to make that 
assessment, absent evidence of bad faith or willful neglect. 


As proposed, a bank would have to provide the correct address to the credit 
reporting agency that notified the bank of the discrepancy once the bank can form a 
reasonable belief it knows the identity of the consumer; footnote


 12 if it has a continuing 
relationship with the consumer; and if it regularly furnishes information to that consumer 
reporting agency. Again, ICBA generally agrees that these are appropriate conditions. 
However, ICBA recommends that the final rule clarify that the requirement to 
furnish the corrected information to the consumer reporting agency applies only if 
the bank provides that information to the consumer reporting agency for that type of 
account. 


Timing. The bank would be required to provide the correct address to the 
consumer reporting agency with its regular reports during the reporting period that it 
opens a new account. For existing accounts, the bank must furnish the corrected address 
during the reporting period when it reasonably confirms the accuracy of the address. 
ICBA does not disagree with this requirement. However, ICBA recommends that the 
final rule include sufficient flexibility to allow the bank to investigate the 
discrepancy. Many existing regulations, such as the Federal Reserve’s Truth-in-Lending 
Act rule, Regulation Z, provide sufficient time for a bank to conduct an investigation into 
a possible error, footnote


 13 and similar flexibility should be incorporated here, too. 


Finally, ICBA recommends that this particular element include a sufficient 
transition period to allow software vendors to update existing software programs to 


footnote
 12 Similar to the red flags proposal, a bank could satisfy this requirement if it complies with the 


Customer Identification Program rules of the Patriot Act, 
footnote


 13 See, e.g., 12 CFR 226.13. 







allow banks to provide the needed information to the consumer reporting agencies. 
Given other demands on software developers, ICBA recommends at least a two-year 
transition, although the agencies may want to consult with software providers for more 
accurate estimates of the time needed. 


Regulatory Burden 


The banking agencies estimate that it will initially take banks 25 hours to create 
an Identity Theft Prevention Program, four hours to prepare the annual report to the 
board and two hours to train staff on the Program. footnote


 14 They also estimate it will take card 
issuers four hours to develop policies and procedures to assess the validity of a change-
of-address request. As noted above, the agencies believe that since banks already have 
programs for safeguarding customer information and for customer identification, this new 
requirement will “pose no further burden.” Therefore, the times estimated are based on 
the incremental time needed to comply with this proposal. 


ICBA finds the agencies’ estimates for time to comply with the proposed rule’s 
requirements insufficient. Most community banks estimate it will take much longer to 
comply – when they feel comfortable even trying to estimate how long it will take. The 
larger the bank and the more locations it has, the longer it will take to implement the 
requirements. Therefore, ICBA strongly urges the agencies to increase the amount of 
time that banks will need to comply with these requirements. 


Community bankers estimate it is likely to take at least two to three times what is 
estimated to review the final rule, evaluate available supplemental information distributed 
by trade associations and others, analyze the rule against existing policies and procedures, 
develop and implement policies and procedures – including compliance and audit 
procedures, develop and schedule staff training. Larger community banks estimate it 
could require up to 100 hours and a minimum cost of $10,000 to $20,000. Even building 
on existing programs, ICBA finds the estimated timeframes unrealistic. 


For example, the agencies estimate that it will only require an average of four 
hours to prepare the annual report on the Program for the board. While this might be 
adequate for smaller institutions with simple operations, ICBA does not believe it will 
adequately reflect the kind of analysis and information needed. It is not inconceivable 
that it might take a community bank up to 10 times as long to develop and prepare this 
report. 


The estimate that it will only take two hours to train staff on the program is 
especially inadequate. Depending on the size of the institution and the number of 


footnote
 14 The FTC estimates that low-risk entities may only need 20 minutes to develop and implement a 


Program with an annual burden of five minutes. ICBA believes that this estimate is extremely 
inadequate, since it will take low-risk entities much longer than 20 minutes to simply read and 
assess the requirements, let alone develop and implement a Program. As with the estimates for 
the amount of time it will takes banks to comply with the requirements, ICBA finds this estimate 
completely unrealistic. 







locations and number of employees it has, it can take many times the estimated amount. 
For instance, one community banks estimates that it will take five to 10 hours to prepare 
the training program and an additional two hours to train each group of employees, 
resulting in well over 50 hours for training alone. Another community bank with 80 
employees would plan to hold 2-hour training sessions for groups of 10 employees, 
requiring a minimum of 16 hours for training alone, excluding the amount of time needed 
to develop the training. Therefore, ICBA strongly recommends that the estimated 
amount of time for training of the new requirements be substantially increased. 


Effective Date 


Although the intention of the proposal is to provide banks with sufficient 
flexibility to tailor a Program to their own unique circumstances, ICBA recommends that 
the agencies incorporate sufficient time for banks to develop the necessary policies and 
procedures once a final rule is issued. At a minimum, ICBA recommends the final 
rule permit a one-year transition period. 


Conclusion 


One community banker commented that the red flags proposal was one of the 
most burdensome proposals he has seen in a long time. While ICBA believes it is useful 
to provide community banks with information that raises awareness about potential 
indicators of identity theft, the requirements of the proposal go far beyond what was 
mandated by Congress in the FACT Act. It is ironic that the agencies would issue such 
an extensive proposal at a time when they are simultaneously analyzing unnecessary 
burdens under a different Congressional mandate. footnote


 15 While identity theft is clearly a 
problem, ICBA believes that the proposal fails to recognize that banks have already taken 
steps for many years to detect and prevent fraud, including identity theft. The elements 
and burdens that would be imposed by the proposal if it is adopted without change will 
consume resources in both time and money that could be better allocated to detecting and 
stopping fraud. And, the breadth of the proposed definition of identity theft will 
incorporate all types of garden-variety frauds, detracting from efforts to stop true 
instances of identity theft. 


ICBA commends the agencies for undertaking this difficult task to help bankers 
protect their customers from the serious problem of identity theft. However, it is 
extremely important that the final rule be sufficiently flexible and allow individual banks 
enough leeway to develop programs designed to address their own products, services, 
geographic markets and customer bases. Otherwise, the final rule will be too rigid to 
properly address the problem of identity theft. 


footnote
 15 The Economic Growth and Regulatory Paperwork Reduction Act of 1996 (EGRPRA). 







Thank you for the opportunity to comment. If you have any questions or would 
like additional information, please contact the undersigned by telephone at 202-659-8111 
or by e-mail at robert.rowe@icba.org. 


Sincerely, 


Robert G. Rowe 3rd signature 


Robert G. Rowe, III 
Regulatory Counsel 
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250 E Street, S.W. 
Public Information Room 
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Washington, D.C. 20219 
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Reserve System 
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Washington, D.C. 20551 
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Executive Secretary 
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Mary F. Rupp 
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Federal Trade Commission 
Office of the Secretary 
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Washington, D.C. 20580 
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Re: Interagency Proposal on Identity Theft Red Flags 


Dear Sirs and Madams: 


The Mortgage Bankers Association (MBA) footnote
 1 is pleased to comment on the 


proposed interagency regulations on identity theft red flags under the Fair and 
Accurate Credit Transactions Act of 2003 (FACT Act). The proposal is designed 


footnote 1 The Mortgage Bankers Association (MBA) is the national association representing the real 
estate finance industry, an industry that employs more than 500,000 people in virtually every 
community in the country. Headquartered in Washington, D.C., the association works to ensure 
the continued strength of the nation’s residential and commercial real estate markets; to expand 
homeownership and extend access to affordable housing to all Americans. MBA promotes fair 
and ethical lending practices and fosters professional excellence among real estate finance 
employees through a wide range of educational programs and a variety of publications. Its 
membership of over 3,000 companies includes all elements of real estate finance: mortgage 
companies, mortgage brokers, commercial banks, thrifts, Wall Street conduits, life insurance 
companies and others in the mortgage lending field. For additional information, visit MBA’s Web 
site: www.mortgagebankers.org. 
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to prevent identity thieves from opening an account at a financial institution 
purportedly in the name of another. This is an important area of regulatory focus 
because identity theft has been a problem to consumers and to consumer 
lenders. 


1. BACKGROUND 


Six Federal agencies (the Agencies) propose to implement a requirement in 
§ 114 of the FACT Act footnote


 2 that requires financial institutions to establish programs 
regarding identity theft. This § 114 requires the Agencies to establish guidelines 
regarding identity theft, and mandates regulations requiring financial institutions 
to implement the guidelines. The required regulations and guidelines are the 
subject of the current proposal. 


Identity theft often occurs with breaches of privacy, and the two are often blurred 
together. It is important to note the distinction, however. An identity thief often will 
breach a consumer’s privacy, such as by gaining unauthorized access to the 
consumer’s identifying information at a financial institution. This is a breach of 
privacy. The thief may then go to a different financial institution and use the 
consumer’s information to get a loan in the consumer’s name without the 
consumer’s knowledge. Using the information to try to obtain this loan is identity 
theft. The current proposal focuses on identity theft rather than breaches of 
privacy. 


The proposed regulations would require financial institutions and creditors to 
have written identity theft prevention programs that include reasonable policies 
and procedures, and, more particularly, that identify “red flags” warning of identity 
theft risk. The identity theft prevention programs must require preventive steps in 
the case of an identity theft risk, commensurate with the degree of risk. 


The proposal specifies internal board oversight and reporting requirements, 
would require staff training, and would require actions to help ensure that service 
providers are in compliance with the proposed red flag regulation. 


While the proposal would apply to financial institutions and creditors broadly 
defined, MBA comments on the provisions of interest to mortgage market 
participants. Identity theft affects single family lenders but we know of no 
instances of identity theft affecting commercial or multifamily mortgage lenders, 
so we first cover the issues applicable to commercial and multifamily lending, 
then we separately discuss other issues. 


footnote
 2 Fair and Accurate Credit Transactions Act (FACT Act) § 114, codified at 15 U.S.C. 


§ 1681(m)(e)(1). 







2. IDENTITY THEFT IS A PROBLEM FOR CONSUMERS AND 
CONSUMER LENDERS, BUT NOT FOR COMMERCIAL AND 
MULTIFAMILY MORTGAGE BORROWERS OR LENDERS. 
COMMERCIAL AND MULTIFAMILY MORTGAGE LENDERS SHOULD 
NOT BE SUBJECT TO THE PROPOSED RULE. 


A. Identity Theft Is Not a Problem in Commercial and Multifamily 
Mortgage Lending. 


Certainly identity theft problems exist in consumer lending. Identity thieves have 
many methods by which they can and do obtain loans by using another’s 
personal information, without that person’s knowledge or consent. By stealing a 
person’s name, address, and Social Security number, identity thieves can go to a 
financial institution and apply for a loan using the stolen information. Unless the 
lender has sufficient safeguards in place, the identity thief can often fraudulently 
get the loan proceeds. 


Commercial and multifamily mortgage lending is so fundamentally different from 
consumer lending that identity theft is not an issue in the commercial and 
multifamily mortgage markets. 


Commercial and multifamily lenders base their underwriting primarily on the 
collateral property. Single family mortgage lenders rely on the consumer’s 
creditworthiness and, as a last resort, the collateral property. 


This basic distinction explains why underwriting commercial and multifamily loans 
is vastly different from underwriting single family loans. Single family lenders rely 
primarily on consumers’ credit histories and credit scores, as indicators of the 
consumers’ ability to repay, and loan-to-home value ratios, as an indicator of the 
consumers’ incentive to stay in the home. Commercial and multifamily lenders 
rely on expected future cash flows from the collateral property. Predicting these 
cash flows requires verifying every reasonable risk factor that could affect the 
cash flows, and there are quite a number of them. 


Additionally, commercial and multifamily loans have larger principal balances 
than single family loans, commonly well into the tens of millions of dollars, so bad 
credit decisions are especially costly on commercial and multifamily loans. Single 
family lenders are more able to take the occasional bad loan in stride. The 
heightened need for careful credit decisions, due to potentially significantly larger 
losses, is part of the reason that commercial and multifamily mortgage lenders do 
much more extensive and detailed underwriting than do single family lenders. 


Commercial and multifamily mortgage lenders look at a number of criteria that 
single family lenders do not. These include rents in the collateral property, of 
course, but lenders also look at factors that may affect rents over the life of the 
loan. These include vacancy rates, new construction of competing properties, the 







population level, area income levels, inflation, and trends in all of these factors. 
Lenders also must consider all operating costs, including taxes, utility costs, and 
management and maintenance costs, both short term and long term. Commercial 
lenders look at commercial tenants’ creditworthiness and ability to pay rent, and 
multifamily lenders have to consider rent control requirements. Because 
commercial and multifamily mortgage loans are all different, lenders also have to 
consider any significant contract provisions that may affect the risks in each 
individual loan. 


Commercial and multifamily lenders physically inspect the property during loan 
underwriting, so it is not realistic for a borrower to deceive the lender about which 
property is the collateral. 


Commercial and multifamily mortgage lenders also look at the principals involved 
in the ownership entity to which the loan will be made, even though the principals 
may not be personally liable on the loans. Lenders review the experience and 
track record of the ownership entity and its principals because they may impact 
the success of the property and thus of the loan. 


Given the extensive underwriting, checking, verifying, and documenting that 
occurs for each and every commercial and multifamily mortgage loan in this 
country, it is unrealistic to believe anyone could, through identity theft, 
fraudulently obtain a commercial or multifamily mortgage loan. In these ways, 
commercial and multifamily lending is of a very different nature than single family 
lending. 


MBA sees no reason to impose a new regulatory burden on commercial and 
multifamily mortgage lenders requiring them to prevent lending to identity thieves, 
when they already do so very effectively. 


B. The FTC’s Website Makes Clear That Identity Theft Is a 
Consumer Problem. 


The Federal Trade Commission (FTC)’s website provides a wealth of information 
about identity theft, such as a description of the various forms it can take, how to 
prevent it, and what to do when it happens. Notably, the site map at ftc.gov lists 
this information under “For Consumers” and not under “For Businesses[.]” The 
FTC also describes methods of identity theft, stating that “Skilled identity thieves 
use a variety of methods to steal your personal information” (emphasis added). footnote


 3 


Further, the FTC describes methods for deterring identity theft, explaining that 
“Identity theft is a serious crime. It occurs when your personal information is 
stolen and used without your knowledge to commit fraud or other crimes” 
(emphasis added). footnote


 4 


footnote
 3 Available at http://www.ftc.gov/bcp/edu/pubs/consumer/idtheft/idt01.htm. 


footnote 4 Id. 



http://www.ftc.gov/bcp/edu/pubs/consumer/idtheft/idt01.htm





Identity thieves steal personal information because some lenders make 
consumer loans based on fraudulent consumer loan applications. 


None of the Agencies set forth any reason to believe identity theft is or will 
become a problem in the commercial and multifamily mortgage markets. 


C. The FACT Act Provides Authority to Exempt Commercial and 
Multifamily Mortgage Lenders From the Red Flags Rule. 


The statutory requirement for the red flags proposal is in § 114 of the FACT Act: 


The Federal banking agencies, the National Credit Union Administration, 
and the [Federal Trade] Commission shall jointly, with respect to the 
entities that are subject to their respective enforcement authority . . . 
(A) establish and maintain guidelines for use by each financial institution 
and creditor regarding identity theft with respect to account holders at, or 
customers of, such entities, and update such guidelines as often as 
necessary. . . . footnote
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This FACT Act provision amends the Fair Credit Reporting Act (FCRA). The 
FCRA defines creditor to include: 


[A]ny person who regularly extends, renews, or continues credit; any 
person who regularly arranges for the extension, renewal, or continuation 
of credit; or any assignee of an original creditor who participates in the 
decision to extend, renew, or continue credit. footnote
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The term “person” in this definition is broadly defined to include corporations, 
partnerships, and other entities. footnote


 7 


1. The Agencies Have Statutory Authority to Construe the 
Term “Creditor” in § 114 to Exclude Commercial and 
Multifamily Mortgage Lenders. 


The term “creditor” is defined in the FCRA broadly to include many creditors. The 
Red Flags Proposal, however, is narrow, and applies only to identity theft, the 
unauthorized use of a consumer’s identifying information to obtain a loan. 


It is important to distinguish identity theft from a breach of privacy. 


• Identity theft is the unauthorized use of a consumer’s identifying 
information, regardless of how the recipient accessed the 


footnote
 5 FACT Act § 114, codified as § 603(r)(5) of the Fair Credit Reporting Act (FCRA) at 15 U.S.C. 


§ 1681(m)(e)(1). 
footnote


 6 FACT Act § 111, codified as § 603(r)(5) of the FCRA, 15 U.S.C. § 1681a, incorporating by 
reference the definition of creditor from 15 U.S.C. § 1691a(e). 
footnote


 7 FCRA § 603(b), 15 U.S.C. § 1681a(b). 







information. While the recipient may access the information 
improperly, a consumer may voluntarily give personal information to 
another, not expecting the recipient to use the information 
improperly. In either event, identity theft often occurs when the 
recipient uses the consumer’s identifying information to obtain a 
loan in the consumer’s name without the consumer’s consent. It is 
this improper use of consumer information that FACT Act § 114 and 
the current red flags proposal intend to prevent. 


• A breach of privacy is the improper access to a person’s 
information, regardless of whether the recipient ever uses the 
information. Breaches of privacy often occur without resulting 
identity theft. Privacy is regulated by the Gramm-Leach-Bliley Act 
and its implementing regulations. footnote
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As to commercial and multifamily lenders, this distinction is especially significant. 
Commercial and multifamily lenders can and do obtain information about 
individuals. In underwriting a loan, for example, commercial lenders may obtain 
credit histories and other personal information about the principals in the 
ownership entity. It is possible that an identity thief could hack into a commercial 
or multifamily lender’s database and steal this personal identifying information. 
That would be a breach of privacy but not identity theft. 


In other words, the current proposal is designed for one purpose – to require 
lenders to avoid making loans to identity thieves. Commercial and multifamily 
mortgage lenders have broad and extensive protections in place to prevent many 
types of faulty loans, including loans to identity thieves. It is therefore reasonable 
for the Agencies to construe the term “creditor,” for § 114 purposes, to exclude 
commercial and multifamily mortgage lenders. 


Any other construction would result in a waste of resources, requiring commercial 
and multifamily mortgage lenders to create, get board approval of, report 
annually on, and train staff to implement, a useless program that duplicates 
longstanding industry protections. 


footnote
 8 The Gramm-Leach-Bliley Act requires financial institutions, whether or not they are creditors, to 


maintain information security standards to protect the privacy and security of information. Gramm-
Leach-Bliley Act, Pub. L. No. 106-102, § 501(b), 113 Stat. 1338, 1436 – 37 (1999) (codified at 15 
U.S.C. § 6801(b)). The Agencies issued final standards to implement these requirements, at 66 
Fed. Reg. 8152 (Jan. 30, 2001) (National Credit Union Administration); 66 Fed. Reg. 8616 
(February 1 , 2001) (Federal Reserve System, Federal Deposit Insurance Corporation, Office of 
the Comptroller of the Currency, and Office of Thrift Supervision); 67 Fed. Reg. 36484 (May 23, 
2002) (Federal Trade Commission). 







2. The Agencies Have Statutory Authority to Construe the 
Terms “Account Holders” and “Customers” to Exclude 
Account Holders and Customers of Commercial and 
Multifamily Mortgage Lenders. 


The § 114 provision quoted above requires red flag programs to prevent “identity 
theft with respect to account holders at, or customers of” financial institutions and 
creditors. This must mean that Congress requires identity theft red flag programs 
regarding account holders or customers that can or might reasonably be 
expected to result from identity theft. This must be true because preventing 
identity theft could be the only logical purpose to requiring identity theft 
prevention programs. As discussed above, commercial and multifamily mortgage 
loans are not at reasonable risk of identity theft. 


It is true that the proposal is risk-based, requiring more preventive steps in 
circumstances when there is more risk of identity theft, and fewer preventive 
steps when there is less risk. The proposal does not, however, permit a covered 
lender to take no steps when there is no reason to believe there is a risk. Even 
for commercial and multifamily mortgage lenders, the proposal would impose 
requirements. These lenders would have to create written identity theft red flags 
programs, obtain approval of the programs from the boards of directors or from 
board committees, train staff to implement the programs, and submit annual 
reports on the programs. Because commercial and multifamily mortgage lenders 
already so thoroughly and extensively protect themselves from identity theft, 
there is no purpose to imposing these regulatory requirements on them. 
Congress could not have intended to apply the red flag requirements to 
commercial and multifamily mortgage lenders because it would impose costs 
with no benefit. Similarly, the Agencies have not stated a reason to apply these 
requirements to commercial and multifamily mortgage lenders. 


3. The Agencies Have Statutory Authority to Tailor the Red 
Flags Requirements to Areas of Risk, and to Exclude 
Commercial and Multifamily Mortgage Lenders. 


The Agencies, most appropriately, describe the current proposal as “a flexible, 
risk-based approach[.]” footnote


 9 Congress similarly directed the Agencies to “identify 
possible risks” of identity theft. footnote


 10 The reason Congress requires the Agencies to 
identify identity theft risks, and the reason the Agencies have proposed a flexible, 
risk-based approach to identity theft prevention, is to tie the regulatory costs of 
complying with the new rules with the risks of identity theft occurring. This is what 
both Congress and the Agencies intend, and it is certainly very sensible. 


Using this approach, it is irrational to impose red flag regulatory requirements on 
commercial and multifamily lenders. To impose this regulatory burden on these 


footnote
 9 - 71 Fed. Reg. 40786, 40788 (July 18, 2006). 


footnote
 10 FACT Act § 114, codified at 15 U.S.C. § 1681m(e)(1)(B). 







lenders would run counter to the risk-based approach both Congress and the 
Agencies intend. 


D. Conclusion – Commercial and Multifamily Mortgage Lenders 
Should Be Exempt. 


For the reasons discussed above, the Agencies should not require commercial 
and multifamily mortgage lenders to create, implement, or maintain identity theft 
prevention programs. Even risk-based programs still impose regulatory burden. 
Because commercial and multifamily mortgage lenders, by the very nature of 
their businesses, already strongly and effectively protect themselves from identity 
thieves, there could be no rational basis for imposing identity theft prevention 
requirements on these lenders. 


3. RED FLAG PROGRAM PROVISIONS 


While commercial and multifamily lenders have a unique view of the red flags 
proposal as discussed above, some aspects of the proposal would affect all 
mortgage lenders. These are discussed in this section. 


A. One Program Per Service Provider Is Most Effective. 
While the risk of identity theft at a service provider is real, it is important that any 
preventive measures be designed to reduce these risks. The Agencies ask for 
comment on whether they should permit a service provider to use an identity 
theft prevention program that differs from that of the institution that retains the 
service provider. It is extremely important to permit this flexibility. It is common 
for one service provider to serve many financial institutions. Each financial 
institution will develop its own identity theft prevention program, and each 
program will be unique in its specifications. There is no reason to require one 
service provider to incorporate a separate program for each of its individual 
customers. 


The goal is to minimize the risk of identity theft, and that should be the 
requirement. As long as a service provider uses a program that appropriately 
minimizes risk, it should not matter whether the form of that program matches the 
program of one or another financial institution. The goal should be substance 
rather than form. 


Further, one financial institution commonly has multiple service providers. There 
is no reason to require a financial institution to train each of its many service 
providers on all the specific details of its identity theft prevention program, then 
regularly oversee every service provider to ensure continuing compliance with 
the financial institution’s unique program. Again, as long as a service provider 
uses a program of adequate substance, the program’s form should not matter. 







Requiring one service provider to implement a different program for each of its 
customers and requiring each financial institution to impose a unique form of 
identity theft prevention program on each service provider would greatly increase 
the cost of, and the time required to implement, the several programs. As long as 
one program is as effective as another, concern about whose particular program 
a service provider uses would be unreasonable – it would add significantly to the 
compliance costs and to the time required to comply with the requirement, but 
would add no corresponding increase in protection. 


MBA very strongly urges the Agencies to permit financial institutions to use 
identity theft protection programs that differ from the programs that their service 
providers use. We further urge the Agencies to so state in any final regulation 
because of the importance of this matter. 


B. Institutions Cannot Oversee Their Service Providers’ Service 
Providers. 


The proposal would require financial institutions to take steps to ensure that their 
service providers are complying with an identity theft prevention program that 
meets the requirements of the proposed regulation. Section __.90(d)(4). footnote


 11 The 
proposal would define “service provider” to mean “a person that provides a 
service directly to the financial institution[.]” Section __.90(b)(6) (emphasis 
added). 


The definition of service provider covers those providers that directly service a 
financial institution, while the operative provision does not make this clarification. 
MBA recommends that the final regulation add the word “directly” to 
§ __.90(d)(4), to read that when “a financial institution or creditor directly 
engages a service provider to perform an activity on its behalf . . . .” This would 
make clearer that the regulation requires financial institutions only to oversee 
their direct service providers. 


Financial institutions may not know of, do not have a contractual relationship 
with, and cannot therefore oversee, their service providers’ service providers. 
Only a party with a direct connection to a service provider can oversee that 
service provider. Therefore, only the institution that directly retains a service 
provider should be required to oversee that service provider’s identity theft 
prevention program. 


C. Risk of Harm Affects Relevance of Red Flags. 
The proposal would require institutions to have policies and procedures to 
identify red flags that are relevant to detecting a possible risk of identity theft. To 
identify which red flags are relevant, the proposal would require institutions to 


footnote
 11 While the Agencies jointly propose substantially similar regulations, each Agency codifies its 


regulations separately, with differing citations. For ease of reference, citations to the proposal in 
this letter use the suffix shared by most of the Agencies, with a blank for the C.F.R. Part number. 







consider a number of factors: the accounts subject to a risk of identity theft; the 
methods the institution used to open and provide access to those accounts; and 
the institution’s size, location, and customer base. 


While these listed factors are certainly important, the list should also include the 
risk of harm. Not every red flag indicates a realistic risk of identity theft. For 
example, an incorrect telephone number on a loan application may be an 
indicator of identity theft in some cases, but when all other information on a loan 
application is verified, a typographical error in a telephone number does not 
necessarily warrant significant action. This list needs to incorporate a reasonable 
amount of flexibility to require action when reasonable, but not when there is no 
reasonable risk of identity theft. 


The proposal seems to indicate that a reasonableness test is appropriate, in that 
it provides that institutions “must have a reasonable basis for concluding that a 
red flag does not evidence a risk of identity theft[.]” Section __.90(d)(2)(3). To 
make clear that institutions do not need to act on red flags when they do not pose 
a reasonable risk of identity theft, the concept should also be included in the list 
of factors for determining which red flags are relevant in § __.90(d)(1)(2). 


D. Addressing Risks of Identity Theft – Actions Should Be 
Commensurate With Risk. 


After a financial institution has identified relevant red flags and has determined 
that those red flags evidence a risk of identity theft in a particular instance, some 
action is warranted. Appropriately, the proposal would not specify a one-size-fits-
all action plan. Rather, and appropriately, the proposal would require policies and 
procedures to address the risk of identity theft “commensurate with the degree of 
risk posed.” Section __.90(d)(2)(4). It is very important that the actions required 
be commensurate with the degree of risk in any individual case because every 
case is unique. This flexibility in the proposal will permit institutions to focus their 
resources on cases where risks are actual rather than merely possible. MBA 
supports this flexibility. 


E. Board Approval and Reports Should Be Determined Case By 
Case. 


The proposal would require each financial institution’s board of directors, or an 
appropriate board committee, to approve the identity theft protection program. 
The board, board committee, or “senior management” would be required to 
oversee the development, implementation, and maintenance of the program. The 
proposal would further require annual reports to the board, board committee, or 
to senior management, on the institution’s compliance with its identity theft 
protection program. The proposal specifies a number of material matters that 
each annual report must discuss and evaluate. 







While there is no question that effective oversight of identity theft protection 
programs is important for lenders at risk of making loans to identity thieves, MBA 
does not believe that detailed regulatory mandates are necessary or appropriate. 
Because financial institutions vary in size, business type, and management 
organization, it would be more appropriate for each institution to determine the 
form of oversight most effective under its circumstances. For institutions with a 
history of identity theft risks, annual board reports may be insufficient. Institutions 
with low levels of risk may not need detailed annual board reports. Further, the 
institutions themselves, rather than a regulation, should determine what a board 
report should cover. 


Regulatory prescriptions of board and management oversight and of the specific 
requirements for periodic reports are not required by the FACT Act. Nor are such 
specific requirements appropriate in the absence of evidence of failure to 
implement regulatory requirements. Financial institutions often incur financial 
losses when identity theft occurs, and therefore they have strong incentives to 
fight identity theft. Finally, financial institutions are already subject to 
comprehensive oversight and reporting requirements imposed by their federal 
and state supervisors. 


For these reasons, MBA recommends that the Agencies permit financial 
institutions to independently determine the most appropriate procedures for 
implementing and maintaining their identity theft prevention programs. 


F. Training Relevant Staff. 
The proposal would require financial institutions to “train staff to implement” their 
identity theft prevention programs. Again, this prescriptive mandate appears 
unnecessary and inappropriate. It would be impossible for an institution to 
comply with the proposed regulation and guideline without training its staff to do 
so. MBA believes this provision is unnecessary and should not be included in a 
final regulation. If the provision is finalized, it should be amended to say “training 
relevant staff to implement” the programs, because some staff may not be 
involved in identity theft prevention. 


G. Inactive Accounts Are Not Necessarily a Red Flag. 
The Appendix to the proposed regulation lists a number of red flags. One is “[a]n 
account that has been inactive for a reasonably lengthy period of time is used 
(taking into consideration the type of account, the expected pattern of usage and 
other relevant factors).” footnote


 12 The FACT Act directs the Agencies to consider 
including reasonable guidelines concerning accounts that have been inactive for 
longer than two years. The Agencies solicit comment on whether the red flag for 
dormant accounts should include a two year limit or whether a more flexible red 
flag, such as the one proposed, is more appropriate. 


footnote
 12 Proposed Appendix to Interagency Guidelines on Identity Theft Detection, Prevention, and 


Mitigation, Item 20. 







Because there are a variety of types of accounts, MBA believes that a more 
flexible approach is most appropriate. This would permit financial institutions to 
concentrate their identity theft prevention efforts in areas of need. 


It is common for Americans to put in place a line of credit secured by their homes 
before they need to draw on the credit. A family may choose this option to 
prepare for an anticipated future expense, such as the care of an elderly parent, 
a future medical expense, or a future home repair. The timing of the expense 
may be hard to predict. One family may put the line of credit in place, then draw 
on it immediately. Another family may put the line of credit in place then not need 
to use it for a longer period. It is unreasonable to assume that one case presents 
more risk of identity theft than the other. By using flexible red flags, the proposal 
most effectively implements Congress’s intent that financial institutions address 
identity theft risks. MBA supports the red flag for inactive accounts as it is 
proposed. 


H. Other Red Flags Cannot and Should Not Be Predetermined. 
The Agencies solicit comment on whether the proposed red flags enumerated in 
the Appendix to the proposed rule are appropriate, or whether the list should 
include more or fewer red flags. MBA believes the list is appropriate because the 
red flags are designed to be flexible. It is not possible to identify every event that 
may indicate identity theft. Further, a long and rigid list containing a number of 
irrelevant red flags would bog down financial institutions in documenting why 
each enumerated red flag is not relevant in each case. This would drain 
resources away from the goal of preventing realistic risks of identity theft. 


I. Identity Theft Prevention Programs. 
The proposal, at § __.90(c), would, in broad terms, require financial institutions 
and creditors to implement a written identity theft prevention program. That 
program would need to have reasonable policies and procedures to address 
identity theft risks to customers, and to the safety and soundness of the 
institution, “in the manner discussed in paragraph (d) of this section.” The 
referenced paragraph (d) contains the specific requirements for an identity theft 
prevention program. In other words, paragraph (c) would require institutions to 
have a written program, while paragraph (d) would specify what a program must 
contain and require. 


This reference in paragraph (c) to the specific requirements of paragraph (d) is 
very important because it indicates that an institution that has a program meeting 
the specific requirements of paragraph (d) is in compliance with paragraph (c) as 
well. MBA recommends that the Agencies clarify this point explicitly in a final 
regulation to remove any possible doubt that compliance with paragraph (d) 
entails compliance with paragraph (c). 







4. REGULATORY FLEXIBILITY ACT 


The Regulatory Flexibility Act requires agencies, in their rulemakings, to consider 
the impact of rules on small businesses. Congress passed the Regulatory 
Flexibility Act because: 


[U]niform Federal regulatory and reporting requirements have in numerous 
instances imposed unnecessary and disproportionately burdensome 
demands including legal, accounting, and consulting costs upon small 
businesses, small organizations, and small governmental jurisdictions with 
limited resources; [T]he failure to recognize differences in the scale and 
resources of regulated entities has in numerous instances adversely 
affected competition in the marketplace, discouraged innovation and 
restricted improvements in productivity[.] 


[U]nnecessary regulations create entry barriers in many industries and 
discourage potential entrepreneurs from introducing beneficial products 
and processes; [and] alternative regulatory approaches which do not 
conflict with the stated objectives of applicable statutes may be available 
which minimize the significant economic impact of rules on small 
businesses . . . . footnote
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Under this act, when a proposed regulation would have a significant economic 
impact on a substantial number of small entities, the agency must consider 
alternatives that would lessen the regulatory burden on small entities. In addition, 
the agency must publish compliance guides to assist small businesses in 
complying with the new regulation.  footnote
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In the present rulemaking, none of the Agencies has stated that the rule would 
have a significant economic impact on a substantial number of small businesses, 
but the agencies did request comment on regulatory alternatives that would 
minimize the regulatory burden on small entities. The Federal Trade Commission 
requests comment on the number of small businesses that its proposed rule 
would cover. 


MBA represents most mortgage lenders in this country. We comment only on the 
number of small mortgage lenders that would be subject to the proposed rule. 
Some mortgage lenders are depository institutions. We find there are 10,314 
depository institutions with assets of less than $100 million that would be subject 
to the rule, as it is proposed. We believe this is a substantial number of small 
businesses. In addition, there are a number of mortgage banks in this country 


footnote
 13 Regulatory Flexibility Act, Pub. L. No. 96-354, § 2, 96 Stat. 1164 (1980) (codified at 5 U.S.C. 


§ 601 note). 
footnote


 14 Small Business Regulatory Enforcement Fairness Act of 1996, Pub. L. No. 104-121, § 212, 110 
Stat. 857, 858 (codified at 5 U.S.C. § 601 note). 







that are not affiliated with a depository institution. The asset size of these lenders 
is difficult to pinpoint because some of them have parent companies that may 
own multiple mortgage banks. Nevertheless, we estimate that there are at least 
500 and perhaps as many as 1000 mortgage banks that are independent of 
depository institutions that would be subject to the proposed rule. We therefore 
believe this proposed rule would affect a substantial number of small entities. 


The Agencies seem to agree that the proposal would not have a significant 
economic impact on the small entities affected. As discussed above, the proposal 
would impose a regulatory burden on commercial and multifamily mortgage 
lenders with no purpose. Useless regulatory burdens are inconsistent with the 
purposes of the Regulatory Flexibility Act, and these lenders should therefore be 
exempt from the red flag program requirements. 


As to single family mortgage lenders, MBA believes the proposal, as drafted, 
would not have a significant economic impact. Should a final rule differ from the 
proposal, our belief may also change. 


In particular, we believe the proposal would not have a significant economic 
impact on mortgage lenders largely because the proposal would not require 
every service provider to implement an Identity Theft Prevention Program that is 
the same as that of each of the service provider’s lender customers. 


Mortgage lenders are quite heavily dependent on service providers, probably 
more dependent than other lenders. The treatment of service providers in this 
rulemaking therefore will greatly affect mortgage lenders. 


MBA very strongly supports the proposal to permit each service provider to 
implement its own Identity Theft Prevention Program. We believe that any 
alternative treatment of service providers in the current rulemaking would trigger 
the requirements under the Regulatory Flexibility Act for regulations that have a 
significant economic impact on a substantial number of small entities. 


MBA believes that, as to the treatment of service providers, the Agencies have 
selected the regulatory alternative that minimizes regulatory burdens on small 
entities. By also exempting commercial and multifamily lenders from the red flags 
program requirements, the Agencies would finalize the regulatory alternative that 
minimizes regulatory burden while simultaneously protecting consumers from 
identity theft. 







5. CONCLUSION 


MBA supports the efforts by all of the Agencies to deter, detect, and mitigate the 
harms of identity theft. MBA urges the Agencies to undertake these important 
efforts while minimizing regulatory burdens, commensurate with identity theft 
risks. 


Because commercial and multifamily mortgage lenders, by the nature of their 
businesses, protect themselves from identity theft as discussed above, MBA 
strongly urges that the Agencies exempt commercial and multifamily mortgage 
lenders from any identity theft red flag requirements. MBA supports the proposal 
to permit service providers to implement one identity theft prevention program 
rather than multiple programs. MBA supports the Agencies’ efforts to craft flexible 
and risk-based guidelines and regulations. 


Sincerely, 


Regina M. Lowrie signature 
Regina M. Lowrie, CMB 
Chairman 
Mortgage Bankers Association 
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Proposal: Interagency Notice of Proposed Rulemaking: Identity Theft 
Red Flags and Address Discrepancies under the Fair and 
Accurate Credit Transactions Act of 2003 
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Name: Tammy L Poole 
Affiliation: The Citizens Bank 
Category of Affiliation: Commercial 
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Comments: 
This proposed regulation is only a duplication and further tightening of the USA Patriot Act Section 
326 (CIP policy) and will make it increasingly more difficult for financial institutions to serve the 
financial needs of the public. We are overburdened already when it comes to verifying identity and 
following up on mis-matched information. At some point the regulatory burden placed on financial 
institution, that in effect make us the identity police, must end so that we are able to effectively 
provide financial services with reasonable effort on our part and reasonable convenience for our 
customers. 








Metavante 


Metavante Corporation 
4900 West Brown Deer Road 
Milwaukee,Wl 53223-2459 
metavante.com 


September 18, 2006 


Jennifer J. Johnson, Secretary 
Board of Governors of the Federal Reserve System 
20th Street and Constitution Avenue, NW 
Washington, DC 20551 


Re: Implementation of Sections 114 and 315 of the FACT Act 
Identity Theft Red Flags and Address Discrepancies 
Docket No. R-1255 
71 FR 40786, July 18, 2006 


Dear Ms. Johnson: 


Metavante Corporation ("Metavante") is pleased to offer the following comments on the Identity Theft Red 
Flags and Address Discrepancies Under the FACT Act Proposed Rule (the "Proposed Rule") issued by 
the Board of Governors of the Federal Reserve System, the other federal financial institution regulators, 
and the Federal Trade Commission (the "Agencies"). 


Metavante is a wholly owned subsidiary of Marshall & llsley Corporation, a $54 billion financial holding 
company with a principal office located in Milwaukee, Wisconsin. Metavante delivers banking and 
payments technologies to financial services firms and businesses worldwide. Metavante products and 
services drive account processing for deposit, loan, and trust systems, image-based and conventional 
check processing, electronic funds transfer, consumer healthcare payments, and electronic presentment 
and payment. 


In this letter, we will comment on proposed § .90(d)(4): the requirement to oversee service provider 
relationships. Capitalized terms that are used but not defined in this letter have the meanings given to 
those terms in the Proposed Rule. 


First, we strongly agree with the Agencies that a service provider should not be required to apply the 
particular Program of each financial institution for which it is providing services. We believe that the final 
rule should state this explicitly. The example of Metavante illustrates how this clarification will benefit 
service providers while meeting the objectives of the Red Flag Regulations. 


Metavante provides a wide variety of services to literally thousands of financial institutions. (This is also 
true of each of our major competitors.) It is simply not feasible or cost-effective for a service provider of 
the size of Metavante to attempt to implement each customer's separate Program. Nor is it necessary for 
the final rule to include that requirement in order to fulfill the objectives of the Red Flag Regulations. 
Metavante can establish and maintain its own policies and procedures that fulfill those objectives, even if 
the policies and procedures may differ in some details from the specific Program of a particular financial 
institution customer. 



metavante.com





It is important to remember that service providers are regularly examined under 12 USC 1867 by their 
customers' federal financial institution regulators, acting through the Federal Financial Institutions 
Examination Council. Through that examination process, those regulators can ensure that the service 
provider's policies and procedures are consistent with the requirements of the Red Flag Regulations. 


In addition, we recommend that the Agencies explicitly adopt the approach taken in the Agencies' 
Information Security Standards. That is, the Agencies should specify that financial institutions must 
require their service providers by contract to establish and maintain policies and procedures which fulfill 
the objectives of the Red Flag Regulations. This will provide clarity, yet allow flexibility. 


As currently proposed, § .90(d)(4) requires a service provider to conduct its activities "in compliance 
with a Program that meets the requirements" of § .90(c) and (d). This language could be interpreted 
to require a service provider to comply with the Red Flag Regulations in every detail, even though the 
scope provisions of the Red Flag Regulations state that they apply to financial institutions. This 
ambiguous language is likely to produce continuing disagreements among service providers and their 
financial institution customers. It may never be beyond dispute how many specific requirements of the 
Red Flag Regulations must be adopted by a service provider in order to be "in compliance." Moreover, a 
mechanical checklist of requirements to be satisfied, exalting form over substance, may be the result. 


In contrast, we have found the approach taken in the Information Security Standards to be beneficial to 
both Metavante and its financial institution customers. It requires action to be taken but leaves the details 
up to our customers and us. It has provided us with the flexibility to design and implement effective and 
nimble information security policies and procedures. This approach will be no less effective in the case of 
the Red Flag Regulations. 


Thank you for your consideration of these comments. We hope that they will be useful to you. 


Very truly yours, 


MICHAEL G. DOMBROWSKI SIGNATURE 


Michael G. Dombrowski 
Senior Counsel & Compliance Manager 
414 357 3543 
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Re: MasterCard Comments on Joint Notice of Proposed Rulemaking: 
Identity Theft Red Flags and Address Discrepancies Under the Fair and 
Accurate Credit Transactions Act of 2003 


To Whom It May Concern: 


This letter is submitted on behalf of MasterCard International Incorporated 
("MasterCard") footnote 1 in response to the Joint Notice of Proposed Rulemaking ("Proposal") 
issued by the Office of the Comptroller of the Currency, the Board of Governors of the 
Federal Reserve System, the Federal Deposit Insurance Corporation ("FDIC"), the Office 
of Thrift Supervision, the National Credit Union Administration, and the Federal Trade 
Commission ("FTC") (collectively, "Agencies") in the Federal Register on July 18, 2006. 
MasterCard appreciates the opportunity to provide comments on the Proposal. 


In General 


The Proposal aims to use a "flexible risk-based approach" to implement the "red 
flags" requirements included in the Fair Credit Reporting Act ("FCRA"). We strongly 
believe that such an approach is critical if the Proposal is to provide meaningful guidance 
to financial institutions. MasterCard is concerned, however, that the Proposal, on the 
whole, does not provide sufficient flexibility. The Proposal essentially requires financial 


footnote 1 MasterCard International (NYSE:MA) advances global commerce by providing a critical link among 
financial institutions and millions of businesses, cardholders and merchants worldwide. Through the 
company's roles as a franchisor, processor and advisor, MasterCard develops and markets secure, convenient 
and rewarding payment solutions, seamlessly processes more than 16 billion payments each year, and 
provides industry-leading analysis and consulting services that drive business growth for its banking 
customers and merchants. With more than one billion cards issued through its family of brands, including 
MasterCard®, Maestro® and Cirrus®, MasterCard serves consumers and businesses in more than 210 
countries and territories, and is a partner to 25,000 of the world's leading financial institutions. With more 
than 24 million acceptance locations worldwide, no payment card is more widely accepted than MasterCard. 
For more information go to www.mastercardinternational.com. 
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institutions and creditors ("institutions") to identify, detect, and address any risk of identity 
theft as part of their Identity Theft Prevention Program ("Program") without regard to the 
significance of the risk. As a result, the Proposal may require institutions to devote time 
and energy to addressing issues of relatively low risk. This will complicate financial 
institutions' efforts to detect and prevent identity theft without necessarily providing a 
corresponding benefit. In fact, we believe that the extra resources that will be required by 
financial institutions to implement their Programs may reduce the available resources that 
could be used more productively to combat fraud and identity theft. 


As a general matter, we believe this issue can be address by more closely following 
the approach used in the Interagency Guidelines Establishing Information Security 
Standards (''Information Safeguards") which instruct financial institutions to implement a 
comprehensive information safeguarding program taking various considerations into 
account. The Information Safeguards establish specific objectives for financial institutions 
to meet, require them to engage in a risk assessment, and require a program to manage and 
control the identified risks as appropriate. The approach used by the Agencies with respect 
to the Information Safeguards has been well received, and we believe it should provide the 
framework for the final rule issued by the Agencies ("Final Rule"). 


Our more specific comments on the red flags requirements, in addition to those on 
other portions of the Proposal, are below. 


Red Flags 


Section 615(e) of the FCRA requires the Agencies to establish and maintain 
guidelines for use by each "financial institution and each creditor regarding identity theft 
with respect to account holders at, or customers of, such entities" and prescribe regulations 
requiring each financial institution and creditor to establish reasonable policies and 
procedures for implementing the guidelines to identify possible risks to account holders or 
customers or to the safety and soundness of the institution or creditor. footnote 2 


Definitions: "Account" 


The Agencies use the term "account" in the Proposal to "broadly describe the 
various relationships an account holder or customer may have with a financial institution 
or creditor that may become subject to identity theft." The Agencies state that the 
definition of "account" for purposes of the Proposal is similar to the definition of 
"customer relationship" in the Agencies privacy regulations. We believe this is 
appropriate and urge the Agencies to retain the scope of the definition. We do not 
understand isolated incidents (e.g., use of a foreign ATM or purchase of travelers checks) 
to be a significant source of identity theft. To broaden the definition to include such 
transactions would result in financial institutions and creditors devoting resources to 
identity theft detection and prevention where they are not necessary. This will likely result 
in fewer resources being dedicated to more productive uses involving continuing 
relationships with consumers. 


footnote 2 As the Agencies note, the statute refers to the "safety and soundness of the institution or customers." We 
concur with the Agencies that the statute should probably refer to the creditor instead of customers. 







As stated above, we believe that it is useful to have a term for relationships to be 
protected under the Proposal. However, we are concerned that the Agencies have chosen 
the term "account" to define those relationships. The term "account" is used in Section 
615(e) of the FCRA. The FCRA provides a definition for that term (including as to how it 
is used in Section 615(e)) that is much more narrow than the definition provided by the 
Agencies in the Proposal. footnote 3 Specifically, Section 603(r) of the FCRA states that "account" 
"ha[s] the same meaning[] as in section 903 of the Electronic Fund Transfer Act," i.e., a 
demand deposit, savings, or other consumer asset account. We believe that the Agencies 
would create confusion if, in a regulation implementing a portion of the FCRA, they 
created and defined a term that is already used but defined differently in the FCRA. 
Instead of using the term "account," the Agencies could use the term "continuing 
relationship" or something similar without affecting the substance of the Proposal. 


If the Agencies' retain the use of the term ''account", however, we request that the 
Agencies reiterate in the Final Rule their understanding that the term "account" as used in 
the Final Rule deviates from the definition of "account" in the FCRA and that the use of 
such term in the Final Rule is not intended to define the term as it is used in the FCRA 
(including Section 615(e)). The FCRA provides a definition for the term "account" which 
is not limited to any section, purpose, or context. It is the definition for the term 
"account," regardless of where or howr it appears in the FCRA, such as in Section 615(e). 
We ask only that if the Agencies choose a term that has a different statutory definition than 
that provided in the Final Rule that the Agencies make it clear that no inference should be 
made between the use of the term in the Final Rule and the term as it appears in the statute. 


In addition, we urge the Agencies to revise their assertion in the Supplementary 
Information that Section 615(e) of the FCRA does not use the term "account." In fact, the 
term is used in Section 615(e), such as to define one class of individuals to benefit from the 
Final Rule, i.e. individuals who hold an "account." However, the term is not particularly 
limiting in a defining the scope of Section 615(e) because "customers" are also to be 
protected under Section 615(e) and there is no statutory definition of "customer." 
Understandably, the Agencies have determined that "account holders at, or customers o f a 
financial institution or creditor should coincide generally with individuals who have a 
customer relationship with such institutions under the Agencies' privacy regulations. The 
statement in the Supplementary Information, however, that the term does not appear in 
Section 615(e) is incorrect and implies a limited application of the definition of "account" 
provided in Section 603. 


Definitions: "Identity Theft" 


Under the Proposal, the definition of "identity theft" is critical in establishing the 
scope of the Proposal due to the use of the term as part of the definition of a "red flag" 
(discussed below). The Agencies propose to adopt the definition of the term "identity 
theft" as implemented by the FTC. Therefore, the definition would be "a fraud committed 


footnote 3 The Agencies state in the Supplementary Information that they recognize the FCRA has a different 
definition for "account" but that such definition is used "in other contexts." We believe that the definition 
provided in the FCRA is applicable to the term everywhere it appears in the FCRA, as the statutory language 
does not limit its applicability to certain portions or contexts. 







or attempted using the identifying information of another person without authority." We 
urge the Agencies to eliminate the reference to "attempted" fraud as part of the definition 
of "identity theft" for purposes of the Proposal. 


As discussed in more detail below, the Proposal would require financial institutions 
and creditors to develop a program to "prevent and mitigate" identity theft in connection 
with account opening or any existing account. As drafted, the Proposal would require 
these programs to "prevent" attempted fraud in these contexts. It is not clear how a 
financial institution or creditor could develop such a program. It should suffice if the 
institution has a Program designed to prevent the fraud itself. 


Definitions: "Red Flag " 


The Proposal defines a "red flag" to be "a pattern, practice, or specific activity that 
indicates the possible risk of identity theft" ("Red Flag"). (Emphasis added.) In the 
Supplementary Information the Agencies attempt to clarify the intended breadth of the 
definition by indicating that a "possible risk" of identity theft may exist even where the 
"possible existence" of identity theft is not necessarily indicated. This definition appears 
to be too broad because there are few transactions for which there is absolutely no possible 
risk of fraud. As discussed below, we believe this issue can be addressed by utilizing an 
approach that is truly risk based rather than one that focuses on any possible risk of 
identity theft. 


The issue of breadth is compounded through the Agencies' intent to include 
"precursors" to identity theft as part of the definition of "red flag." According to the 
Agencies, examples of a "precursor" to identity theft are phishing scams or a data 
breaches. The term "precursor," however, is not defined. Regardless of the definition, it is 
not clear how a financial institution's program would address precursors any differently 
than it would address the risk of identity theft that would result from such precursors, i.e., 
the attempted misuse of the consumer's information. If this is true, any reference to 
precursors would be redundant. Yet, because "precursors" are specifically described in the 
definition of "Red Flags," it appears that the Agencies intend to emphasize this issue in a 
manner that would not otherwise be addressed in connection with an institution's efforts to 
thwart identity theft. 


The Program: A Suggested Approach 


We applaud the Agencies stated desire to emulate the approach provided in the 
Information Safeguards and to allow an institution the flexibility to develop risk-based 
programs based on an institution's size and complexity to prevent identity theft. We 
concur and believe the Agencies should modify' the Proposal so that it more clearly follows 
the approach taken in the Information Safeguards. In so doing the Agencies will have 
provided broad but clear and specific goals to be achieved while allowing each institution 
the flexibility to develop a risk-based program to protect customers and institutions 
themselves from identity theft. In particular, we suggest that the Final Rule approach this 
issue as follows: 







1. Establish a Concrete Objective for Financial Institutions and Creditors. The 
Program should describe an institution's policies and procedures to prevent 
and mitigate the misuse of an individual's identity to commit identity theft. 


2. Specify Expectations for the Development of the Program. The Program 
should involve appropriate senior management and should be based on a 
risk assessment. 


3. Specify Expectations for the Management and Control of Risks. The 
Program should be designed to control the identified risks as appropriate 
based on the risk assessment. Programs should not be required to address a 
particular "possible risk" unless addressing such risk is appropriate in light 
of the risk assessment. The Proposal should describe various issues that 
should be considered when developing a risk-based Program. For example, 
such issues could include the collection of certain information at account 
opening, assessing such information, transaction monitoring, managing 
third party operations {e.g., in loan origination by a broker), mechanisms 
through which accounts can be accessed, response programs, etc. 


4. Adjustment of the Program as Necessary. The risk assessment should be 
ongoing, resulting in adjustments to the Program as necessary, with 
reporting to senior management as appropriate. 


The approach outlined above is very similar to the approach used in the 
Information Safeguards. Although the Information Safeguards provide some specific 
things to consider as part of an institution's ability to manage and control identified risk, 
the Information Safeguards essentially allow the institution to make its own assessments 
and judgments with respect to information security. The Information Safeguards do not 
attempt to micromanage institutions, nor do they establish procedures that must be 
implemented to meet the objectives. We believe the Information Safeguards have been 
successful, and we do not see a need to deviate from the general approach used by the 
Agencies in drafting the Information Safeguards. 


We believe the Proposal does depart from the approach taken in the Information 
Safeguards in material ways. For example, instead of asking institutions to use a risk-
based approach to assessing identity theft threats, the Agencies appear to expect 
institutions to document each and every "possible risk," regardless of whether it is 
reasonably foreseeable, significant, likely, or material. footnote 4 Without clear language in the 
regulation itself, the implication may be that the institution must identify each of those 
patterns, practices, or specific activities if it is going to have policies and procedures to 
detect them. This requirement for such a cumbersome document is dissimilar from the 
Information Safeguards because it does not allow for the institution to inject any risk 


footnote 4 Such documentation would be necessary for purposes of examinations for compliance, for example. 







assessment in the Program's development. Rather, the written Program must apparently 
have policies and procedures to identify all risks, no matter how insignificant. footnote 5 


We note that the Agencies may believe that the Proposal offers institutions some 
flexibility to narrow their Programs on based on a risk assessment. For example, the 
Supplementary Information indicates that an institution may exclude various types of 
transactions unless such transactions are "likely to be subject to identity theft and should, 
therefore, be included in the scope of its Program." Yet the plain language of the Proposal 
requires identification and institution responses to any possible risks of potential fraud 
without regard to this risk assessment. In other words, the risk assessment in the Proposal 
does not provide a basis for the development of a risk-based Program. 


In addition to requiring an institution to have policies and procedures to identify the 
universe of circumstances that could involve a risk of identity theft, the Agencies have 
published an appendix of 31 Red Flags ("Appendix"). We understand that the statute 
requires the Agencies, as part of the guidelines, to identify "patterns, practices, and specific 
forms of activity that indicate the possible existence of identity theft." We ask that the 
Agencies make clear that any Appendix be solely for illustrative purposes only. An 
institution should be permitted to assess its own risks without the suggestion that it must or 
even should consider specific patterns or activities identified by the Agencies as part of its 
Program. While the Agencies may be able to provide some guidance through the 
Appendix to less sophisticated institutions, it is not possible or expected for the Appendix 
to substitute for the expertise or sophistication of larger institutions' fraud management 
departments. Furthermore, we believe that absent some clear indication that an institution 
is not obligated to consider the Appendix, a practical result may be that the items included 
in the Appendix become de facto requirements as a result of the examination process. The 
end result would be an institution being required to dedicate resources to address a pattern 
or practice even when doing so is not the most effective or efficient allocation of resources. 


With respect to the risk assessment itself in Section .90(d)(1)(2), the Proposal 
lists four items that must be considered. It is our understanding that items in the Proposal 
are not necessarily those that are relevant to an institution in connection with its anti-fraud 
efforts. It may be more appropriate for the Agencies to provide general items for 
consideration when an institution is deciding how to manage and control its risk. For 
example, the Final Rule could require institutions to consider how much information to 
collect at account opening, appropriate mechanisms for account monitoring, risks 
associated with identity verification, and the like. Such items would be more relevant and 
consistent with the types of issues addressed in the Information Safeguards. They would 
also foster a more robust and complete Program to protect customers. 


Section .90(d)(2) provides some of the more significant requirements with 
respect to the implementation of the Program itself. Specifically, an institution must 
include reasonable policies and procedures designed to prevent and mitigate identity theft, 


footnote 5 A requirement to adopt a risk-based Program would satisfy the statutory requirement in Section 
615(e)(1)(B) that the Program ''identity possible risks" of identity theft. The statute does not require the 
identification of "all" possible risks, nor did Congress signal such an intent. 







including policies and procedures to: (1) verify a person's identity at account opening; (2) 
detect the Red Flags identified in the written Program; ( 3 ) assess whether the Red Flags 
evidence a risk of identity theft; and (4 ) address the risk of identity theft commensurate 
with the risk. We ask the Agencies to revise this portion of the Proposal so that an 
institution may focus more on achieving the objective—preventing and mitigating identity 
theft—than on a particular process. The Agencies should identify a clear objective and 
allow institutions the flexibility to determine how best to achieve that objective on a case-
by-case basis. The Agencies should allow institutions to develop their own account 
opening and transactional processes, however, to meet those objectives. For example, we 
commend the Agencies for indicating that an institution could use its Customer 
Identification Program ("CIP") in connection with account openings as opposed to 
prescribing new procedural requirements. 


If the Agencies retain specific process requirements with respect to how an 
institution implements its Program, we urge the Agencies to clarify their intent. For 
example, we believe that the process should lead to the an institution forming a reasonable 
belief that it knows the identity of the consumer or the validity of the transaction, whether 
at account opening or later in the ongoing relationship. The Proposal suggests that an 
institution, even if it concludes as part of its CIP that it is dealing with the true consumer, 
must still identify various Red Flags and "address" them. For example, a Red Flag may 
arise because the institution cannot verify the date of birth provided. footnote 6 Under the 
regulations implementing Section 326 of the USA PATRIOT Act ("CIP Rules"), an 
institution need not verify each piece of information collected, so long as it can form a 
reasonable belief that it knows the identity of the individual. Under the Proposal, however, 
it would appear that the institution would need to do something affirmatively to "address 
the risk" posed by the alleged Red Flag. If the process requirements in the Proposal 
remain in the Final Rule, it would be more appropriate to require institutions to use the Red 
Flags as a means to identifying the validity of the underlying transaction, and taking 
whatever steps are necessary to mitigate any meaningful risks if the validity is in question.footnote 7 


MasterCard also offers a comment with respect to the Supplementary Information 
pertaining to Section .90(d)(2). The Agencies state that "if the financial institution or 
creditor is notified that a customer provided his or her password and account number to a 
fraudulent website, it likely will close the customer's existing account and reopen it with a 
new account number." It is not clear whether this is likely what an institution would or 
should do today, and it is certainly not clear whether this is what an institution should do in 
the future as anti-fraud systems evolve. This is an instance where an institution's risk-
based program should be permitted to operate, now and in the future, without "hardwiring" 
the required response through Agency "guidance" in the Supplementary Information. 


footnote 6 Inability to verify date of birth may evidence a risk, no matter how insignificant, of attempted fraud, and 
therefore could be a Red Flag, as the term is defined. 
footnote 7 The Red Flags in question would need to be determined using a risk assessment. An institution would not 
identify every Red Flag, but rather those of such a risk as to warrant additional action. 







The Program: Staff Training 


The Agencies correctly expect an institution to train its staff to implement the 
Program. It is likely, however, that the Agencies intend an institution to train only the 
appropriate staff with respect to relevant portions of the Program. For example, one of the 
institution's customer sendee representatives will probably need different training than one 
of the institution's accountants or custodial staff in order to effectuate the Program. 
Therefore, we ask the Agencies to clarify that the expectation is not that the institution will 
provide the same level of training to each of its employees. Rather, the institution should 
provide a level of training to each employee that is consistent with what is necessary to 
carry out the Program. 


The Program: Oversight of Services Providers 


MasterCard believes the Agencies have approached the topic of service providers 
and their role with respect to an institution's program correctly. We urge the Agencies to 
retain these provisions in the Final Rule. In particular, the Agencies note the role that 
service providers can play in assisting an institution implement its Program. Service 
providers can offer valuable skills and expertise to institutions in their efforts to prevent 
and mitigate identity theft. On the other hand, the Agencies also correctly note that an 
institution is ultimately responsible for its compliance with its Program. 


The Agencies would "allow[] a service provider that provides services to multiple 
financial institutions and creditors to conduct activities on behalf of these entities in 
accordance with its own program to prevent identity theft, as long as the program meets 
the requirements of the [Final Rule]. The service provider would not need to apply the 
particular Program of each individual financial institution or creditor to whom it is 
providing services." We applaud the general intent of the Agencies to provide flexibility 
to service providers. It would be impossible for a service provider that provides services to 
hundreds or even thousands of institutions to tailor its services to each nuance of each 
institutions' Program. 


We ask the Agencies to clarify, however, that a service provider need not have its 
own "program" that meets each of the requirements of the Final Rule. The apparent 
objective of the Agencies is that a service provider perform services in a manner consistent 
with the requirements of the Final Rule. Such an approach would be similar to the 
approach taken in the Information Safeguards. A bank need not require its service 
provider to adopt specific information security protections under the Information 
Safeguards. A bank need only require, however, that the service provider implement and 
maintain an information security program that meets the objectives of the Information 
Safeguards. We believe that this approach has worked well in the context of the 
Information Safeguards, and we urge the Agencies to replicate it in the Final Rule. 
Therefore, it would not seem necessary to require a service provider to have a full-fledged 
"program" so long as the service provider's services meet the objectives of the Final Rule. 







The Program: Board of Directors 


The Proposal would require that the board of directors (or an appropriate committee 
of the board) ("Board") approve the written Program. We concur with the Agencies that 
the Program is of such importance as to warrant senior management's involvement. It may 
not necessarily be appropriate, however, that the Board approve the minutiae of the 
Program. For example, given the changing risks of identity fraud, it is conceivable that a 
Program could need revisions fairly frequently and urgently. Yet changes to the Program 
may not be as frequent or as urgent as they should be if the Board must approve each and 
every one of them. We believe, therefore, that senior management should be permitted to 
approve and revise the Program. 


Fraud Alerts and the Equal Credit Opportunity Act 


The Agencies have taken the opportunity to opine on an interpretation of the Equal 
Credit Opportunity Act ("ECOA") as part of the Proposal. The interpretation in the 
Proposal is consistent with an interpretive letter issued previously by the FDIC. The 
Agencies state in a footnote to the Supplementary Information that "when a credit file 
contains a fraud or active duty alert, a creditor must take reasonable steps to verify the 
identity of the individual in accordance with [the FCRA] before extending credit, closing 
an account, or otherwise limiting the availability of credit." (Emphasis added.) To do 
otherwise, according to the Agencies, would violate the ECOA because it would be 
discrimination against the consumer for exercising a right under the Consumer Credit 
Protection Act, of with the FCRA is part. 


This interpretation does not appear to be consistent with the statute. Section 
605A(h) describes both the consumer's request embodied in a fraud alert as well as the 
obligations of a user of a consumer report ("User") when the User receives a fraud alert in 
a consumer report. For example, Section 605A(h)(1)(A) and (B) state that an initial or 
active duty alert is a notification to a User "that the consumer does not authorize" certain 
credit transactions in the consumer's name, and that a User is prohibited from permitting 
certain transactions "unless the user utilizes reasonable policies and procedures to" identify 
the person requesting the transaction. footnote 8 (Emphasis added.) It would appear by the plain 
language of the statute that if an institution is not going to utilize certain policies and 
procedures the institution's denial of the transaction is: (1) precisely what the consumer 
requested; and (2) required under the statute. Furthermore, the statute is not ambiguous 
on this point—it clearly envisions circumstances in which the User does not utilize such 
policies and procedures. In such circumstances, the User is not permitted to engage in 
certain transactions. In fact, denial of the transaction is the default in the statute. Only if 
the User takes additional steps can the transaction be approved. Respecting the wishes of 
the consumer and complying with the law simply cannot be considered discriminating 
against the consumer. 


It would also be unusual for Congress to draft Section 605 A(h) as they had if they 
truly intended to require affirmative action by a User in response to a fraud alert. We 


footnote 8 A similar provision is present in Section 605A(h)(2)(A) and (B) relating to extended fraud alerts. 







believe it is more likely that Congress would have stated that a User "must" use reasonable 
policies and procedures to verify the consumer's identity if it receives a fraud alert instead 
of using language that defaults to a denial of credit. We are also unsure as to whether 
identity theft will increase or decrease if otherwise cautious creditors are forced to proceed 
with an application from a consumer that has placed a fraud alert in his or her file. All else 
equal, it is certainly the case that more fraudulent applications will be approved if creditors 
who would have otherwise denied an application must continue the application process 
despite the presence of a fraud alert. Some creditors may also simply stop offering certain 
products through certain channels if a fraud alert requires additional diligence that is not 
practical or cost effective for the User to conduct, such as certain instant credit products. 
This will restrict the availability of such credit products to all consumers, not just those 
with a fraud alert on their file. On the other hand, consumers may be more likely to use 
fraud alerts if they know that it will not result in automatic denial of applications in certain 
circumstances. This may be a positive effect, although we are unaware of any evidence 
that consumers avoid using fraud alerts for these reasons. footnote 9 Regardless, given that the 
statute can reasonably (and more correctly) be interpreted not to require additional due 
diligence, the Agencies must believe that the consumer benefits associated with their 
ECOA interpretation outweigh the harms. 


Inactive Accounts 


Section 615(e)(2)(B) of the FCRA requires the Agencies to consider including 
provisions as part of the Proposal pertaining to transactions occurring with respect to 
certain accounts that have been inactive for two or more years and requiring Institutions to 
provide for consumer notices in such circumstances. The Agencies state that a two-year 
limit may not be an accurate indicator of identity theft given the variety of accounts that 
would be covered. In the alternative, the Agencies have included a provision in the 
Appendix pertaining to use of inactive accounts as a possible Red Flag. 


We commend the Agencies for not including specific notice requirements with 
respect to the use of credit or deposit accounts that have been inactive for two years. Not 
only is the two-year timeframe not particularly accurate, but in many instances the 
consumer will receive a notice of the transaction in the form of a periodic statement under 
current law, such as the Truth in Lending Act or the Electronic Fund Transfer Act. We 
also believe that such a requirement would be counter to the overall goal and theme 
outlined by the Agencies to allow institutions to develop risk-based Programs based on a 
variety of factors specific to each institution. Any provision similar to Section 
615(e)(2)(B) of the FCRA, therefore, should not be "hardwired" in any Final Rule or 
Appendix. 


Duties of Card Issuers 


Section 615(e)(1)(C) of the FCRA requires the Agencies to prescribe regulations 
applicable to "card issuers" to ensure that if a card issuer receives notification of a change 


footnote 9 It is our belief that the vast majority of creditors do not deny an application based solely on their inability or 
unwillingness to engage in additional due diligence. 







of address for an existing account and ''within a short period of time (during at least the 
first 30 days after such notification is received)" receives a request for an additional or 
replacement card for the same account, that the card issuer not issue the additional card 
unless the card issuer takes certain steps to assess the validity of the request. In particular, 
the statute states that in such a circumstance the card issuer should: (1) notify the 
cardholder of the request at the old and the new address and provide the cardholder a 
means of reporting incorrect address changes; (2) notify the cardholder of the request by 
"such other means of communication as the cardholder and the card issuer previously 
agreed to"; or (3) use other means of assessing the validity of the change of address in 
accordance with the card issuers Program. 


The Proposal generally tracks the statutory language, and we urge the Agencies to 
retain the same general approach in the Final Rule. In particular, it is important that card 
issuers have the opportunity to use their own reasonable means of assessing the validity of 
the change of address as part of their Programs. For example, it may be that the validity of 
the address change is assessed at the time the address change is made, regardless of any 
possibility of a request for an additional card in the future. Therefore, a card issuer would 
not necessarily need to engage in additional verification when the additional card is 
requested unless its Program suggested that additional verification steps were required. 


Although the Proposal tracks the statute closely, the Agencies provide definitions 
for certain terms undefined in the statute. For example, the Proposal defines a 
"cardholder" to be a "consumer who has been issued a credit or debit card." The Agencies 
note that the definition of "consumer" in the FCRA is an "individual," and therefore that 
this portion of the Proposal would cover individuals who have been issued credit or debit 
cards, including commercial credit and debit cards. We urge the Agencies to reconsider 
the scope of this portion of the Proposal. It is our experience that commercial credit and/or 
debit cards are much less likely to be the target of fraud schemes of the type addressed in 
__.91. To require issuers of commercial cards to comply with .91 when it may not be 
the most efficient allocation of fraud prevention resources would appear to be 
counterproductive. In this regard, the Proposal would force card issuers to dedicate limited 
resources to compliance with .91 when such resources may be better allocated toward 
consumer cards in an effort to achieve the same goal 


Additionally, we note that the Proposal states that any written or electronic notice 
that a card issuer provides in connection with the general requirement must be "clear and 
conspicuous and provided separately from its regular correspondence with the cardholder." 
This scope of applicability of this provision is unclear. As drafted, it applies to any written 
or electronic notice provided in connection with .91. We believe that this provision 
should apply only to notices provided pursuant to .91(c)(1) when no other mechanism is 
used to verify the validity of the address change. Otherwise, it would prohibit other types 
of supplementary written or electronic notices, such as those that could be included on 
periodic statements. We doubt this was the Agencies' intention. Furthermore, Section 
615(e)(1)(C)(3) of the FCRA appears to give card issuers more flexibility than the 
limitation in .91(d) would suggest. 







Duties of Users of Consumer Reports Regarding Address Discrepancies 


Section 605(h) of the FCRA requires the Agencies to prescribe regulations 
"providing guidance regarding reasonable policies and procedures that a user of a 
consumer report should employ when such user has received a notice of [address] 
discrepancy" from a nationwide consumer reporting agency. The regulations must 
describe reasonable policies and procedures for use by a User: (1) to form a reasonable 
belief that the User knows the identity of the person to whom the consumer report pertains; 
and (2) if the User establishes a continuing relationship with the consumer, and the User 
regularly furnishes information to the consumer reporting agency that provided the 
discrepancy notice, to reconcile the address of the consumer with the consumer reporting 
agency by furnishing such address to such consumer reporting agency in the next regular 
furnishing period. 


Reliance on CIP 


The statutory language in Section 605(h)(2)(1) of the FCRA requires a User "to 
form a reasonable belief that the user knows the identity to whom the consumer report 
pertains." This language is similar to that found in the CIP Rules. footnote 10 The Proposal 
implements the first requirement in a straightforward manner. In particular, a User that 
receives a notice of discrepancy must develop and implement reasonable policies and 
procedures for verifying the identity of the consumer for whom it has received a notice of 
discrepancy. Given the similarity between Section 605(h) of the FCRA and the CIP Rules, 
we applaud the Agencies for the inclusion in the Proposal of the explicit statement that a 
User "that employs the policies and procedures regarding identification and verification set 
forth in the CIP Rules under these circumstances satisfies this requirement, whether or not 
the user is subject to" those regulations. We urge the Agencies to retain this provision in 
the Final Rule. 


Although the Proposal allows for a User to rely on its CIP, or a program that would 
comply with the CIP Rules if the User is not subject to them, the Supplementary 
Information indicates that this benefit is available only "so long as [the User] applies [its 
CIP policies] is all situations where it receives a notice of discrepancy." (Emphasis 
added.) It is not clear why a User can rely on its CIP to comply with the Proposal, but only 
if it uses such policies in all circumstances. It might be possible that a User could form a 
reasonable belief that it knows the identity of the consumer without employing its CIP— 
either because use of the CIP was not necessary under the circumstances or because it 
needed to use different policies to form such a belief. 


We also note that reliance on CIP would not require an institution to verify the 
identity of an applicant for credit who is denied, for example. We ask the Agencies to 
clarify that it is not their intent to require institutions to verify the identity of individuals 
with whom they will not establish continuing relationships. This would not appear to 
provide significant benefits, and could prove to be quite awkward. For example, an 


footnote 10 Compare to 31 C.F.R. 103.121(b)(2) ("The procedures must enable the bank to form a reasonable belief 
that it knows the true identity of each customer.). 







applicant is not likely to provide additional information or otherwise cooperate in any 
further investigation of his or her identity once the person learns that they will not be 
approved for credit. 


Reconciling the Address 


The second obligation for Users under Section 605(h) is to "reconcile" the address 
discrepancy with the consumer reporting agency if the User "establishes" a continuing 
relationship. The statute prescribes how the User is to reconcile the address—Congress 
did not intend for Users to speculate as to what it meant to "reconcile" the address. Rather, 
the statute states that the User must reconcile the address "by furnishing such address to 
such consumer reporting agency as part of information regularly furnished by the user for 
the period in which the relationship is established." In this regard, the statute is instructive 
as to what Congress intended for Users to do in order to "reconcile" the consumer's 
address. 


The requirements of Section 605(h)(2)(B)(2) apply only if the User "establishes a 
continuing relationship with the consumer." Therefore, it would appear that Congress 
intended Section 605(h)(2)(B)(2) to apply only if the User sets up, founds, generates, or 
otherwise initiates a continuing relationship. The reconciliation requirement would not 
apply if the relationship is not set up, founded, generated, or initiated. This can occur in at 
least two circumstances. First, the User may not have any relationship with the consumer 
because an application is declined, for example. Second, the User may have an existing 
relationship with the consumer, in which case the relationship is not "established" in 
connection with the obtaining of the consumer report or notice of discrepancy in question. 


The Proposal, however, would appear to apply the requirements of Section 
605(h)(2)(B)(2) to circumstances in which a continuing relationship is not established as a 
result of the transaction involving the consumer report. One such circumstance could 
involve the use of consumer reports in connection with account reviews. Specifically, the 
Proposal indicates that the requirement to "reconcile" the address applies not only when 
the User establishes a relationship, but also if the User "maintains" a relationship. This 
exceeds the statutory requirement and congressional intent. It also imposes significant 
burdens on Users because of the Agencies' proposed requirement to verify addresses. 
Under the Proposal, Users who obtain large numbers of consumer reports as part of 
account review efforts would be required to verify millions of addresses a year. As we 
discuss below, this is not a simple or necessary task. For these reasons, we ask that the 
Agencies revise the Proposal to reflect more accurately the statutory language. 


The Proposal includes an additional requirement, however, with respect to the 
obligation to reconcile the address. Specifically, the Proposal would require a User to 
furnish an address "that the user has reasonably confirmed is accurate" to the consumer 
reporting agency. We urge the Agencies to eliminate the requirement to confirm the 
consumer's address. 


As noted above, Congress stated the scope of the obligation to "reconcile" the 
address, and there is no reference in the statute to confirming the consumer's address. Had 







Congress intended such a requirement, we believe Congress would have specifically stated 
it, especially given the fact that Congress broached the subject of forming a reasonable 
belief about the consumer's identity. Had they intended Users to form a reasonable belief 
about the address itself, we believe Congress would have so stated and not have expected 
such an intent to be inferred from a more general requirement to update the consumer 
reporting agencies' files. 


We respectfully suggest that the proposed requirement to verify the address goes 
beyond, and is redundant to, the obligation of the User to "form a reasonable belief that it 
knows the identity of the consumer." By using this language in the FCRA which was 
drawn from the CIP Rules, it would be reasonable to assume that Congress intended for the 
Agencies to implement Section 605(h) in a manner similar to the CIP Rules. As 
implemented and specifically clarified by the relevant Agencies, and as was understood by 
Congress, the existing CIP Rules do not require a financial institution to confirm any piece 
of a consumer's identifying information, including the consumer's address. We do not 
believe that Section 605(h)(2)(2) should be read to impose additional requirements than 
those deemed appropriate for national security purposes under the PATRIOT Act. 
Furthermore, if the User has formed a reasonable belief that it knows the identity of the 
individual, it would seem reasonable to conclude that the consumer provided a valid 
address. footnote 11 Not only does there appear to be limited anti-fraud benefit to the additional 
requirement to verify the address once the identity itself has been verified, but the 
requirement would be difficult and costly to implement. For example, the Proposal 
suggests using a third-party source to verify the address. It is a trusted third party, 
however, which provided the address discrepancy. Must a User consult a variety of third 
parties until the address can be confirmed? What if the address is new and not yet in a 
third party database? The Proposal also suggests that the financial institution could review 
its own records to verify the address. This is true, but would be successful for only a small 
percentage of the cases involving an address discrepancy. footnote 12 The Proposal also suggests 
verifying the address with the consumer. If the consumer is legitimate, this would be 
redundant in most circumstances or serve only to correct a misspelled street name or other 
clerical error. footnote 13 If the person in question is an impostor, the person would only "verify" 
the fraudulent address. 


It is also important to consider that neither the statute nor the Proposal addresses 
what a User should do if it forms a reasonable belief that it knows the identity of the 
consumer, but that it cannot "reasonably confirm" the accuracy of the address before the 
time in which the address must be furnished to the consumer reporting agency. We do not 


footnote 11 For example, the consumer may have provided a secondary address not previously furnished to a consumer 
reporting agency. This is perfectly valid, although the Supplementary Information suggests that for a 
consumer to do so would be the consumer providing an "incorrect" address. 
footnote 12 If the Agencies retain the requirement for Users to reconcile addresses on existing accounts in addition to 
verifying the address, we urge the Agencies to indicate that an acceptable means of verification is to rely on 
reasonable policies and procedures to assess the validity of the address change at the time the change is 
made, as opposed to at the time the notice of discrepancy is received. 
footnote13 The congressional intent behind Section 605(h) was clearly to reduce identity theft and related fraud. It is 
unlikely Congress enacted Section 605(h) as a requirement for Users to have more accurate internal records 
pertaining to legitimate consumers. 







believe Congress felt it was necessary to address such a circumstance, as it likely did not 
envision the additional requirement included in the Proposal. For these reasons, we urge 
the Agencies to eliminate any requirement to verify a consumer's address in response to an 
address discrepancy under Section 605(h) of the FCRA. 


Obligations for Existing Accounts 


The Proposal would require a User to satisfy the obligations described in Section 
605(h) in response to an address discrepancy received by a User in connection with an 
existing account, such as part of an account review. Although we strongly believe that the 
Final Rule should not include such a requirement, we ask that if this requirement is 
retained the Agencies indicate that if the User has procedures in place to form a reasonable 
belief of the consumer's identity before allowing the consumer to modify his or her 
address on an account, that the User need not employ additional procedures in response to 
an address discrepancy notice. A requirement to employ such procedures twice in 
connection with the same event (i.e., the change of address) would appear to be 
unnecessary and redundant. 


Effective Date 


MasterCard requests that the Agencies provide institutions with sufficient 
opportunity to review and implement the Final Rule. We believe it would be appropriate 
to establish an immediate effective date for the Final Rule with compliance required 18 
months after it is published in the Federal Register. This will give institutions the ability 
to conduct an inventory of existing operations while developing new programs that may be 
necessary for compliance. In light of the fact that any revisions to existing policies and 
procedures by institutions will likely require significant integration of systems and 
technology, we believe that forcing institutions with highly sophisticated and 
interdependent anti-fraud mechanisms to consider and implement significant changes in 
less than 18 months may result in suboptimal results. 







Once again, we appreciate the opportunity to comment on the Proposal. If you 
have any questions concerning our comments, or if we may otherwise be of assistance in 
connection with this issue, please do not hesitate to call me, at the number indicated above, 
or Michael F. McEneney at Sidley Austin LLP, at (202) 736-8368, our counsel in 
connection with this matter. 


Sincerely, 


Jodi Golinsky signature 


Jodi Golinsky 
Vice President & 
Regulatory and Public Policy Counsel 








THE FINANCIAL SERVICES ROUNDTABLE 


BITS 
F I N A N C I A L S E R V I C E S 
R O U N D T A B L E 


September 18, 2006 


To: Federal Deposit Insurance Corporation, Federal Reserve Board of Governors, Office of the 
Comptroller of the Currency, Office of Thrift Supervision, National Credit Union Administration, 
and Federal Trade Commission 


Re: Identity Theft Red Flags Proposed Rule 


Dear Sirs and Madams: 


The Financial Services Roundtable and BITS appreciate the opportunity to comment on the 
proposed “Red Flags Rule” which was published in the Federal Register on July 18. The proposal 
implements sections 114 and 315 of the Fair and Accurate Credit Transactions Act of 2003 (FACT 
Act). Our member financial institutions applaud the Federal Reserve Board of Governors, Federal 
Deposit Insurance Corporation, Office of the Comptroller of the Currency, Office of Thrift 
Supervision, National Credit Union Administration, and the Federal Trade Commission (otherwise 
referred to as “the Agencies”) for their work in this important area. As the Agencies well know, 
financial institutions have always been a favorite target for perpetrators of fraud and identity theft. 
Financial institutions have long answered this challenge with reliable business controls, advanced 
technology, knowledge sharing, and cooperative efforts with government and law enforcement 
agencies. 


According to the proposal, the Agencies are jointly proposing guidelines for financial institutions 
and creditors in identifying patterns, practices, and specific forms of activity that indicate the 
possible existence of identity theft. The purpose of this letter is to provide the Agencies with 
comments on the proposed rule, including specific comments on nineteen of the thirty-one 
proposed red flags which are outlined in Appendix A. 


Summary of Comments 
The Roundtable and BITS strongly urge the Agencies to: 


• Provide greater flexibility and explicitly state that the thirty-one red flags (and any others) be 
regarded as “examples” only; 


• Clarify that the final rule should not be the basis for civil liability; 
• Make the final rule more consistent with other regulations; 
• Incorporate more realistic cost estimates of the impact of the regulation; 
• Modify several key definitions; and 
• Provide adequate time to implement a risk-based red flags program. 







Greater Flexibility 
Our members urge the Agencies to clarify in the final rule that the proposed thirty-one red flags 
should be viewed as “examples only,” not as static requirements. A risk-based approach, as opposed 
to a static list of requirements, is essential and has worked well with the Agencies’ Gramm-Leach-
Bliley Act (GLBA) Information Security Safeguards Rule. Identity theft risks vary considerably 
based on many different factors including the nature of the product, origination/transaction 
channel, customer, size of institution, etc. An institution should consider each red flag during its 
risk assessment but only include those red flags in its program that are appropriate in light of its risk 
assessment. 


A final Red Flags Rule should not be prescriptive in light of the fact that fraudsters constantly 
change tactics and financial institutions need the flexibility to respond to these changes. A set list of 
red flags today may not be relevant several years, even several months, from now as fraudsters 
develop new tactics. The rules should clarify that each financial institution has the flexibility to 
change its identity theft prevention program immediately and update it as the institution deems 
appropriate. 


Our members are concerned that they will be placed in a situation where financial institutions must 
“prove a negative” and engage in unproductive negotiations with examiners and other government 
officials about why they chose not to apply one or more of the red flags. A financial institution 
should be permitted to incorporate the red flags which it reasonably identifies as materially 
significant, taking into account other facts such as concomitant expenses. An institution should not 
have to prove why a particular red flag was not implemented. 


While our members applaud the “risk-based” approach in the proposed rule, they note that there 
appears to be a conflict within the details of the rule. The proposed rule emphasizes a risk-based 
approach in which each financial institution would tailor its approach to meet its unique situation, an 
approach which our members support. In contradiction to this approach, the Agencies are 
proposing regulations with thirty-one specific red flags. Our members urge the Agencies to clearly 
state in the final rule that the thirty-one red flags are examples only, and that financial institutions are 
encouraged to review these and consider them as well as identify other red flags that become 
apparent as fraudsters adapt and develop new techniques. Further, our members urge the Agencies 
to clearly state that financial institutions may achieve compliance without implementing all thirty-one 
flags. 


To strengthen the Agencies’ risk-based approach, our members strongly urge the Agencies to 
recognize in the final rule the reality that large, complex financial institutions may have multiple lines 
of business with responsibility for managing fraud and implementing an identity theft prevention 
and response program. In addition, our members urge the Agencies to recognize the fact that large, 
complex financial institutions have numerous training programs. The proposed rule requires 
financial institutions to “train staff to implement the program.” Depending on the size and 
complexity of a financial institution, there can be training programs occurring in multiple lines of 
business. The rules also should clarify that institutions should, in three party transactions where they 
do not directly interact with the consumer, be permitted to rely on the originating creditor’s 
compliance with this rule. We believe that failure to so clarify the rule will adversely impact the 
secondary market for assigned contracts. 







Regarding section xx.82(d)(2), our members indicate that the verification sources listed are good, but 
that the proposed regulation should add account criteria under reasonable means. For example, if a 
Credit Reporting Agency (CRA) advises the financial institution of an address mismatch on an 
account that has not been active in the last six to twelve plus months, then the financial institution 
should not be required to expend resources to verify the new address. The Agencies should require 
that address change alerts delivered from the CRAs on existing accounts be noted by the users, 
along with the date of the alert. When the next high-risk transaction after that date (e.g., security 
password change) occurs, the financial institution should verify the address prior to completing the 
transaction (if the alert was provided within the last six to twelve months). 


Our members also note that portions of the proposed rule reach further than the statute 
contemplated, as evinced by committee reports and legislative history. For example, the proposed 
rules appear to require financial institutions to police identity theft in a manner contrary to legislative 
intent. Moreover, the Agencies have included business accounts whereas the statute addresses only 
consumer accounts. 


Civil Liability Protection 
The proposed regulation expands on the role of the financial institution and its customers. 
Traditionally, in banking, this relationship has been one of debtor and creditor. The regulation, as 
written, could impose upon the bank fiduciary obligations to actively prevent and investigate identity 
theft. Furthermore, the proposed regulation does not acknowledge that the best defense against 
identity theft is the customer himself/herself. The proposed regulation does not require the 
customer to participate in identity theft prevention. It imposes responsibility on banks to respond 
to certain factors which may suggest identity theft in circumstances in which the customer may 
already be aware and has chosen not to act. Our members urge the Agencies to clarify this issue in 
the final rule. We believe that financial institutions and creditors that have made a good faith effort 
to implement programs that are in accord with the rule should be protected from civil liability. 


Greater Consistency with Other Regulations 
Our members urge the Agencies to revise the rule so that it is more consistent with other 
regulations, specifically the GLBA Information Security Safeguards Rule and the USA PATRIOT 
Act’s Customer Identification Program (CIP). The proposed Red Flags Rule is much more 
prescriptive than the GLBA information security guidelines rule, which our members believe strikes 
the appropriate balance. Our members believe the Agencies should adopt an approach similar to 
GLBA in the final Red Flags Rule. 


With regard to the risk evaluation process, it is important to note that the proposed rule states 
factors that are nearly identical to factors that are already in place when opening new accounts. 
These factors are in place in accordance with the outlined procedures within the CIP rules issued to 
implement section 326 of the USA PATRIOT Act. The Agencies note that the CIP rules exclude a 
variety of entities from the definition of a “customer” and exclude a number of products and 
relationships from the definition of “account.” For example, the CIP rules do not require customer 
identity programs for employee benefit plans or when a financial institution purchases a portfolio of 
assets. The Agencies do not propose any exclusion from either of these terms given the risk-based 
nature of the Red Flags Rule. 







The CIP provides numerous procedures that help to protect the consumer. These regulations 
currently are sufficient. Our members encourage the Agencies to consider modeling the Red Flags 
Rule after the CIP guidelines to maintain a level of consistency. 


The proposed regulations also are inconsistent with Section 315 of the Fair and Accurate Credit 
Transactions Act of 2003 (FACTA). FACTA requires that, when providing consumer reports to 
requesting users, nationwide consumer reporting agencies must provide a notice of the existence of 
a discrepancy if the address provided by the user in its request “substantially differs” from the 
address the consumer reporting agency has in the consumer’s file. Our members note that it is 
important to ensure that any obligations to reconcile address discrepancies in the Red Flags Rule be 
consistent with any obligations that may arise under the USA PATRIOT Act Customer 
Identification Program. 


Regarding section xx.82(c), duties of users regarding address discrepancies, our members noted this 
section creates a duty for users to verify the identity of the consumer for whom it has obtained a 
consumer report and receives a notice of address discrepancy even in cases where the user does not 
establish a relationship with the consumer. We would request clarification that in cases where a 
relationship is not established (i.e., an account is not opened) users are not required to verify the 
identity of the consumer, or, conversely, that verification is only required when the user establishes a 
relationship with the consumer. Our members dispute the need to engage in significant and 
burdensome verification for an applicant with whom a financial institution will not have a 
relationship. Also our understanding is that Congress intended to minimize additional regulatory 
burden by limiting requirements to instances where an account is established. 


Regarding section xx.82(d)(3), our members request that the Agencies modify the definition of 
timing so that it should be “reasonable” timing. It would be burdensome and unreasonable for 
financial institutions to report each address change on the day it occurs. Financial institutions 
should report the address changes to the CRAs in the next monthly credit bureau reporting cycle. 


Modifications to the Definitions 
Our members urge the Agencies to modify several definitions for identity theft, customer, account, 
board of directors, red flags, and service provider. 


Identity Theft. The proposed definition of identity theft is too broad and adds to public confusion 
over fraud versus identity theft. The proposed rule states “[t]he risks of identity theft to a customer 
may include ‘financial, reputation and litigation risks that occur when another person uses a 
customer account fraudulently, such as by using the customer credit card number to make 
unauthorized purchases.” By defining identity theft as using customer credit card numbers to make 
unauthorized purchases, the proposed regulation confuses fraud (lost, stolen, counterfeit 
cards/numbers) with true identity theft. Roundtable and BITS members urge the Agencies to 
consider applying the definition of “financial identity theft” that the BITS Identity Theft Working 
Group and BITS Fraud Reduction Steering Committee developed. 


“Identity theft” is the unlawful act of capturing, transferring and/or using one or more 
pieces of another person’s personal identifying information (including, but not limited to 
name, address, driver’s license, date of birth, Social Security number, account information, 
account login credentials, or family identifiers) and using or attempting to use that 







information to establish or take over a credit, deposit, or other financial account (“account”) 
in that person’s name. Identity theft falls into one of two categories: 


True name fraud: Establishing (or attempting to establish) an account(s) using 
another person’s identity. 
Account takeover: Establishing (or attempting to establish) control of an existing 
account(s) without authority of the account holder. Account takeover does not 
include solely the posting of unauthorized transactions against an existing account, 
such as, forged maker signature, counterfeit, credit card misuse. 


Identity theft does not include identity manipulation/fraud, which is creating a fictitious 
identity using fictitious data combined with real information from multiple individuals, and 
then using this fictitious identity to establish (or attempt to establish) an account(s). 


Customer. The proposed definition of “customer” encompasses both customer and account 
holders. Thus, “customer” means a person that has an account with a financial institution or 
creditor. Our members request that the Agencies clarify the scope of this term so that it is clear 
whether it applies only to natural persons or small businesses and other legal entities such as trusts, 
estates, or any incorporated or unincorporated organizations, including without limitation, 
corporations, partnerships or limited liability companies. Our members request that the definition 
be narrowed to mean a natural person, using credit or establishing deposit accounts for personal, 
family, or household purposes. Our members note that almost every other customer compliance 
and privacy regulation covers only natural persons and the FCRA does not reference business 
accounts. 


Account. The proposed rule defines account as, “The various relationships that an account holder 
or customer may have with a financial institution or creditor that may become subject to identity 
theft.” The Agencies requested comment on whether financial institutions and creditors should 
notify a customer when a transaction occurs in connection with a consumer’s credit or deposit 
account that has been inactive for two years. Our members believe that if the account has been 
inactive that long, it implies a lack of interest on the part of the customer using this account and thus 
the financial institution/creditor should not be responsible for this notification. Moreover, the 
proposed term “inactive” is too broad and should be re-defined. A member provided an example 
that, while an account may not have activity such as purchases, advances, etc., the customer may still 
make payments on an account. While some Roundtable and BITS members note that the time 
frame of inactivity should be decreased to one year from two years, others note that this should be 
left up to the institution to decide, based on the risk, dollar amount and other factors. One member 
company suggests that the agencies tie the determination of whether an account is inactive to the 
time period required under escheat laws. While the time periods vary from state to state, banks are 
already set up to send notices of inactivity for escheat purposes. Having a different period for 
determining inactivity for escheat and identity theft purposes would be a significant burden and is 
likely to cause confusion. 


The Agencies also request comment on whether the definition of an account should include 
relationships that are not continuing. Our members believe that the definition should exclude 
relationships that are not continuing or on-going with a financial institution or creditor. 







Board of Directors: The Agencies use an expanded definition to address the fact that some 
institutions do not have an actual board of directors. The definition was expanded to include, in the 
case of a foreign bank or agency of a foreign bank, the managing official in charge of the branch or 
agency. A designated employee may be defined as the “board of directors” when any other creditor 
does not have a formal board. Our members believe financial institutions should be able to 
designate the appropriate official(s) to oversee the identity theft risk as with other compliance and 
risk-related programs. Moreover, section 114 of FACTA does not include a specific requirement 
that an institution’s red flags program be approved by the Board of Directors. 


Red Flags. The Agencies have defined “red flags” to include precursors to identity theft that indicate 
a “possible” risk. Our members urge the Agencies to modify the definition to either “probable” risk 
or “substantial risk” of identity theft. In light of the fact that almost anything is possible, a truly 
risk-based approach should be tied to probable risk or substantial risk of identity theft. Further, our 
members strongly object to the use of phishing as an example. While fraudsters use phishing to lure 
unsuspecting consumers, a phishing attempt by itself is not a precursor to identity theft unless the 
customer responds to the phish and supplies his or her credentials. Hence, our members urge the 
Agencies to modify the example to clarify that it is only a red flag when the customer, a service 
provider, law enforcement, or other third party notifies the financial institution that the customer 
has provided his or her credentials to a phisher/fraudster or when there is other unusual activity on 
the account. 


Service Provider. The proposed definition of service provider is a “person or entity that provides 
service directly to the financial institution or creditor.” BITS members urge the Agencies to change 
the definition to “a person, business or entity that provides a service directly to the financial 
institution or creditor.” Also, it should be clarified that a service provider may implement its own 
program and need not necessarily implement the same procedures as the institution or creditor to 
whom it provides services. 


Cost of Compliance 
As required by the Paperwork Reduction Act of 1995, the Agencies have estimated the additional 
cost of compliance burden for the Red Flags program (knowing that this builds on existing 
requirements from the GLBA Security Standards and the CIP). The consensus of our members is 
that these estimates are extremely low and unrealistic. Some members suggest that the actual costs 
would be ten times greater than the estimates. In particular, large and complex financial institutions 
may have identity theft processes and programs in multiple lines of business which means the total 
estimated time to comply would be much higher. In addition, the estimated cost of compliance fails 
to consider the cost to third party service providers, neither creditors nor financial institutions, 
which may be required to implement a program. 


Implementation Date 
Our members urge the Agencies to provide adequate time for financial institutions and creditors to 
prepare and implement their programs. Full implementation will require numerous and significant 
changes to information systems as well as training programs. Our members propose that financial 
institutions and creditors be given 18 to 24 months from the date of the issuance of the final rule to 
comply with the rule. 


Conclusion 







While the Roundtable and BITS applaud the Agencies efforts to increase protection of consumers 
from identity theft through their proposed Red Flags Rule, we urge the agencies to provide greater 
flexibility and explicitly state that the thirty-one red flags (and any others) be regarded as “examples” 
only; clarify that the final rule should not be the basis for civil liability; make the final rule more 
consistent with other regulations; incorporate more realistic cost estimates of the impact of the 
regulation; modify several key definitions; and provide adequate time to implement a risk-based red 
flags program. 


Please see Appendix B for a brief overview of The Roundtable and BITS and our efforts to address 
identity theft and other information security challenges. If you have any further questions or 
comments on this matter, please do not hesitate to contact us or John Carlson, Senior Director of 
BITS, at john@fsround.org or 202.589.2442. 


Sincerely, 


Catherine A. Allen signature 


Catherine A. Allen 
CEO, BITS 


Richard M. Whiting signature 


Richard M. Whiting 
Executive Director and General Counsel 
The Financial Services Roundtable 


Appendix A: Detailed Comments on the Thirty-One Red Flags 
Appendix B: About the Roundtable and BITS 
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APPENDIX A: DETAILED COMMENTS ON THE THIRTY-ONE RED FLAGS 


The following are comments from BITS/Roundtable members on some of the thirty-one red flags 
contained in “Appendix J” of the proposed Red Flags Rule. These comments are offered with the 
stated intent that the Agencies treat the red flags as examples, not requirements. Some of our 
members question the helpfulness of some of the red flags in the proposed rule. Although financial 
institutions are willing to devote resources to mitigate identity theft, it is important to identify 
effective and efficient procedures. 


Information from a Consumer Reporting Agency 
1. A fraud or active duty alert is included with a consumer report. 


Comment: There are many reporting agencies on the market and financial institutions have 
numerous means of being provided with this required information. Our members request that 
this red flag include “other service provider” (other than a CRA) as there are clearing services 
that will advise of fraudulent Social Security Numbers, addresses, etc. 


2. A notice of address discrepancy is provided by a consumer reporting agency. 


Comment: When collecting a great deal of information from clients, misprint errors are a 
common cause of address discrepancies. Due to this factor, our members request that this red 
flag be modified to include only true and substantial address discrepancies footnote


 1 and not misprint 
errors. In addition, our members request that a safe harbor be added to this red flag to protect 
against private rights of action for “negligent compliance,” and that this safe harbor be applied 
whether or not the notice of address discrepancy is used as a red flag by the financial institution 
(i.e., is applied to § --.82(d) as well). Because some financial institutions already over-report 
address discrepancies, to ensure compliance with the FCRA, our members urge careful and clear 
guidelines to increase the efficiency and efficacy of such reporting. Address discrepancy 
requirements also are likely to generate false positives due to the large number of consumers 
each year who move. footnote


 2 Our members also believe that open-ended and revolving credit 
arrangements are at much greater risk in cases of address discrepancy than are closed-ended 
credit arrangements. Mortgages and similar closed-ended arrangements should be expressly 
excluded from this red flag. 


3. A consumer report indicates a pattern of activity that is inconsistent with the history and usual 
pattern of activity of an applicant or customer, such as: 


d. An account was closed for cause or identified for abuse of account privileges by a 
financial institution or creditor. 


Comment: The phrase “activity that is inconsistent with history” is very vague. 
Depending on how a financial institution or regulatory interprets this, it may not be an 


footnote
 1 One creditor reported that on a recent request for over four and a half million credit reports, it experienced an address 


match rate of ninety-two percent. This would potentially require address reconciliation on over 360,000 accounts. This 
reconciliation requires significant human and systems resources with a very limited potential benefit. 
footnote


 2 The United States Postal Service reported that, in 1998, approximately seventeen percent of the United States’ 
population moved. That year, the Postal Service processed forty-four million change of address requests. 







indication of identity theft. The Agencies should be more specific about this red flag or 
remove it. Moreover, a member noted that this information may not be available from 
credit bureaus. 


Documentary Identification 
4. Documents provided for identification appear to have been altered. 


Comment: In numerous situations, not only is altering an indication of identity theft, but it is 
also forgery. Our members encourage the Agencies to add forgery as a part of this red flag. 
Moreover, our members urge the regulators to provide tools to help financial institutions detect 
fake identification or fraudulent credentials. Altered documents are often very difficult to 
identify. This is one reason why our members are increasingly concerned about the authenticity 
of credentials issued by state and federal government agencies. 


Personal Information 
8. Personal information provided is inconsistent when compared against external information 
sources. For example: 


a. The address does not match any address in the consumer report; or 
b. The Social Security Number (SSN) has not been issued, or is listed on the Social Security 


Administration’s Death Master File. 


Comment: Misprints and typographical errors are a common discrepancy with this red 
flag. Therefore, our members urge the Agencies to distinguish between inconsistencies 
due to fraud vs. the inaccuracy of information and/or data due to error (e.g., typo, 
inquiry error). This proposed red flag (in addition to 10, 12 and 14) raises the issue of 
whether a financial institution is expected to compare information submitted with 
information on file just within a specific line of business or across the entire enterprise. 
For example, it may be a simple matter for a banker making a credit card application in a 
one-branch bank to compare the signature on the application to that on a DDA 
signature card; but it is a far different matter for large financial institutions with 
thousands of branches. 


9. Personal information provided is internally inconsistent. For example, there is a lack of 
correlation between the SSN range and date of birth. 


Comment: The Agencies should clarify what “internally inconsistent” means and insert 
“when compared against external information sources” at the end of the sentence. Further, 
this could be very costly for financial institutions to validate, given that there is not a means 
for financial institutions to directly validate Social Security Administration Data (and a 
reason why BITS and its members have been urging the SSA to develop a consent-based 
verification program). The Agencies also should clarify whether a financial institution’s 
Customer Information Program (as required under section 326 of the USA Patriot Act) is 
sufficient. 


10. Personal information provided is associated with known fraudulent activity. For example: 
a. The address on an application is the same as the address provided on a fraudulent 


application; or 







b. The phone number on an application is the same as the number provided on a 
fraudulent application. 


Comment: Several financial institutions noted that they take applications from many 
different sources and very few financial institutions consolidate them into a single 
source. Building such a database would be costly with a questionable return on 
investment. Our members suggest that the Agencies remove this red flag. If the 
agencies decide to retain this red flag, our members urge the Agencies to clearly 
define “known” in this red flag as “known to the financial institution” so that 
information known, for example, to law enforcement is not included. 


11. Personal information provided is of a type commonly associated with fraudulent 
activity. For example: a. The address on an application is fictitious, a mail drop, or prison. 
b. The phone number is invalid, or is associated with a pager or answering service. 


Comment: There may not be reliable ways for identifying phones associated with pagers or 
answering services. 


12. The address, SSN, or home or cell phone number provided is the same as that submitted by 
other persons opening an account or other customers. 


Comment: This information (with the exception of the SSN) changes so often that it is hard 
to include such a prescriptive red flag/example. Our members urge the Agencies to remove 
the use of the address and phone numbers as identifiers from this red flag. This red flag 
should not require a financial institution to develop systems and databases that are not 
already in existence. Further, an exception is needed for related customers who may share 
addresses or phone numbers. Finally, some financial institutions may not have a file that 
includes all customers across lines of business. 


13. The person opening the account or the customer fails to provide all required information on 
an application. 


Comment: There are numerous occasions where this occurs (e.g., when a customer moves, 
lack of customer focus in response to a death in the family). Many of these occurrences are 
not identity theft and therefore should not be a red flag. Our members encourage the 
Agencies to strike this from the list of red flags. 


15. The person opening the account or the customer cannot provide authenticating information 
beyond that which generally would be available from a wallet or consumer report. 


Comment: Because financial institutions generally do not have access to information beyond 
that which is found in a wallet or consumer report, our members urge the Agencies to make 
clear that financial institutions are not required to request, obtain, or verify information that 
would not be available from a wallet or consumer report. 







Address Changes 
16. Shortly following the notice of a change of address for an account, the institution or creditor 
receives a request for new, additional or replacement checks, convenience checks, cards, or cell 
phone, or for the addition of authorized users on the account. 


Comment: Many institutions do not have links between change of address requests and 
requests for new or additional cards or checks, although these institutions do verify the 
identity of consumers requesting the change of address or the new cards or checks. Our 
members urge clarification that Section xx.91(c)(3), which permits an institution to use other 
means of assessing the validity of a change of address, is satisfied where the institution has 
reasonable procedures to validate the legitimacy of the request when the request is made, 
regardless whether requests are made thereafter for new or additional cards. Further, one 
member pointed out that a request for new checks in close proximity to a check order is not 
necessarily an indicator of ID theft and may be a normal, legitimate customer driven activity. 


17. Mail sent to the customer is returned as undeliverable although transactions continue to be 
conducted in connection with the customer’s account. 


Comment: This is a common occurrence as customers forget to send a change of address. 
Consequently, this is too broad to be a useful red flag. Our members encourage the 
Agencies to narrow this red flag to product lines, such as home equity accounts, where 
undeliverable mail is more likely to evince fraud. 


Anomalous Use of the Account 
18. A new or existing revolving credit account is used in a manner commonly associated with 
fraud. 
For example: 


b. The customer fails to make the first payment or makes an initial payment but no 
subsequent payments. 


Comment: This is not an acceptable indication of identity theft as credit default is not 
necessarily identity theft. Our members encourage the Agencies to remove this from the list 
of red flags. 


20. An account that has been inactive for a reasonably lengthy period of time is used. 
(Taking into consideration the type of account, the expected pattern of usage and other relevant 
factors.) 


Comment: The term “inactive” can have varying definitions across financial institutions. 
Our members urge the Agencies to grant financial institutions the flexibility to conduct their 
own risk assessment to determine when an account is deemed “inactive” and when this 
poses a risk of identity theft. 


Notice from Customers or Others Regarding Customer Accounts 
21. The financial institution or creditor is notified of unauthorized charges that are in connection 
with a customer’s account. 







Comment: The use of unauthorized charges is too broad and not specific to identity theft. 
Therefore the financial institutions urge the Agencies to include the term “identity theft-
related” to the statement. 


23. The financial institution or creditor is notified that the customer is not receiving account 
statements. 


Comment: This may not necessarily be an indication of identity theft. For instance, it is 
common for customers to forget to report a change of address. Furthermore, many 
customers choose not to receive statements via the mail, but access them on-line. At a 
minimum, the Agencies need to state that many customers do not receive statements via 
postal mail anymore. 


25. Electronic messages are returned to mail servers of the financial institution or creditor that it 
did not originally send, indicating that its customers may have been asked to provide 
information to a fraudulent website that looks very similar, if not identical, to the website of the 
financial institution or creditor. 


Comment: Fraudsters send thousands of phishing emails daily. A phishing attempt rarely 
results in identity theft. It may occur only when a customer responds to a phishing attempt 
and supplies credentials to the phisher/fraudster. Thus, the red flag should be changed to 
state that it is only a red flag when the customer, a service provider, law enforcement, or 
other third party notifies the financial institution that the customer has provided his or her 
credentials to a phisher/fraudster or when there is other unusual activity on the account. 


Other Red Flags 
31. The person opening an account or the customer is unable to lift a credit freeze placed on his 
or her consumer report. 


Comment: This is not a sufficient indicator of identity theft. Also, it is not clear what steps 
the Agencies expect financial institutions to take when this does occur. Our members urge 
the Agencies to clarify. 


Some members recommend including an additional “example” of an important red flag: failed 
verification on existing account holders in an attempt to access their account. The rationale is that if 
someone fails this verification, it should then serve as a red flag. 







APPENDIX B: ABOUT THE ROUNDTABLE AND BITS 


The Financial Services Roundtable is a national association that represents 100 of the largest 
integrated financial services companies providing banking, insurance, investment products, and 
other financial services to American consumers. Roundtable member companies provide fuel for 
America's economic engine, accounting directly for $50.5 trillion in managed assets, $1.1 trillion in 
revenue, and 2.4 million jobs. 


BITS is a nonprofit industry consortium that shares its membership with The Financial Services 
Roundtable. BITS’ mission is to serve the financial services industry’s needs at the interface 
between commerce, technology and financial services. BITS works as a strategic brain trust to 
provide intellectual capital and address emerging issues where financial services, technology and 
commerce intersect. BITS focuses on key issues where industry cooperation serves the public good, 
such as critical infrastructure protection, fraud prevention, and the safety of financial services. BITS’ 
activities are driven by the CEOs and their direct reports—CIOs, CTOs, Vice Chairmen and 
Executive Vice President-level executives of the businesses. 


Members of BITS are sharing information, analyzing threats, creating best practices, urging the 
software and technology industries to do more to provide more secure products and services, and 
combating fraud and identity theft. By sharing information, developing and disseminating guidelines 
and successful strategies, and fostering open dialogue, BITS members have helped to decrease the 
risks associated with fraud and identity theft. Where identity theft does occur, BITS members are 
proactive. BITS and the Roundtable, with fifty of our member institutions, co-founded the Identity 
Theft Assistance Center (ITAC) in 2004. As of July 2006, the ITAC has helped over 6,000 
individuals to restore their financial identity. These services are provided free to consumers by ITAC 
members. 


Within BITS there are two working groups that have a strong interest in the Red Flags regulation— 
the information security experts who are involved in the BITS Security and Risk Assessment (SRA) 
Working Group and the fraud reduction experts who are involved in the BITS Fraud Reduction 
Steering Committee (FRSC). The mission of the SRA is to strengthen the security and resiliency of 
financial services by sharing and developing best practices to secure infrastructures, products and 
services; maintaining continued public and private sector confidence; and providing industry input 
to government agencies and regulators on policies and regulations. The mission of the FRSC is to 
identify fraudulent trend activity, reduce fraud losses, and foster new opportunities to reduce the 
impact of fraud on the financial services industry and our customers. Participants in the BITS Fraud 
Reduction Steering Committee include representatives from financial institutions, industry 
associations and the Federal Reserve. 


Much of BITS’ work is published for the entire financial services industry to use in efforts to 
combat fraud and tackle identity theft. Please see the BITS web site to access public documents on 
efforts to address fraud, identity theft, and a range of relevant security-related issues: 
http://www.bitsinfo.org/p_publications.html. 
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BB&T Branch Banking and Trust Co. 


Corporate Compliance 
100-01-06-40 
223 W. Nash Street (27893) 
P. O. Box 1847 
Wilson, NC 27894-1847 


September 18, 2006 


Jennifer J. Johnson, Secretary 
Board of Governors of the Federal Reserve System 
20th Street and Constitution Avenue, N.W. 
Washington, DC 20551 
(via regs.comments@federalreserve.gov) 


RE: Docket No. R-1255 


BB&T Corporation (“BB&T”) appreciates the opportunity to comment on the 
Interagency proposed rulemaking: Identity Theft Red Flags and Address Discrepancies 
Under the Fair and Accurate Credit Transactions Act of 2003 (FACT Act). BB&T is a 
regional financial holding company with three state-chartered banks that have branches in 
twelve states as well as multiple non-bank subsidiaries. 


Our comments in response to the OCC, Board, FDIC, OTS, NCUA, and FTC (the 
Agencies) request are as follows: 


1. Regarding section xx.82(c) and xx.90(d)(2) for verifying the identity of the 
consumer and use of verification set forth in the Customer Identification Program (CIP) 
rules, the proposal presents a concern to us on the relationship between the proposal and 
CIP. The proposal merely references the existing rules and states that a financial 
institution that is in compliance with the rules under CIP would be in compliance with the 
proposed identity verification rules. However, the differences in CIP and the proposed 
identity verification requirements could present significant issues. For example, existing 
clients are exempt from CIP as long as certain conditions are met, but the proposed rules 
apply to any customer opening a new account. While recognizing the similarities in the 
objectives of both CIP and the proposed rule identity verification rules, the fact that 
different customers and different accounts are covered by each will increase the difficulty 
in ensuring compliance. The Agencies should clarify that if there is a discrepancy in the 
two rules, CIP would govern. 


2. Regarding section xx.82(d)(3), the Agencies should modify the definition of 
timing to be “reasonable” timing. It will be burdensome for financial institutions to 
report each address change on the day it occurs; rather, financial institutions should report 
the address changes to the Credit Reporting Agencies (CRAs) in the next monthly CRA 
reporting cycle. 
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3. Regarding section xx.90, the Agencies should be aware that financial 
institutions will face additional costs involved in formalizing and enhancing procedures 
to meet these new requirements which the Agencies may have underestimated. While 
some of these may be existing practices, there will be costs involved in the inefficiencies 
created when such practices must be formally documented and monitored. 


The proposal unnecessarily insists on requirements for establishing reasonable ID 
theft practices and, procedures not mandated by statute. Among the non-mandated 
regulatory requirements are the following; a definition of “account” that overreaches in 
scope, a written Identity Theft Prevention Program, and a specified obligation for boards 
of directors that is inequitable. 


We also have concerns about expanding the statutory requirement to apply to 
instances where institutions are simply maintaining or monitoring existing accounts. 
Financial institutions pull consumer reports on existing customers for a variety of 
reasons, among them to review the customer’s continued eligibility for the product terms. 


4. Regarding section xx.90 (d), the Program “must include policies and 
procedures to identify Red Flags, singly or in combination, that are relevant to detecting a 
possible risk of identity theft. . . using the risk evaluation set forth in this section.” The 
proposal continues, “At a minimum, the Program must incorporate any relevant Red 
Flags from; Appendix J, Applicable supervisory guidance, Incidents of identity theft that 
the financial institution or creditor has experienced, and Methods of identity theft that the 
financial institution or creditor has identified that reflect changes in identity theft risks.” 
Regarding section Appendix J, the Agencies should clearly state in the final rule that the 
thirty-one red flags are examples only, and that financial institutions are encouraged to 
review these and consider them as well as identity other red flags that become apparent as 
fraudsters adapt and develop new techniques. Further, the Agencies should clearly state 
that financial institutions may achieve compliance without implementing all thirty-one 
flags. 


Further, the Agencies should include in the regulation an official list of the 
specific supervisory guidance considered to be applicable and not have this open to 
interpretation. Otherwise, the result could be an expanding scope of the Program beyond 
the intent of the Act based on what an individual institution or examiner may perceive as 
supervisory guidance applicable to identity theft. Likewise, all supervisory guidance 
should follow the same rulemaking process used for any regulatory change. 


Additionally, the proposal provides that in identifying relevant Red Flags, the 
financial institution must consider which of its accounts are subject to a risk of identity 
theft, the methods it provides to open these accounts, the methods it provides to access 
these accounts, and its size, location, and customer base. BB&T supports the “risk-
based” approach in the proposed rule but believes that the regulation needs to clarify that 
if the financial institution determines business purpose products or services are low risk, 







the institution should have the option of excluding these products and services from their 
program. 


While suggestions about how to identify relevant Red Flags are useful, we 
recommend that the Agencies make clear that these are only suggestions that financial 
institutions should consider. For example an institution may, in fact, consider these 
factors indirectly into an overall design or categorized differently. As a list in an official 
regulation, however, they become an artificial checklist for the financial institutions and 
examiners may require financial institutions to reconstitute their approach to the identity 
Theft Program, when doing so does not advance the goals of the Program. Financial 
institutions should have wide latitude to determine what factors they consider and how 
they categorize them. 


We also suggest that the final regulation add to the list of suggestions that banks 
may consider accounts subject to risk of identity theft “based on their identity theft 
experience.” As noted earlier, virtually all types of bank accounts and products are 
subject to a risk of identity theft, so without modification, this proposed phrase becomes 
meaningless. For example, if a bank is not experiencing any identity theft related to 
home equity lines of credit or business accounts, for example, it should not be required to 
analyze and document why home equity lines of credit or business accounts generally are 
not at risk for identity theft. For similar reasons, we suggest that the phrase be modified 
to read “likely risk of identity theft.” 


This section requires financial institutions to “address the risk of identity theft, 
commensurate with the degree of risk posed. . .”it then lists actions to be taken. We 
strongly agree that the risk be addressed “commensurate with the degree of risk posed,” 
which supports the critical risk-based approach. We suggest that to emphasize this point, 
the Agencies incorporate into the final Regulation the words contained in the 
Supplementary Information that the list is a list of measures that a financial institution 
“may take depending on the degree of risk that is present.” 


Typically, a consumer report, which is the means for learning of an alert, is not 
pulled when a financial institution issues an additional credit card for an existing account, 
so the proposal has little application to existing accounts. In addition, if the financial 
institution learns of an alert at account opening, it will choose, based on further 
investigation, either to open the account or not. If it chooses to open the account because 
it has validated the applicant’s identity, it is not clear why it cannot issue “additional 
cards” if the applicant has so requested. 


Any final regulation also should clarify that institutions should, in third party 
transactions or indirect lending where they do not directly interact with the consumer, be 
permitted to rely on the originating creditor’s compliance with this rule. We believe that 
failure to so clarify the rule will adversely impact the secondary market for assigned 
contracts. 







5. Regarding section xx.91, BB&T suggests that the Agencies provide that 
financial institutions comply with this provision if they verify the address at the time of 
the address change request, whether or not the request is linked to a card request. Such a 
procedure is more protective than the proposal because address change requests are not 
limited to occasions when a card is requested. Further, most institutions do not link an 
address change request with a card request and it is not clear whether this remains a 
significant indicator of fraud. While it might have been so at one time, it appears that 
fraudsters have shifted from using this technique, thwarted by fraud prevention 
procedures. 


It is also important that the regulation allow broad leeway in allowing financial 
institutions to verify address changes. Currently, financial institutions use a variety of 
means to verify address changes. The methods change and will continue to change. The 
regulation or supplementary information should also clearly allow financial institutions to 
verify the address change through verification of the customer’s identity. In some cases, 
this may be the most effective verification of the address change and one recognized 
under CIP. 


Finally, we urge that adequate time be given for financial institutions to prepare and 
implement their programs. We propose that financial institutions be given one year from 
the date of the issuance of the final rule to comply. 


Thank you for the opportunity to provide these comments. We understand the difficulty 
of promulgating a regulation that is mandated by law, yet appropriate to protect 
legitimate business needs. We commend you for considering the needs of all. 


Sincerely, 


Mark D. Vaughn, CRCM 
Branch Banking and Trust Co. 
Senior Vice President and 
Senior Corporate Compliance Mgr. 
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Office of the Comptroller of the Currency 
250 E Street, SW 
Public Reference Room, Mail Stop 1-5 
Washington, DC 20219 
regs.comments@occ.treas.gov 
Docket Number 06-07 


Mr. Robert E. Feldman, Executive Secretary 
Attention: Comments 
Federal Deposit Insurance Corporation 
550 17th Street, NW 
Washington, DC 20429 
Comments@FDIC.gov 
RIN 3064-AD00 


Ms. Mary F. Rupp, Secretary 
National Credit Union Administration 
1775 Duke Street 
Alexandria, Virginia 22314-3428 
regcomments@ncua.gov 
Proposed Rule 717, Identity Theft Red Flags 


Ms. Jennifer J. Johnson, Secretary 
Board of Governors of the Federal 
Reserve System 
20th Street and Constitution Ave NW 
Washington, DC 20551 
regs.comments@federalreserve.gov 
Docket No. R-1255 


Regulation Comments 
Chief Counsel’s Office 
Office of Thrift Supervision 
1700 G Street, NW 
Washington, DC 20552 
regs.comments@ots.treas.gov  
No. 2006-19 


Federal Trade Commission/ 
Office of the Secretary 
Room H-135 (Annex M) 
600 Pennsylvania Avenue NW 
secure.commentworks.com/ftc-
redflags 
Project No. R611019 


Re: Proposed Rule, Identity Theft Red Flags and Address Discrepancies, Sections 
114 and 315 of the Fair and Accurate Credit Transactions Act. 


Dear Sirs and Madams: 


The Wisconsin Bankers Association (WBA) is the largest financial institution trade 
association in Wisconsin, representing approximately 300 state and nationally chartered 
banks, savings and loan associations, and savings banks located in communities 
throughout the state. WBA appreciates the opportunity to comment on the proposed rule 
addressing Sections 114 and 315 of the Fair and Accurate Credit Transactions Act (FACT 
Act). 


The Office of the Comptroller of the Currency (OCC), Board of Governors of the Federal 
Reserve System (FRB), Federal Deposit Insurance Corporation (FDIC), Office of Thrift 
Supervision (OTS), National Credit Union Administration (NCUA), and Federal Trade 
Commission (FTC)(collectively, the Agencies) are required by Section 114 of the FACT Act 
to create guidelines for financial institutions and creditors to identify patterns, practices, and 
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specific forms of activity, that indicate the possible existence of identity theft. Section 315 of 
the FACT Act requires the Agencies to create guidance regarding reasonable policies and 
procedures that a user of a consumer report should employ when the user receives a 
notice of address discrepancy. The proposed rule addresses both FACT Act Sections. To 
assist the Agencies in promulgating such rules, WBA offers the following comments. 


Background 


Section 114 of the FACT Act requires the Agencies to jointly issue guidelines for financial 
institutions and creditors regarding identity theft with respect to their account holders and 
customers. Within these guidelines, the Agencies are required to identify patterns, 
practices, and specific forms of activity that indicate the possible existence of identity theft. 


To fulfill this requirement, the Agencies propose each financial institution and creditor 
implement a written Identity Theft Prevention Program (Program) that contains reasonable 
policies and procedures to address the risk of identity theft based upon the risk assessment 
of the financial institution. Under the proposal, the institution’s Program must be 
appropriate to the size and complexity of the institution; address the nature and scope of 
the institution’s activities; and be flexible to address changing identity theft risks as they 
arise. 


In addition, for credit and debit card issuers, Section 114 requires the Agencies’ guidelines 
to specifically include requirements that an issuer must first follow to validate a change of 
address request before the issuer acts on a request for an additional or replacement card. 
An institution that is an issuer may incorporate this requirement into its Program. 


The proposed rule also addresses Section 315 of the FACT Act. This section requires the 
Agencies to jointly issue rules that provide guidance regarding reasonable policies and 
procedures that a user of a consumer report (User) should follow when it receives a notice 
of address discrepancy. Specifically, the policies and procedures must facilitate a User’s 
ability to: form a reasonable belief regarding the identity of the person on whom it has 
obtained a consumer report; and reconcile the address of the consumer with the credit 
reporting agency (CRA), if the User establishes a continuing relationship with the consumer 
and regularly and in the ordinary course of business furnishes information to the CRA. 


General Comments to Section 114 Program Requirements. 


Identity theft issues are a top concern for all financial institutions and other creditors, and 
each has already taken numerous steps to combat them. WBA itself recognizes the 
importance of preventing identity theft and routinely partners with financial institutions and 
other groups in Wisconsin to educate the public about identity theft. WBA fully supports the 
Agencies’ attempt to implement a flexible, risk-assessment based Program; however, 
WBA is concerned that the proposed rules are not sufficiently flexible for an institution to 
create a Program that truly reflects the institution’s own risk-assessment and risk-
management of its particular products and services, customers and location(s). 


Recently, financial institutions have conducted several rounds of Bank Secrecy Act (BSA) 
assessments to identify product and service risks relative to the institution’s customer-
base, demographics, and location(s). Institutions are also actively working to complete risk-
assessments of their Internet services and other forms of electronic banking to comply with 
multi-factor authentication guidelines required to be in place by year end. In addition, 
institutions are currently operating under Customer Identification Program (CIP) 







requirements when opening new accounts. All three of these programs are ongoing 
requirements for institutions and must be monitored, reviewed, and modified as the 
institution’s products and services, customers, and location(s) grow and change. WBA is 
concerned that the proposed rule will result in the creation of yet another procedural 
checklist and monitoring policy, separate from these existing programs, and will not create 
a more effective or efficient method of combating identity theft. Instead, institutions already 
subject to these requirements will be burdened with duplicative policies, procedures and 
monitoring requirements. 


WBA believes integration of the Red Flag guidelines with these existing programs is a 
better approach. The Agencies acknowledge that an integrative approach might be 
desirable but dismiss it because not all financial institutions are subject to these existing 
programs. Such an approach should not be dismissed just because other types of 
institutions have little or no current requirements to prevent financial crimes such as fraud 
and identity theft. WBA urges the Agencies to simplify the proposed rules to allow financial 
institutions already subject to these programs to take advantage of such programs in 
fulfilling their efforts to halt identity theft. 


The Agencies have gone to great lengths recently to champion their efforts in allowing 
financial institutions to create risk-management procedures unique to each institution based 
upon its products and services, customers, and location(s). Yet, the Agencies propose in 
Appendix J a prescribed list of identity theft activities that all institutions must, at a 
minimum, use in their policy implementation. WBA does not see how this approach would 
afford the flexibility touted by the Agencies. In addition, WBA is concerned that a mandatory 
list will be quickly used by criminals as a teaching tool on how to structure identity theft 
scams and how to avoid appearing on a financial institution’s “hot list”. To combat these 
issues, WBA believes the best solution is to offer Appendix J as a list of examples of 
identity theft activities that an institution may review when crafting its identity theft 
procedures. 


Specific Comments to Section 114 Program Requirements. 


Proposed § __.90(b) Definitions. 


The Agencies propose the definition of “account” to include not only consumer accounts, 
but also business accounts. The Agencies also seek comment on whether the account 
definition should include relationships that are not “continuing”. WBA strongly opposes the 
inclusion of business accounts and relationships that are not continuing in this definition. To 
require financial institutions to gather and maintain information on non-customers and 
businesses is simply too broad. Creation of policies and procedures to monitor those 
accounts makes these new requirements costly and compliance-report laden. 


The Agencies propose the definition of “customer” to mean “a person that has an account 
with a financial institution or creditor.” This would include individuals and businesses. WBA 
urges the Agencies to exclude businesses from the definition of customer. Financial 
institutions have other anti-fraud vehicles in place to correctly identify a business customer. 
CIP procedures currently require that the identity of a new business be verified via 
documentary or non-documentary methods. Most financial institutions have access to State 
filing offices that can independently verify the existence and status of business customers. 


The Agencies propose the definition of “Red Flags” as “a pattern, practice, or specific 
activity that indicates the possible risk of identity theft.” WBA is concerned that the use of 







“possible risk of identity theft” is too broad. Nearly any activity could potentially be 
considered a “possible risk.” This extremely broad term makes it impossible for financial 
institutions to draw a line between legitimate activity and activity perceived as peculiar to 
some, but after investigation proves legitimate. To require financial institutions to micro-
manage every transaction for the “possible risk” of identity theft is unrealistic. As an 
alternative, WBA urges the Agencies to replace “possible risk” with “significant possibility” 
as suggested by American Bankers Association (ABA) for the reasons outlined in ABA’s 
comment letter. 


Proposed §__.90(d)(5) Involvement of Board of Directors and Senior Management. 


The proposed rule would require the board of directors and senior management to be 
responsible for developing and implementing the Section 114 Program. Yet for those 
financial institutions or creditors who do not have a formal board of directors, the entity is 
permitted to select a “designated employee.” WBA finds this requirement inconsistent and 
not prescribed by statute. WBA believes a board member is too far removed from the day-
to-day management of identity theft issues. Board management, while necessary, is 
generally a slow moving process as each board member is required to analyze the details 
and effects of each issue presented for their review and direction, while identity theft and 
fraud events can occur at any given instant. A financial institution needs an immediate 
response to identity theft issues from employees directly involved in frontline activities. As 
such, WBA recommends the Agencies not require board member involvement with the 
direct oversight and implementation of Program management. Instead, the Board should 
be involved in the overall development and approval of the policies and procedures, but 
personnel directly involved with the institution’s other fraud prevention efforts should be 
responsible for the oversight and management of the Program. 


Card Issuer Requirements. 


As previously outlined, Section 114 also requires the Agencies to issue rules requiring 
credit and debit card issuers to first assess the validity of change of address requests 
before issuing a requested additional or replacement card. 


Under the proposal, if a card issuer receives a change of address request, and then within 
a short period of time of at least 30 days after it receives the request, it receives a request 
for an additional or replacement card, the issuer may not grant the card request unless it 
first assesses the validity of the request by using one of the following three methods: (1) 
notifying the cardholder of the request at the former address and providing the cardholder 
with means of promptly reporting incorrect address changes; (2) notifying the cardholder of 
the request by any other means of communication that the cardholder and the card issuer 
have previously agreed to use; or (3) using other means of assessing the validity of the 
change in address. The notice must be clear and conspicuous and provided separately 
from regular correspondence with the cardholder. 


WBA recommends the Agencies simply require financial institutions to verify the address at 
the time an address change is requested by the customer for any change of address 
request. Institutions already have procedures in place to document and verify the validity of 
such requests. WBA recommends the Agencies allow financial institutions to verify address 
change requests through verification of the customer’s identity and not require additional 
duplicative procedures. 


Comments to Section 315 Reports to CRA by Users. 







Proposed §__.82(c) Requirements to Form a Reasonable Belief. 


The proposed rule would require the creation of policies and procedures that would enable 
the User to form a reasonable belief regarding “the identity of the person to whom the 
consumer report pertains” when the User receives a notice of address discrepancy. The 
proposed rule would allow existing CIP procedures to satisfy the requirement to verify the 
identity of the applicant so long as the User applies the CIP procedures to all situations 
where it receives a notice of address discrepancy. 


WBA believes CIP procedures are sufficient to identify the consumer. Many consumers 
move frequently and a CRA may not have the most recent address for the consumer. If a 
new account is opened, and the financial institution has an address discrepancy as 
compared to the CRA’s reported address, the banker would simply verify the correct 
address with the new customer via the institution’s CIP requirements and the correct 
address would be reported to the CRA pursuant to the financial institution’s general 
reporting procedures. Extra procedures would be duplicative because of these existing CIP 
requirements. 


Conclusion 


Financial institutions are already actively working to protect consumers from identity theft. 
Policies and procedures have already been implemented through financial institutions’ 
BSA, security information systems, and CIP procedures. WBA strongly recommends the 
Agencies craft final rules which: permit financial institutions already subject to the above-
noted policies and procedures to utilize such policies and procedures to fulfill the 
requirements of Sections 114 and 315. Doing so would avoid unnecessary duplication of 
efforts while still retaining the benefits of risk-based assessments the Agencies already 
claim to support. 


Once again, WBA appreciates the opportunity to submit comments on the interagency 
proposed rule. 


Sincerely, 


Kurt R. Bauer 
President/CEO 
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Discrepancies under Sections 114 and 315 of the Fair and Accurate Credit Transactions Act of 
2003 (“FACTA”), published in the Federal Register on July 18, 2006 at 71 FR 40786 (the 
“Proposed Rule” or “Rule”). Wells Fargo appreciates the opportunity to comment and 
encourages the OCC and the other joint drafters of the Proposed Rule (the “Agencies”) to 
consider adopting the suggestions set forth herein. 


This letter will begin with general comments about the need for the Proposed Rule to 
allow for greater flexibility in implementing Sections 114 and 315 of FACTA, and how in 
several respects, the Proposed Rule goes beyond the intent and requirements of the statute. 
Following the general comments, this letter will address specific comments pertaining to 
Address Discrepancies, the Identity Theft Prevention Program, the Red Flag Guidelines outlined 
in Appendix J, and the duties of Card Issuers regarding Changes of Address. 


General Comments 


Greater Flexibility Needed 


The Proposed Rule needs to permit greater flexibility in implementing sections 114 and 
315 of FACTA so that financial institutions, such as Wells Fargo, can more effectively achieve 
these sections’ goal of preventing and mitigating identity theft. We support this objective and 
have historically made fighting fraud and identity theft a top priority. Identity theft negatively 
impacts financial institutions in the form of poor public perception and reputation risk, customer 
dissatisfaction, and the costs of absorbing the losses associated with the identity theft or fraud. footnote


 1 


Long before the passage of the FACT Act, Wells Fargo had developed and implemented 
sophisticated procedures designed to help combat identity theft and fraud. In order to enable 
Wells Fargo and others to successfully continue their fight against fraud and identity theft, the 
final rule must truly be risk-based and provide institutions with broad discretion and flexibility to 
effectively respond to ever-changing threats. 


We respectfully submit that the current Proposed Rule is too restrictive with respect to 
how it requires financial institutions to implement an Identity Theft Prevention Program 
(“Program”) and mandates expensive changes which ultimately will do little to help mitigate and 
prevent identity theft. Wells Fargo strongly supports the prevention and mitigation of identity 
theft and allocating the necessary resources for achieving that goal; but the anticipated costs 
associated with implementing the Proposed Rule are disproportionately excessive when 
compared with the marginal benefit that would be achieved in preventing identity theft. As just 
one illustration of this, at least six of the 31 Red Flags listed in Appendix J fixate on address 
differences for the same individual without any practical recognition that large numbers of 
individuals, routinely and appropriately, provide and use multiple addresses (e.g., winter and 
summer homes; the address of a joint accountholder for one account and his or her own address 
for another account; a business address for an individual’s small business and a personal address 
for his or her personal accounts; etc.); yet the Proposed Rule would require a financial institution 
to detect any of these address issues as a red flag and then justify a “reasonable basis for 
concluding that [such] Red Flag does not evidence identity theft.” Section __.90(d)(2)(3). 


footnote
 1 House Report 108-263 on H.R. 2622, page 25: acknowledging that the financial institution generally absorbs the 


financial losses from an identity theft. 







While we have no objection to expending appropriate resources to achieve the goals of 
the Proposed Rule, we encourage greater flexibility under the Rule for allocating those resources 
as we deem most effective, based on the examples set forth in the Rule and our own years of 
experience in combating identity theft and fraud. footnote


 2 The Proposed Rule should be amended as 
suggested herein in order to allow financial institutions the freedom to implement measures they 
know will better achieve the identity theft mitigation and prevention goals of FACTA. Greater 
flexibility is also consistent with the legislative history relative to the Red Flags Guidelines and 
Regulations. footnote


 3 


Parts of Proposed Rule Go Beyond Requirements and Intention of FACTA 


There are several parts of the Proposed Rule that go beyond the intentions and purposes 
of Sections 114 and 315, and are simply not supported by the statute or its legislative history. 
For example, as will be discussed in more detail later, the proposed definitions of “Account” and 
“Customer” in Sections __.90(b)(1) and (b)(3) would include accounts of small business entities, 
contrary to the purpose of the statute to protect consumers. In addition, although financial 
institutions, consumer reporting agencies, and consumers should all have a responsibility to take 
reasonable steps to help mitigate and prevent identity theft, several parts of the Proposed Rule 
would place a disproportionate share of this burden on the financial institutions. This is neither 
supported by the legislative history or language of FACTA, nor effective in combating identity 
theft. footnote


 4 


Estimated Burden for Compliance is Unrealistic and Inaccurate 


The Agencies’ projections regarding the amount of time and resources it would take 
institutions to comply with the Proposed Rule are substantially underestimated and unrealistic. 
Although financial institutions such as Wells Fargo have robust fraud and identity theft 
prevention systems in place today, these new requirements proposed by the Rule would demand 
a significant commitment of time and financial resources before attaining compliance. Among 
other things, these proposed regulations would require: (1) establishing, implementing, and 
maintaining a comprehensive, risk-based identity theft prevention program which includes: (2) 
reconciling notices of address discrepancies and reporting addresses back to the consumer 
reporting agencies with regard to an institution’s existing accounts; (3) training employees for 
that program; (4) involving the board of directors and senior management in the approval, 


footnote
 2 Senate Report 108-166 on S. 1753, page 13: “The Committee believes that the [Agencies] are equipped to establish 


broad parameters for such guidelines, but that individual institutions are in the best position to determine how best to 
develop and implement the required policies and procedures.” 
footnote


 3 Senate Report 108-166 on S. 1753, page 13: “The Committee intends for the guidelines to provide flexibility to 
institutions given the changing nature of identity theft and related crimes.” 
footnote


 4 To the contrary, the legislative history acknowledges that all parties have a responsibility in combating identity 
theft: “the ‘Fair and Accurate Transaction Act of 2003,’ provides consumers with the tools they need to fight 
identity theft . . .” “[FACTA] enlists financial institutions’ support in fighting identity theft by requiring them to 
develop procedures to ‘red flag’ identity theft . . .” House Report 108-263 on H.R. 2622, page 22 – purpose and 
summary. 







implementation, and maintenance of the program, including providing annual reports thereto; (5) 
overseeing service providers; and (6) validating changes of address. Wells Fargo strongly urges 
the Agencies to understand what a significant undertaking it will be to become compliant with 
the final rule and appreciate the considerable resources that would be necessary. Regardless of 
the form and content of the final rule, it is critical that the Agencies provide for at least eighteen 
months from the effective date of the final rule to attain compliance. 


Subpart I – Duties of users of Consumer Reports Regarding Address Discrepancies and 
Records Disposal 


Section __.82 – Duties of users regarding address discrepancies 


Proposed § __.82(c) implements the requirement in section 315 that the Agencies 
prescribe regulations describing reasonable policies and procedures that will enable the user of a 
consumer report (“user”) to form a reasonable belief that the user knows “the identity of the 
person to whom the consumer report pertains” when the user receives a notice of address 
discrepancy. It further provides that a user must develop and implement reasonable policies and 
procedures for "verifying the identity of the consumer for whom it has obtained a consumer 
report" whenever it receives a notice of address discrepancy. A “notice of address discrepancy” 
is defined as "a notice sent to a user of a consumer report by a consumer reporting agency 
pursuant to 15 U.S.C. 1681c(h)(1), that informs the user of a substantial difference between the 
address for the consumer that the user provided to request the consumer report and the 
address(es) in the agency’s file for the consumer.” In addition, proposed § __.82(d)(1) provides 
that a user must develop and implement reasonable policies and procedures for furnishing to the 
CRA, from whom it received a notice of address discrepancy, an address for the consumer that 
the user has reasonably confirmed is accurate when certain conditions are satisfied. 


The Proposed Rule goes beyond what is required by the statute with respect to the duty of 
a user to verify the identity of the consumer and furnish a reconciled / confirmed address back to 
the consumer reporting agency, when a notice of address discrepancy is received. In particular, 
the Rule attempts to expand the circumstances under which a user would be required to furnish 
an address back to a consumer reporting agency to include existing relationships, by adding the 
word “maintains.” We urge the Agencies to delete the word “maintains” from § __.82(d)(1)(2) 
of the Proposed Rule so that it is consistent with the requirements of the statute, and to clarify 
that the duty to verify the identity of the consumer and furnish a reconciled / confirmed address 
is limited to newly established relationships only, and not existing relationships. 


Section 605(h)(1) of the FCRA makes no reference to applying to existing accounts. 
Moreover, section 605(h)(2)(B)(2) provides that the regulations implementing this part shall 
describe reasonable policies and procedures for use by a user, “if the user establishes a 
continuing relationship with the consumer . . .” (Emphasis added). By contrast, § __.82(d)(1)(2) 
of the Proposed Rule provides that a user would have a duty to furnish an address back to a 
consumer reporting agency when the user “establishes or maintains a continuing relationship 
with the consumer.” (Emphasis added). This would result in a user having to furnish an address 
back to a consumer reporting agency on existing accounts, which is not supported by the 







language of Section 315. By only stating that “if the user establishes a continuing relationship 
with the consumer,” Congress clearly was referring to a relationship that was not yet established 
or continuing. The intent of the statute was to limit this requirement to newly established 
relationships only, and not to apply it to existing relationships. On existing relationships, 
financial institutions have already verified the identity of the consumer at the time the 
relationship was established and therefore, imposing additional requirements would be of little 
value and overly burdensome. Accordingly, the addition of the word “maintains” to the 
Proposed Rule is not supported by the intent and plain language of the statute, and Wells Fargo 
strongly encourages the Agencies to delete it and to limit this rule to new relationships only. 


In order for the Proposed Rule to make clear that existing relationships are excluded from 
the obligation to verify the identity of the consumer and reconcile / confirm the consumer’s 
address before furnishing an address back to a consumer reporting agency when an notice of 
address discrepancy is received (as contemplated by the statute), we strongly encourage the 
Agencies to not only remove the word “maintains” from the Proposed Rule, but also to add a 
specific carve-out for existing relationships. A specific carve-out to exclude existing 
relationships would remove any ambiguity about a user’s duties when a notice of address 
discrepancy is received. More importantly, such a carve-out would help reduce the millions of 
“false positive” notices of address discrepancy received by users from consumer reporting 
agencies, which currently overwhelm users and do little to actually help mitigate or prevent 
identity theft. 


If the Proposed Rule expands the statute to include existing relationships, it would 
impose a substantial burden on Wells Fargo and other financial institutions which request 
consumer reports on existing relationships for reviewing those accounts with little, if any, 
corresponding benefit either to consumers or to financial institutions. In such cases, Wells Fargo 
is not ordering a “full” consumer report and therefore is typically not even receiving back from 
the consumer reporting agency the address it has on file for the consumer; only a notice that an 
“address discrepancy” exists. Financial institutions routinely request limited credit report 
information (e.g. just FICO scores and major derogatory credit indicators) on hundreds of 
millions of their existing credit accounts on a monthly or quarterly basis. To assure the best 
possible match with each request, the consumer reporting agencies require creditors to provide 
the names, addresses, and SSN’s of their accountholders with these requests. Today, when the 
agencies provide this limited credit report information to the user for these tens of millions of 
accountholders, it is accompanied with hundreds of thousands or more of address discrepancy 
indicators. (Our experience shows that our current address for these accountholders is , 
overwhelmingly, a correct one.) 


A major shortcoming of the current obligation of a consumer reporting agency to issue a 
notice of address discrepancy is that there is no downside to the consumer reporting agency for 
taking an overly conservative approach and issuing notices of address discrepancy even where 
there is uncertainty as to whether or not a “substantial difference” actually exists. Wells Fargo’s 
own experience, since consumer reporting agencies started issuing notices of address 
discrepancy, has taught it that such notices are rarely indicative of, or helpful in preventing, 
identity theft or fraud. Since the inception of the notice of address discrepancy reporting 
requirement, some Wells Fargo lines of business have reported receiving notices of address 







discrepancy on as many as fifty-percent of the consumer reports requested. The percentage of 
notices received is even higher on business purpose relationships, where a consumer report is 
often requested, with the business address, on the principals of the business. Moreover, in an 
overwhelming number of cases where Wells Fargo receives a notice of address discrepancy, 
experience has demonstrated Wells Fargo has the correct address for the consumer. There is also 
no obligation on the consumer reporting agencies to update their records with the reconciled 
address reported back to it by the user. This could result in a perpetual loop where the consumer 
reporting agencies continue to issue notices of address discrepancy where a substantial difference 
does not necessarily exist and on addresses which users have already reconciled and furnished 
back to the consumer reporting agencies. This will create unnecessary burdens on users to verify 
the identity of the consumer and furnish the address back to the consumer reporting agency. 


In addition, Wells Fargo encourages the Agencies to consider adding a “safe harbor” 
provision which would protect user’s from private rights of action under Sections 616 and 617. 
Section 615(h)(7) bars private rights of action with respect to any of the duties required by that 
section, which includes the Red Flag regulations and guidelines. However, the protection does 
not extend to the address discrepancy requirements. Without a safe harbor provision, users of 
consumer reports could become targets of private rights of action looking to blame a user every 
time there is an occurrence of identity theft, or to capitalize on technical violations of the address 
discrepancy requirements. Accordingly, we strongly recommend the Agencies provide for a safe 
harbor provision similar to that set forth in section 615(h)(7) of the FCRA, and limit enforcement 
to the respective Agencies. 


Subpart J – Identity Theft Red Flags 


Section __.90 – Duties regarding the detection, prevention, and mitigation of identity theft 


§ __.90(b)(1) Definition of “Account” 


In response to the Agencies request for comment on the scope of the definitions of 
“Account,” Wells Fargo respectfully submits that this definition is too broad and not what was 
intended or contemplated by the FACTA. In particular, the definition of “Account” should 
specifically exclude any reference to business purpose accounts or accounts that are not 
“continuing.” 


The Agencies propose defining “Account” to mean “a continuing relationship established 
to provide a financial product or service that a financial holding company could offer by 
engaging in an activity that is financial in nature or incidental to such a financial activity under 
section 4(k) of the Bank Holding Company Act, 12 U.S.C. 1843(k).” However, the Proposed 
Rule goes on to give examples of accounts by providing that “Account includes: (1) An extension 
of credit for personal, family, household or business purposes, such as a credit card account, 
margin account, or retail installment sales contract, such as a car loan or lease; and (2) A demand 
deposit, savings or other asset account for personal, family, household, or business purposes, 
such as a checking or savings account.” (Emphasis added). 







By including accounts for “business purposes,” the proposed definition has exceeded the 
scope of what was intended by the statute. There is nothing in the statute itself or its legislative 
history to indicate that Congress intended for Section 114 to apply to business purpose accounts. 
To the contrary, the legislative history clearly states that the intent of the FACTA, and the FCRA 
in general, was to protect consumers. For example, in describing the “purpose and summary” of 
the FACTA legislation, the legislative history provides that FACTA “provides consumers with 
the tools they need to fight identity theft . . .” (Emphasis added). It also describes the FCRA in 
general as “landmark consumer protection legislation enacted in 1970 . . . .” In addition, it 
describes the risks of identity theft by observing that “While American consumers have realized 
undeniable benefits from the free flow of credit reporting information . . . [consumers] have also 
become increasingly concerned abut the risk of their personal financial information falling into 
the wrong hands.” (Emphasis added). The purpose and summary section of the legislative 
history further recognizes that the FACTA bill “contains numerous measures which protect 
consumers from identity thieves” and that “the bill directs [the Agencies] to develop identity 
theft ‘red flag’ guidelines . . . to help protect consumers.” (Emphasis added). 


The risk of identity theft in business banking relationships is extremely low. This is due 
in large part to the in-person manner in which most business banking relationships are initiated. 
In Wells Fargo’s experience, a majority of the business banking accounts are opened in a face-to-
face environment, so the banker usually has personal interaction and familiarity with the business 
customer. Wells Fargo business bankers reported that identity theft for businesses was virtually 
nonexistent. Rather, businesses are more prone to internal fraud from an individual within their 
own organization; not the type of identity theft experienced by consumers which the FACTA 
aims to prevent. Although identity theft is possible for small business and may occur in isolated 
situations, protecting businesses or business purpose accounts from identity theft is beyond the 
purpose and intent of the FACTA. Accordingly, we urge the Agencies to redefine “Account” to 
be consistent with the intent and purpose of the FCRA and FACTA, by eliminating any reference 
or example to a “business purpose” account. 


As an alternative to eliminating “business purpose” from the examples of accounts, we 
strongly urge the Agencies to consider limiting the scope of the definition of “Account” to small 
businesses. If business purpose accounts must be included in the definition, we would suggest 
adopting a definition that includes small businesses only, defined by those that had gross 
revenues of one- million or less in their preceding fiscal year, similar to the language utilized by 
Regulation B at 12 CFR § 202.9(a)(3). It is not appropriate to attempt to regulate identity theft 
risks for business purpose accounts in these Red Flag regulations and guidelines. 


§ __.90(b)(3) Definition of “Customer” 


The Proposed Rule defines a “Customer” as “a person that has an account with a 
financial institution or creditor.” The definition of “Customer” should replace “person” with 
“consumer” to clarify that a Customer does not include a business purpose account or 
relationship. 







The FCRA’s definition of “person” includes non-individuals such as partnerships and 
corporations. As a result, the Proposed Rule’s definition of “Customer” will necessarily include 
business purpose accounts, which is not mandated by the statute. The Agencies acknowledge in 
the Supplementary Information that they chose this broad definition because, in addition to 
individuals, various types of entities, such as small businesses, can be victims of identity theft. 
As previously discussed, although it is possible small businesses could be subject to identity 
theft, it is not very likely or as prevalent compared with individual consumers. More 
importantly, however, the protection of small businesses (or any other non-consumers) from 
identity theft is simply not contemplated by the FACTA and beyond its scope and intent. 
Accordingly, we strongly urge the Agencies to change the definition of “Customer” to “a 
consumer that has an account with a financial institution or creditor.” Alternatively, we urge the 
Agencies to consider limiting the scope of this definition to small businesses, as described above 
in the definition of “Account.” 


§ __.90(b)(4) Definition of “Identity Theft” 


The Proposed Rule ascribes the same meaning to “Identity Theft” as the FTC defined that 
term in 16 C.F.R. § 603.2(a), which is “a fraud committed or attempted using the identifying 
information of another person without authority.” The FTC’s definition was issued pursuant to 
its authority under 603(q)(3) of the FCRA to further define that term. Because that definition 
was based on the original FCRA definition footnote


 5 in the context of definitions relating to fraud alerts 
only, it is not appropriate to borrow the FTC’s definition of Identity Theft to use in the context of 
the Red Flag regulations. This definition uses the term “person, ” which the FCRA defines to 
include non- individuals and consumers, and thus it would include frauds committed or attempted 
using the information of other businesses. Using the FTC’s definition of Identity Theft in the 
context of the Red Flag regulations is inappropriate and beyond what was contemplated or 
intended by FACTA. Accordingly, that term should be redefined to exclude non-consumers and 
attempted thefts of identity. 


The definition of Identity Theft should be limited to frauds committed using the 
identifying information of another consumer and specifically exclude businesses. For the 
reasons more fully described above regarding the definitions of “Account” and “Customer,” 
expanding the definition of Identity Theft to include businesses would be inconsistent with the 
purpose and scope of the FACTA. Although the definition uses the term “person,” which would 
therefore include non- individuals, its definition of “identifying information” ironically already 
implies it is limited to individuals only. Specifically, the examples the definition provides of 
“identifying information,” such as name, social security number, date of birth, or biometric data 
like fingerprints, voice prints, or retina images, are all characteristics that are particular to an 
actual individual person and which a business entity would not possess. 


In addition, the definition of Identity Theft should be limited to actual instances of fraud 
committed using the identifying information of another consumer, and exclude any references to 
“attempted” fraud. Measures to combat Identity Theft should be aimed at preventing actual 
occurrences. Expanding the definition to include mere attempts creates logical contradictions 


footnote
 5 Section 603(q)(3) 







with burdensome and ineffective implications for the identity theft prevention programs of 
financial institutions by requiring them to devote resources to false leads thus distracting 
resources and attention from actual instances of identity theft. Furthermore, a broad definition to 
include attempted identity theft is also unnecessary because such attempts and precursors to 
identity theft are already addressed by a financial institution’s Identity Theft Program and the 
requirements under the Proposed Rule. For instance, Section __.90(c) would require the 
Program to include reasonable policies and procedures to address the risk of identity theft to its 
customers. Section __.90(d)(1)(i) would further mandate that the Program include policies and 
procedures to identify Red Flags that are relevant to detecting the possible risk of identity theft to 
customers. 


It is noteworthy that the proposed definition of “Red Flag” includes a “possible risk of 
identity theft,” the proposed meaning of “Identity Theft” contemplates “attempts” at identity 
theft, and Section __.90(d)(1)(i) of the Proposed Rule provides that a “Program must include 
policies and procedures to identify Red Flags . . . that are relevant to detecting a possible risk of 
identity theft to customers.” Substituting the terms “Red Flag” and “Identity Theft” with their 
actual proposed definitions would require the Program to “include policies and procedures to 
identify possible risks of identity theft [Red Flag definition] that are relevant to detecting a 
possible risk of a fraud committed or attempted using the identifying information of 
another person without authority [Identity Theft definition].” If the definition of “Identity 
Theft” is substituted again for the reference to “Identity Theft” in the “Red Flag” definition in the 
previous sentence, then Section __.90(d)(1)(i) would require an Identity Theft Program to 
“include policies and procedures to identify a pattern, practice, or specific activity that indicates 
the possible risk of a fraud committed or attempted using the identifying information of another 
person without authority that is relevant to detecting a possible risk of a fraud committed or 
attempted using the identifying information of another person without authority.” When the 
actual proposed definitions are substituted, it would apparently require a Program to have 
policies and procedures to identify “possible risks of fraud that are relevant to detecting possible 
risks of fraud,” which would effectively include virtually any type of event or transaction. This 
would certainly weigh down a financial institution’s ability to detect and analyze legitimate 
instances or risks of identity theft, and effectively render the Identify Theft Program 
meaningless. Clearly, if the proposed definitions of “Red Flag” and “Identity Theft” are 
retained, complying with the requirements of Section __.90(d)(1)(i), as described in the previous 
sentence, would be unworkable. For all of the foregoing reasons, a separate definition should be 
issued for Identity Theft that is particular to the context and appropriateness of the Re d Flag 
regulations, and which excludes references to businesses or attempted identity theft. 


§ __.90(b)(5) Definition of “Red Flag” 


The proposed definition for “Red Flag” is “a pattern, practice, or specific activity that 
indicates the possible risk of identity theft.” The Agencies have requested comment on the scope 
of the definition of “Red Flag” and specifically, whether the definition of “Red Flag” should 
include precursors to identity theft. Wells Fargo strongly urges the Agencies to qualify this 
definition to read “significant risk of identity theft” or alternatively “material risk of identity 
theft.” 







Including “possible” risks within the definition of “Red Flags” would unnecessarily cause 
institutions to expend valuable resources chasing false positives and insignificant risks, reducing 
their ability to effectively combat real identify theft risks. In addition, using the term “possible 
risk” in the Red Flag definition would result in an awkward and redundant obligation under § 
__.90(d)(1)(i) to establish a Program which identifies “possible risks” (e.g. “Red Flags”) that are 
relevant to detecting a “possible risk” of identity theft. Furthermore, the requirements of Section 
114 of the FACTA (§ 615(e)(1)(B) of the FCRA) to prescribe regulations requiring each 
financial institution and creditor to establish policies and procedures to identify possible risks are 
already addressed in Section __.90(d)(1)(i) of the Proposed Rule. 


Section 615(e)(1)(B) of the FCRA directs the Agencies to “prescribe regulations 
requiring each financial institution and each creditor to establish reasonable policies and 
procedures for implementing the guidelines . . . to identify possible risks to account holders or 
customers . . .” (Emphasis added). The Agencies have achieved this directive in § __.90(d)(1)(i) 
which provides that the Identity Theft Prevention Program required by § __.90(c) “must include 
policies and procedures to identify Red Flags . . . that are relevant to detecting a possible risk of 
identity theft to customers or to the safety and soundness of the financial institution or creditor.” 
(Emphasis added). 


In the Supplementary Information, the Agencies state that the proposed definition of Red 
Flag is based on the statutory language and that it is intentionally expansive to include precursors 
to identity theft which indicate a “possible risk” of identity theft. The Agencies are correct in 
their attempt to implement the requirements of § 615(e)(1)(B), which says the regulations should 
identify “possible risks” to account holders or customers. However, using the term “possible 
risk” in the definition of “Red Flag” is unnecessary, because § __.90(d)(1)(i) of the Proposed 
Rule, which provides that the Identity Theft Program “must include policies and procedures to 
identify Red Flags . . . that are relevant to detecting a possible risk of identity theft to customers,” 
already addresses these requirements. 


Using the term “possible risk” in § __.90(d)(1)(i), properly implements the requirements 
of the statute to “prescribe regulations requiring [the establishment of] reasonable policies and 
procedures for implementing the guidelines . . . to identify possible risks to account holders or 
customers . . .” However, by also using the term “possible risk” in the definition of “Red Flag,” 
and by using the term “Red Flag” in § __.90(d)(1)(i), it dilutes the meaning of that term and 
results in a redundant requirement under § __.90(d)(1)(i) to establish a Program which identifies 
“possible risks” that are relevant to detecting a “possible risk” of identity theft. In addition to 
including the phrases “Red Flag” and “possible risk,” § __.90(d)(1)(i) is even further 
complicated by the inclusion of the term “Identity Theft” which is described as “a fraud 
committed or attempted” (discussed in more detail under the section on the definition of Identity 
Theft). 


Using “possible risk” in the definition of Red Flag results in an unworkable obligation 
under § __.90(d)(1)(i) and will overly burden financial institutions with false leads and distract 
resources and attention from actual instances of identity theft. Therefore, we strongly urge the 
Agencies to change the definition of “Red Flag” to “a pattern, practice, or specific activity that 
indicates a significant risk of identity theft” or “. . . a material risk of identity theft.” 







§ __.90(c) Identity Theft Prevention Program 


Proposed paragraph § __.90(c) states that each financial institution or creditor must 
implement a written Identity Theft Prevention Program that includes reasonable policies and 
procedures to address the risk of identity theft to its customers and the safety and soundness of 
the financial institution or creditor in the manner described in § __.90(d). In addition, proposed 
paragraph § __.90(c) states that the Program must be appropriate to the size and complexity of 
the financial institution or creditor and the nature and scope of its activities. 


Wells Fargo agrees with the observation that the “appropriateness” of a Program will 
vary depending on the size and complexity of the financial institution. To further this notion, we 
believe it is critical for the Agencies to add language specifying that, when designing policies 
and procedures for its Program, it is appropriate for a financial institution to take into account the 
cost and value of proposed polices and procedures. Without this specific acknowledgment, 
institutions could arguably be expected to incorporate all of the Red Flags equally; even where 
they have determined that certain Red Flags would result in excessive costs or resources, but add 
little value to the overall Program. This will also clarify that an institution’s Program is truly 
intended to be risk-based and tailored for its particular needs and risks. 


§ __.90(d) Development and implementation of Program 


Section __.90(d)(1)(i) provides that the Program must include policies and procedures to 
identify which Red Flags, singly or in combination, are relevant to detecting the possible risk of 
identity theft to customers or to the safety and soundness of the financial institution or creditor, 
using the risk evaluation described in § __.90(d)(1)(2). Under the sub- heading entitled “Risk-
based Red Flags,” that section further requires that the Program must, at a minimum, incorporate 
any relevant Red Flags from Appendix J (the Red Flag Guidelines), applicable supervisory 
guidance, incidents of identity theft that the financial institution or creditor has experienced, and 
methods of identity theft that the financial institution or creditor has identified that reflect 
changes in identity theft risks. 


The Agencies request comment on whether the enumerated sources of Red Flags are 
appropriate. Wells Fargo generally agrees that the enumerated sources listed are appropriate. 
However, we are very concerned with the proposed language mandating the incorporation of 
these enumerated sources, which states that, “At a minimum, the Program must incorporate any 
relevant Red Flags from: [the enumerated sources of Red Flags].” (Emphasis added). This 
language requiring the incorporation of the enumerated sources of Red Flags not only goes 
against the notion of a truly risk-based approach, but it is contrary to the Agencies’ intentions 
stated in the Supplementary Information. 


Wells Fargo strongly encourages the Agencies to clarify that the enumerated sources of 
Red Flags listed in proposed paragraph § __.90(d)(1)(i)(A)-(D) (and in particular, the Red Flag 
Guidelines in Appendix J) are suggested guidelines only, and not a mandatory checklist against 







which a financial institution’s Program will be judged. If institutions are required to incorporate 
all of the enumerated sources of Red Flags into their Program, they will lose their ability to 
design a Program tailored to their specific needs and based on their particular experience. This 
will result in an ineffective, one-size-fits-all Program. 


The Supplementary Information states that “t he Agencies are not proposing to prescribe 
which Red Flags will be relevant to a particular type of financial institution or creditor. For this 
reason, the proposed Regulations provide that each financial institution and creditor must 
identify for itself which Red Flags are relevant to detecting the risk of identity theft, based upon 
the risk evaluation described in § __. 90(d)(1)(2).” The Agencies are apparently referring to the 
word “relevant” in § __. 90(d)(1)(i), which states: “At a minimum, the Program must incorporate 
any relevant Red Flags . . .” (Emphasis added). 


At first glance, the word “relevant” seems to qualify the compulsory “At a minimum, the 
Program must incorporate any relevant Red Flags . . . ,” language, making incorporation of those 
items appear optional. However, the language in proposed paragraph § __.90(d)(2)(3) 
eliminates any illusion that incorporation of the enumerated sources is optional: “an institution or 
creditor must have a reasonable basis for concluding that a Red Flag does not evidence a risk of 
identity theft.” (Emphasis added). This sentence conveys a clear expectation that all of the 
enumerated sources of Red Flags must be incorporated into the Program, and puts the burden 
squarely on the financial institution or creditor to prove why a particular Red Flag should not be 
included in its Program. This would effectively require institutions to unnecessarily squander 
valuable resources conducting reviews and analyses of every Red Flag, without regard to the 
actual degree of risk or relevancy to the particular institution. As discussed earlier, virtually any 
activity related to a financial account could pose a “risk of identity theft.” Requiring institutions 
to have a reasonable basis for concluding that a Red Flag does not evidence a mere “risk of 
identity theft” will overly burden them with false leads and distract resources and attention from 
actual instances of identity theft. In addition, this requirement would put institutions in a 
defensive position of having to engage in a time-consuming administrative exercise of 
documenting and re-reviewing; time that could be better allocated to designing and 
implementing a truly effective Program. 


This is not a risk-based approach and contrary to the Agencies’ statement that they are 
not proposing to prescribe which Red Flags will be relevant. To be consistent with the 
Agencies’ statements in the Supplementary Information, the Proposed Rule should reflect an 
actual risk-based approach. Accordingly, Wells Fargo strongly recommends that the sentence 
“an institution or creditor must have a reasonable basis for concluding that a Red Flag does not 
evidence a risk of identity theft” be deleted to accomplish the goal of giving institutions a truly 
risk-based approach to designing a Program appropriate to their risks. Alternatively, if that 
sentence is maintained, we strongly recommend the term “a risk of identity theft” is qualified to 
say “a significant risk” or “a material risk.” This would be consistent with the suggested 
changes to the definition of “Red Flag” and appropriate for the same reasons discussed in that 
section. 


Section __.90(d)(1)(i) also requires that the Red Flags identified by the Program reflect 
changing identity theft risks to customers and to the financial institution or creditor “as they 







arise.” In addition, the Supplementary Information states that new Red Flags must be 
incorporated on a “continuing basis” to ensure the Program reflects changing identity theft risks. 


Wells Fargo agrees that updating the Red Flags to address changing identity theft risks is 
vital to an effective Program. However, these terms could arguably require an institution to 
review and assess its Program on a daily basis. This would require substantial resources and 
result in an unreasonable burden. We therefore suggest the Agencies clarify this language to say 
that institutions would have a “reasonable amount of time” to adapt their Programs upon 
identifying new Red Flags. 


Wells Fargo supports the statement in the Supplementary Information that, “Ultimately, a 
financial institution or creditor is responsible for implementing a Program that is designed to 
effectively detect, prevent, and mitigate identity theft.” We therefore urge the Agencies to give 
each financial institution real autonomy and flexibility to design a Program appropriate to its 
specific risks. 


§ __.90(d)(4) Oversight of service provider arrangements 


Proposed paragraph § __.90(d)(4) provides that whenever a financial institution or 
creditor engages a service provider to perform an activity on its behalf that is covered by § __.90, 
the financial institution or creditor must take steps designed to ensure that the activity is 
conducted in compliance with a Program that meets the requirements of paragraphs (c) and (d) of 
that section. Service provider is broadly defined in the Proposed Rule as “a person that provides 
a service directly to the financial institution or creditor.” 


The Agencies invite comment on whether permitting a service provider to implement a 
Program, including policies and procedures to identify and detect Red Flags, that differs from the 
programs of the individual financial institution or creditor to whom it is providing services, 
would fulfill the objectives of the Red Flag Regulations. The Agencies also invite comment on 
whether it is necessary to address service provider arrangements in the Red Flag Regulations, or 
whether it is self-evident that a financial institution or creditor remains responsible for 
complying with the standards set forth in the Regulations, including when it contracts with a 
third party to perform an activity on its behalf. 


Wells Fargo believes it is unnecessary for the Agencies to specifically address service 
provider arrangements in the Red Flag Regulations and that this provision should be removed. 
The Rule ultimately holds a financial institution or creditor responsible for implementing and 
maintaining a Program. Moreover, previous regulatory guidance footnote


 6 already makes it self-evident 
that a financial institution or creditor would be accountable for any service providers used to 
implement its Program. By having a specific provision just for service provider oversight, the 
Proposed Rule gives unnecessary attention to the subject, and causes potential confusion about 
why oversight of service providers was specifically singled out. If use of service providers is 
mentioned at all in the Proposed Rule, Wells Fargo recommends that it simply acknowledge that 
service providers may be used and make it part of the overall Program. 


footnote
 6 See OCC Bulletin 2001-47: Third Party Relationships 







§ __.90(d)(5) Involvement of board of directors and senior management 


The Agencies are requesting comment regarding the frequency with which reports should 
be prepared for the board, a board committee, or senior management. They also request 
comment on whether responsibility for oversight and implementation of the Program between 
the board and senior management has been properly allocated. 


The Proposed Rule would require the board of directors or an appropriate committee of 
the board to approve the Program. The Rule would also obligate the board of directors, an 
appropriate committee of the board of directors, or senior management, to oversee the 
development, implementation, and maintenance of the Program. 


Wells Fargo strongly urges that any requirement for board or senior management 
involvement with the Identity Theft Prevention Program make clear that this requirement does 
not include the operational aspects of such a Program. Rather required board “oversight” and 
“approval” should be limited to directing the creation of a Program, high- level reports on its 
structure and resources, periodic reports on its effectiveness. Any requirement involving the 
board or senior management in operational aspects would unnecessarily delay the 
implementation of the Program and hinder the institution’s ability to adapt the Program quickly 
to changing identity theft risks. In the Supplementary Information, even the Agencies 
acknowledge the difficulty with keeping a Program updated to address constantly changing 
identity theft risks: “While the Agencies expect to update Appendix J periodically, it may be 
difficult to do so quickly enough to keep pace with rapidly evolving patterns of identity theft or 
as quickly as financial institutions and creditors experience new types of identity theft.” 
Similarly, boards of directors and senior management would have difficulty responding to new 
types of identity theft quickly enough. They are not the appropriate levels for reviewing, 
implementing, and maintaining an Identity Theft Prevention Program which, by its very nature, 
must be able to change quickly as new risks arise, in order to be effective. Rather, such 
obligations should be left to the levels of management more familiar and involved with the day-
to-day fraud and identity theft risks, who can respond more effectively, and on a continuing 
basis, to newly arising identity theft risks. 


Further, requiring review and approval of the Program at such a high level of an 
organization is unnecessary, because the Proposed Rule would still ultimately hold each financial 
institution or creditor responsible for implementing a Program. The Agencies should defer to 
institutions to implement a Program consistent with the Rule as they deem appropriate and 
refrain from attempting to micromanage the details of how that Program should be implemented 
internally. 


If the Agencies decide to retain a requirement for board involvement with an Identity 
Theft Prevention Program, we recommend that the requirement be stated at a level which 
acknowledges that the board must oversee a wide variety of risks and programs. A requirement 
for “approval” implies that specific corporate actions would need to be taken by the board 
whenever a Program is changed. As stated above, we are concerned that such a requirement 







introduces an unnecessary element of bureaucracy and inflexibility, requiring additional 
corporate resources and potentially interfering with the institution’s ability to quickly respond to 
changes in possible identity theft threats as well as diverting the board’s attention from the 
myriad of other issues it must oversee. Oversight through periodic reporting to the board should 
be sufficient to address concerns about corporate accountability for a Program. 


Finally, we urge the Agencies to make it clear that in a holding company structure with 
multiple subsidiaries covered by the Proposed Rule, the approval and/or oversight of a Program 
by the holding company board or a committee thereof will be sufficient, as long as the Program 
by its terms applies to subsidiaries of the holding company. 


Appendix J – Interagency Guidelines on Identity Theft Detection, Prevention, and 
Mitigation 


The Agencies have developed a list of proposed 31 Red Flag Guidelines to implement 
Section 114 of the FACTA which directs the Agencies to develop guidelines which identify 
patterns, practices, and specific forms of activity that indicate the possible existence of identity 
theft. The Agencies are soliciting comment on whether the proposed Red Flags listed in 
Appendix J are too specific or not specific enough, and whether additional or different Red Flags 
should be included. 


As discussed in greater detail earlier in this letter, the Rule should be changed to clarify 
that the Red Flag Guidelines in Appendix J are suggested guidelines only, and not a mandatory 
checklist against which a financial institution’s or creditor’s Program will be judged. Although 
Wells Fargo makes specific comments below regarding certain Red Flags, each comment below 
should be read in the context of the general concern that these Red Flag Guidelines be provided 
as suggested guidelines only and not compulsory components of its Program. 


Information From a Consumer Reporting Agency 


3. A consumer report indicates a pattern of activity that is inconsistent with the history 
and usual pattern of activity of an applicant or customer, such as: 


a. A recent and significant increase in the volume of inquiries. 


b. An unusual number of recently established credit relationships. 


c. A material change in the use of credit, especially with respect to recently 
established credit relationships. 


d. An account was closed for cause or identified for abuse of account privileges 
by a financial institution or creditor. 


COMMENT: This Red Flag is too subjective, vague, and unmanageable, as it would be 







relative to the personal habits and characteristics of each individual consumer. Credit 
application, scoring, underwriting and accounting systems are not set up to detect this 
type of detail on individual accounts. For example, most loan decisions today are made 
systematically using scorecards with little or no human intervention. In addition, 
financial institutions’ systems do not currently have the capacity to monitor accounts 
individually for these patterns and if required to do so, it would render decisions via 
scorecards virtually meaningless, slow down the application process, and substantially 
increase underwriting costs. 


Moreover, terms such as “recent,” “significant,” and “unusual” are too relative to be 
meaningful. This Red Flag would require a manual review of millions of accounts, at 
astronomical costs to Wells Fargo. Even if a manual review of all accounts for these 
anomalies were possible, those terms would be unworkable. For instance, what is 
“unusual” for one account may be perfectly “normal” activity for another. In addition, 
with respect to 3(d), Wells Fargo would have no way of knowing why an account was 
closed, beyond what is reported by the CRAs, which is typically either “closed by 
consumer” or “closed by credit grantor.” Accordingly, Wells Fargo strongly 
recommends this Red Flag be removed. 


Documentary Identification 


7. Other information on the identification is not consistent with information that is on 
file, such as a signature card. 


COMMENT: Having information “on file” does not necessarily mean that information is 
readily accessible across all lines of business of an organization. This Red Flag should 
clarify that there will not be an expectation that every part of an organization is going to 
be able to have reasonable access to information “on file” just because one part may have 
such information. Using signature cards as an example, they often do not exist on all 
accounts. Even where a signature card is on file, they are physically located in one 
location and are not imaged. As a result, the ability to cross reference and access 
signature cards across all parts of the organization is extremely limited. 


Personal Information 


8. Personal information provided is inconsistent when compared against external 
information sources. For example: 


a. The address does not match any address in the consumer report; or 


b. The Social Security Number (SSN) has not been issued, or is listed on the 
Social Security Administration's Death Master File. 


9. Personal information provided is internally inconsistent. For example, there is a lack 







of correlation between the SSN range and date of birth. 


COMMENT: Although resources exist to verify the authenticity of a SSN with respect to 
the age of a consumer, these systems are not typically deployed in all lines of business 
nor within all areas of a line of business. We request this Red Flag clarify that it is not 
meant to require an institution to purchase services or program that verify the authenticity 
of a SSN if that process is not part of the institution’s underwriting procedures today. 


10. Personal information provided is associated with known fraudulent activity. For 
example: 


a. The address on an application is the same as the address provided on a 
fraudulent application; or 


b. The phone number on an application is the same as the number provided on a 
fraudulent application. 


11. Personal information provided is of a type commonly associated with fraudulent 
activity. For example: 


a. The address on an application is fictitious, a mail drop, or prison. 


b. The phone number is invalid, or is associated with a pager or answering 
service. 


12. The address, SSN, or home or cell phone number provided is the same as that 
submitted by other persons opening an account or other customers. 


13. The person opening the account or the customer fails to provide all required 
information on an application. 


14. Personal information provided is not consistent with information that is on file. 


COMMENT on Red Flags 10-14: The Agencies should clarify that these Red Flags are 
not meant to suggest that financial institutions will be required to maintain enterprise-
wide databases of known fraudulent applications. Although some individual lines of 
business may maintain some of this information, it is not done at the enterprise level. In 
addition, even for those lines of business that retain such information, it is not easily 
accessible by all other parts of the organization due to system constraints and information 
sharing limitations. There is currently no one-size- fits-all solution for automating sharing 
of knowledge on all customers across all parts of the company and to implement such a 
system would entail unreasonable costs and substantial resources. 


Address Changes 







16. Shortly following the notice of a change of address for an account, the institution or 
creditor receives a request for new, additional, or replacement checks, convenience 
checks, cards, or a cell phone, or for the addition of authorized users on the account. 


COMMENT: This Red Flag is not particularly indicative of identity theft. It is common 
for a consumer to request new checks in close proximity to moving. We recommend this 
Red Flag be removed or qualified accordingly. 


17. Mail sent to the customer is returned as undeliverable although transactions 
continue to be conducted in connection with the customer's account. 


COMMENT: We recommend this Red Flag be removed, as it is not a very reliable 
indicator of identity theft. If this Red Flag is retained, it should clarify that it applies to 
physical mail only and not electronic mail. 


Anomalous Use of the Account 


19. An account is used in a manner that is not consistent with established patterns of 
activity on the account. There is, for example: 


a. Nonpayment when there is no history of late or missed payments; 


b. A material increase in the use of available credit; 


c. A material change in purchasing or spending patterns; 


d. A material change in electronic fund transfer patterns in connection with a 
deposit account; or 


e. A material change in telephone call patterns in connection with a cellular 
phone account. 


COMMENT: Similar to Red Flag #3 above, this Red Flag is too subjective and vague, 
and therefore unmanageable. These patterns may or may not indicate an anomaly 
depending on the type of account. There are a number of legitimate circumstances under 
which these patterns might occur, so these Red Flags are not particularly helpful as 
indicators of identity theft. In addition, the terms “not consistent with established patterns 
of activity” and “material” are too subjective to be helpful or useful. 


Wells Fargo’s lines of business already utilize sophisticated fraud detection systems 
which are tailored to the specific product or account, but are not set up to detect this type 
of detail on individual accounts. To do so would require systems changes or a manual 
process that would unreasonably hinder the application process, while offering little, if 
any, benefit in combating identity theft. Accordingly, Wells Fargo recommends this Red 
Flag be removed or alternatively, that the final Rule clarifies that these Red Flags are 







suggested considerations for an Identity Theft Prevention Program and not mandatory 
components. 


Notice From Customers or Others Regarding Customer Accounts 


24. The financial institution or creditor is notified that its customer has provided 
information to someone fraudulently claiming to represent the financial institution or 
creditor or to a fraudulent website. 


COMMENT: We recommend the Agencies qualify the type of “information” a customer 
may have provided to mean information with which an unauthorized third party could 
perpetrate fraud or identity theft. Examples of this type of information might include 
name, birth date, social security number, account number, personal identification number 
(PIN), or any combination of those pieces of information. We also recommend that the 
Agencies clarify in the Supplementary Information or Commentary that upon the 
occurrence of an event described in Red Flag #24, an institution would have the 
discretion to analyze and determine appropriate action to be taken, and that there would 
not be an automatic expectation to close the account in every instance. 


Other Red Flags 


26. The name of an employee of the financial institution or creditor has been added as 
an authorized user on an account. 


27. An employee has accessed or downloaded an unusually large number of customer 
account records. 


COMMENT: Because employees and their families are also customers of Wells Fargo, it 
is not necessarily unusual or an indication of identity theft if an employee has been added 
as an authorized user on an account. Similarly there are many legitimate reasons why an 
employee may have accessed or downloaded an unusually large number of customer 
account records. Since these are not reliable indicators of identity theft, Wells Fargo has 
not implemented systems to detect or monitor these activities. In addition, even if we 
were able to monitor when and if an employee was added to an account, it could raise 
issues of privacy for the employee as well as for the account holder. Accordingly, we 
suggest that these Red Flags be eliminated or qualified. 


Section __.91 – Duties of Card Issuers Regarding Changes of Address 


Section 114 specifically provides that the Agencies must prescribe regulations requiring 
credit and debit card issuers to assess the validity of change of address requests. The Agencies 
request comment on the provision requiring validation of an address change request and, in 







particular, whether the Agencies should elaborate further on the means that a card issuer must 
use to assess the validity of a request for a change of address. 


Wells Fargo recommends that the Agencies clarify the Proposed Rule to state that a card 
issuer will be in compliance with this section if it chooses to always perform the change of 
address validation requirements outlined in § __.91(c)(1)-(3), regardless of whether or not there 
is a subsequent request for an additional or replacement card for the same account. Wells Fargo 
is currently unable to link a change of address occurrence with a subsequent request for an 
additional or replacement card. Consequently, we would be unable to validate an address change 
request only in situations where a request for an additional or replacement card is subsequently 
made. However, Wells Fargo already performs validations of address change requests even 
where there is not a later request for another card. 


Conclusion 


Mitigating and preventing fraud and identity theft has always been a top priority for 
Wells Fargo. We strongly support the goals of sections 114 and 315 of the FACTA and are 
committed to allocating appropriate resources to the ever-changing risks of fraud and identity 
theft. To achieve these goals, we believe a final rule which provides greater flexibility and a true 
risk-based approach to the establishment and implementation of an Identity Theft Prevention 
Program is essential. Therefore, we respectfully urge the Agencies to consider all of the 
comments and suggestions herein, and promulgate a final rule that is flexible, risk-based, and 
consistent with the requirements of the statute. 


If you have any questions or would like to discuss any of the issues raised herein, please do not 
hesitate to contact me at (515) 222-8218 or Michael.D.Wood@wellsfargo.com. 


Sincerely, 


/s/ MICHAEL D. WOOD 


Michael D. Wood 
Senior Counsel 
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The PNC Financial Services Group, Inc. 
249 Fifth Avenue 
One PNC Plaza, 21st Floor 
Pittsburgh, PA 15222-2707 


412 768-4251 Tel 
412 705-2679 Fax 
james.keller@pnc.com 


James S. Keller 
Chief Regulatory Counsel 


September 18, 2006 


Office of the Comptroller of the Currency 
250 E Street, SW 
Public Information Room, Mailstop 1-5 
Washington, DC 20219 
regs.commenls@occ.treas.gov 
Attn.: Docket No. 06-07 


Ms. Jennifer J. Johnson 
Secretary 
Board of Governors of the Federal Reserve 
System 
20th Street and Constitution Avenue, NW 
Washington, DC 20551 
regs.comments@federalreserve.gov 
Attn.: Docket No. R-1255 


Mr. Robert E. Feldman 
Executive Secretary 
Federal Deposit Insurance Corporation 
550 17th Street, NW 
Washington, DC 20429 
Comments@FDIC.gov 
Attn.: Comments/Legal ESS 
RIN 3084-AA94 


RE: Joint Notice of Proposed Rulemaking on Identity Theft Red Flags and Address 
Discrepancies under the Fair and Accurate Credit Transactions Act of 2003 


Ladies and Gentlemen: 


The PNC Financial Services Group, Inc. ("PNC"), and its principal subsidiary bank, PNC 
Bank, National Association ("PNC Bank"), both of Pittsburgh, Pennsylvania, are pleased to 
respond to the request for comments on the notice of proposed rulemaking regarding identity 
theft red flags and address discrepancies under the Fair and Accurate Credit Transactions Act 
of 2003 (71 Fed. Reg. 40786 (July 18, 2006)) ("Proposal"). PNC Bank is the principal 
subsidiary bank of The PNC Financial Services Group, Inc., ("PNC"), Pittsburgh, 
Pennsylvania, which is one of the largest diversified financial services companies in the 
United States, with $94.9 billion in assets as of June 30, 2006. PNC engages in retail 
banking, institutional banking, asset management, and global fund processing services. 
PNC Bank has branches in the District of Columbia, Florida, Indiana, Kentucky, 
Maryland, New Jersey, Ohio, Pennsylvania and Virginia. PNC also has a state non-
member bank subsidiary, PNC Bank, Delaware, Wilmington, Delaware, which has 
branches in Delaware. 


PNC respectfully submits its comments to the Comptroller of the Currency, the Board of 
Governors of the Federal Reserve System and the Federal Deposit Insurance Corporation 
(together, the "Agencies") and would like to thank the Agencies for the opportunity to 
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comment on the Proposal. This letter responds to the Agencies' request for comments on the 
proposal to implement sections 114 and 315 of the Fair and Accurate Credit Transactions Act 
of 2003 ("FACT Act"). 


American Bankers Association Comment 


Initially, PNC would like to note that it has participated in industry meetings culminating 
in the creation of a comprehensive comment letter by the American Bankers Association 
("ABA") on this Proposal, and that we support the recommendations made therein. In 
particular, we would like to reiterate the ABA recommendations that (1) the Agencies 
provide that a financial institution may lake into account the cost and effectiveness of 
policies and procedures and the institution's history of fraud in creating its Identity Theft 
Prevention Program, and (2) the Agencies adopt an approach that will allow a financial 
institution more discretion and flexibility in the creation of its Identity Theft Prevention 
Program, rather than setting forth factors that an institution must consider in determining 
whether the Red Flags contained within the Proposal are relevant. We do consider many 
of the Red Flags in the process of opening accounts, but they may be factored into our 
credit scoring models or elsewhere in the account opening process, rather than separate 
stand-alone processes. 


In addition to offering general support to the ABA's comment, we would like to 
emphasize several issues. 


General Comments 


PNC recognizes that the consumer credit reporting industry has become a very automated 
industry. However, the system logic and data analysis methodologies used to trigger 
notices regarding fraud alerts and address discrepancies differ substantially among the 
credit bureaus. While on the surface all three credit bureau repositories offer similar 
fraud warning detection services, each bureau utilizes differing proprietary logic to 
trigger the warning flag being sent. Additionally, since these services are voluntarily 
subscribed to, there could be significant disparity across lenders serving different 
customer markets regarding which flag warnings are being received. Accordingly, 
variances in these services could result in inconsistencies across users with respect to the 
proposed notification requirements, potentially causing confusion to the borrower, and 
creating competitive challenges for lenders. 


The financial services industry is also a highly automated industry. We find that 
automated solutions reduce the level of human error and offer a level of consistency not 
inherent in manual processes. When the Proposal is adopted in final form, we will strive 
to implement automated solutions wherever possible to implement its requirements. We 
therefore request a reasonable period of time between the adoption of the final rule and 
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its mandatory effective date to ensure that banking organizations have sufficient time to 
analyze the applicable requirements and implement the best possible automated solutions 
that will benefit customers and the industry alike. 


Specific Comments 


1. Subpart I ("Duties of Users of Consumer Reports Regarding Address 
Discrepancies and Records Disposal") 


Under proposed §41.82(d)(1) footnote
 1, users of consumer reports must develop and implement 


reasonable policies and procedures for furnishing to a credit reporting agency from which 
it has received a notice of address discrepancy an address for the consumer that the user 
has reasonably confirmed is accurate when the user (1) can form a reasonable belief that 
it knows the identity of the consumer; (2) establishes or maintains a continuing 
relationship with the consumer; and (3) regularly and in the ordinary course of business 
furnishes information to the consumer reporting agency from which the notice of address 
discrepancy was obtained. Proposed §41.82(d)(2) further requires the user to "reconcile" 
the address it initially received from the consumer when it receives a notice of address 
discrepancy rather than simply furnishing the initial address it received from the customer 
to the credit-reporting agency. 


We echo the concern of the ABA that these proposed provisions will add a new 
substantial burden on financial institutions to verify the address when doing so will not 
improve accuracy or prevent identity theft beyond what current practices do. And, we 
emphatically believe that such a requirement will have a major impact on the financial 
services industry. Under the proposed requirements, the time and expense required to 
approve applications for credit with an address mismatch is going to increase 
dramatically. Current underwriting practices at PNC Bank include reconciling address 
variances between the application stated information and the credit bureau file 
information. However, the important distinction between PNC's current, and we believe 
effective, practice and the proposed requirement is the level of judgment utilized by the 
loan underwriter regarding required due diligence performed to reconcile an apparent 
address discrepancy. Prior addresses, business or secondary property addresses constitute 
the most common, and vast majority of, examples when an address mismatch warning is 
received by a credit bureau. In cases where a simple reconcilement is not available, 
additional due diligence steps are appropriate. We suggest the proposed regulation 
should focus on those more limited circumstances. 


footnote
 1 For purposes of this comment letter, we are using the proposed OCC regulatory citations. 
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2. Definition of Customer 


The Agencies are proposing a broad definition of "customer" as a person that has an 
account with a financial institution or creditor. This definition would include not only 
consumers, but also businesses. We strongly believe this definition should be narrowed 
to include only natural persons using credit for personal, family or household purposes, 
who are typically the targets of identity theft. It should be made clear that the term does 
not apply to any other legal entities. 


We agree with the ABA that most of the proposed Red Flags deal more with consumer 
identity theft: e.g., use of someone else's photo identification, social security number, 
date of birth, and personal address. The type of fraud experienced by businesses relating 
to their bank accounts usually does not involve another person using a business's identity. 


We also agree with the ABA that businesses arc in a better position to monitor fraudulent 
activity involving their bank accounts, particularly, when such activity is committed by 
dishonest employees. Businesses entrust certain employees to handle their financial 
transactions. Banks rely on the representations made by businesses via authorizing 
resolutions and other similar documents that these employees are authorized to act on 
their behalf. Thus, when dishonest employees initiate fraudulent transactions, such as 
wire transfers to their personal accounts or other similar payments, banks are helpless to 
prevent such transactions when the employees are authorized to act. 


Furthermore, most banks offer cash management services, such as positive pay and other 
similar services, to assist businesses in reducing the occurrence of fraudulent activity on 
their bank accounts. These services enable businesses to take a proactive role in 
monitoring the activity on their accounts. Businesses today are more sophisticated, 
regardless of their size and type, and are involved in more complicated financial 
transactions and relationships. Requiring banks to determine if certain business 
transactions are Red Flags when banks already have fraud detection software and other 
procedures to reduce fraudulent transactions on business accounts would be unduly 
burdensome, costly and time consuming. 


3. Establishing an Identity Theft Program 


The regulation unnecessarily calls for establishing reasonable identity theft practices and 
procedures not mandated by statute. These requirements will limit flexibility and create 
undue expense. 
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4. Section 40. 90(d)(1)(2) 


This section indicates that institutions must consider particular factors in identifying 
whether certain Red Flags are relevant. Placing this requirement in the regulation would 
result in financial institutions creating a checklist based on the Red Flags without 
advancing the existing identity theft programs. 


5. Customer Identification Programs 


The regulation should clearly state that the practices required for Customer Identification 
Programs ("OP") satisfy the requirements under this regulation. 


6. Definition of a Red Flag 


Red Flag should be defined as "a pattern, practice, or specific activity that indicates 
significant possibility of identity theft." 


7. Assessment of Red Flags in Section 40.90(d)(2)(3) 


PNC recommends that the requirement that a financial institution assess whether the Red 
Flags "evidence a risk of identity theft" as this could result in devoting valuable resources 
to an exercise with few benefits. 


8. No Civil Actions 


The FACT Act provides that the provisions regarding civil liability do not apply to the 
Red Flag guidelines and the regulation required thereunder. We recommend that, for the 
purposes of clarity, a statement to this effect be included in the regulations. 


9. Appendix J—Red Flags 


We request that the agencies clarify whether particular red flags apply only to particular 
types of accounts. For example, in Red Flag number 18, the Agencies refer only to 
"revolving credit account." The Red Flag requires the monitoring of a new revolving 
credit account to determine whether it is used in a manner commonly associated with 
fraud, such as whether "the majority of available credit is used for cash advances or 
merchandise that is easily convertible to cash (e.g., electronics equipment or jewelry)." 
Although this would seem only to apply to a credit card account, there arc other types of 
revolving credit accounts, such as personal unsecured lines of credit and home equity 
lines of credit, which are accessible by check and which cannot be monitored unless a 
financial institution employs numerous people to scrutinize each check. If the Agencies 
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believe that any of the 31 Red Flags apply only to a particular product type, we ask the 
Agencies to make that clear. Otherwise, we will have to make that decision ourselves 
and then justify that decision. 


Red Flag 3 - A consumer report indicates a pattern of activity that is inconsistent 
with the history and usual pattern of activity of an applicant or customer, such as: 


a. A recent and significant increase in the volume of inquiries 
b. An unusual number of recently established credit relationships 
c. A material change in the use of credit, especially with respect to recently 


established credit relationships 
d. An account was closed for cause or identified for abuse of account 


privileges by a financial institution or creditor. 


We echo the ABA's recommendation that this proposed Red Flag be deleted. In our 
automated approval process, if an application is approved we do not specifically 
review the pattern of activity. Rather, those factors are integrated into our credit 
scoring models. Further, all the factors listed as potential risks of identity theft could 
clearly be the result of any number of factors, varying from a significant increase in 
income to a new car purchase to a change in family circumstances. If this Red Flag is 
not deleted altogether, we ask the Agencies for clarification as to whether it would be 
sufficient under the Proposal to integrate these factors into a scoring model, or 
whether there has to be an individual review of each of the factors listed. 


Red Flag 12 - The address, SSNt or home or cell phone number provided is the same 
as that submitted by other persons opening an account or other customers. 


We agree with the ABA that this Red Flag should be deleted. We have no way to 
verify or track whether a phone number or address has been used on a different 
application, nor whether applicants would have a valid reason for sharing a phone 
number or address. To keep track of all this information for separate applicants 
would require the compilation of such information into another internal database. 


Red Flag 17— PNC does not believe undelivered mail is an indicator of identity theft. 
This red flag, if it remains should be clarified to reflect that it is not referring to a 
single piece of mail. 


Red Flag 30 - PNC recommends deletion of this Red Flag, as large check orders by a 
single customer do not indicate identity theft. 
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Conclusion 


Thank you for providing this opportunity to comment. While we have commented on 
particular facets of the proposal, we would like to reiterate that we are fully supportive of the 
comment letter submitted by the ABA. If you have questions about this comment letter, please 
feel free to contact Melinda Turici, 412-762-2280, Senior Counsel, or the undersigned. 


Sincerely, 


James S. Keller signature 


James S. Keller 








IBA 
I L L I N O I S B A N K E R S A S S O C I A T I O N September 18, 2006 


Office of the Comptroller of the Currency 
250 E Street, SW 
Public Reference Room, Mail Stop 1–5 
Washington, DC 20219 
regs.comments@occ.treas.gov 


Regulation Comments, 
Chief Counsel’s Office 
Office of Thrift Supervision 
1700 G Street, NW 
Washington, DC 20552 
Attention: No. 2006–19 
regs.comments@ots.treas.gov 


Jennifer J. Johnson, Secretary 
Board of Governors of the Federal Reserve 
System 
20th Street and Constitution Avenue, NW 
Washington, DC 20551 
regs.comments@federalreserve.gov 


Mary F. Rupp, Secretary of the Board 
National Credit Union Administration 
1775 Duke Street 
Alexandria, Virginia 22314–3428 
regcomments@ncua.gov 


Robert E. Feldman, Executive Secretary 
Attention: Comments 
Federal Deposit Insurance Corporation 
550 17th Street, NW. 
Washington, DC 20429 
Comments@FDIC.gov 


Federal Trade Commission/Office of the 
Secretary 
Room H–135 (Annex M) 
600 Pennsylvania Avenue, NW 
Washington, DC 20580 


Re: Joint proposal rulemaking 
Implementation of Sections 114 and 315 of the FACT Act 
Identity Theft Red Flag guidelines 
OCC Docket No. 06-07; FRB Docket No. R-1255; 
FDIC RIN 3064-AD00; OTS No. 2006-19; NCUA (No 
Docket Number); FTC RIN 3084-AA94 
71 Federal Register 40786, 18 July 2006 


By electronic delivery 


Ladies and Gentlemen: 


The Illinois Bankers Association (the “IBA”) appreciates this opportunity to comment on the 
proposed interagency regulations implementing Sections 114 and 315 of the Fair and Accurate Credit 
Transactions Act of 2003 as proposed by the Office of the Comptroller of the Currency, the Board of 
Governors of the Federal Reserve System, the Federal Deposit Insurance Corporation, the Office of Thrift 
Supervision, the National Credit Union Administration, and the Federal Trade Commission. The IBA is a 
full-service trade association representing state and national banks, savings banks, and savings and loan 
associations of all sizes in the State of Illinois; collectively the IBA represents over 85% of all banking 
assets in our state. 


OVERVIEW OF OUR CONCERNS 


The IBA views the 31 “red flags” that have been proposed to aid in preventing, detecting, and 
mitigating identity theft to be excessive and overly burdensome. The enormous costs that the financial 
industry will incur in its compliance with the regulations far exceed the potential benefits to consumers. 
For example, “red flag” Number 19 in Appendix J requires the tracking of activity on an account that is 
inconsistent with established behavioral patterns, such as a “material increase” in the use of available 
credit. Smaller community banks that have limited resources (for both systems and personnel) would, at 
the very least, be required to purchase expensive new software from third party vendors in order to meet 
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this requirement, followed by added costs for integration, training, monitoring and reporting, ultimately 
resulting, we predict, in a preponderance of “false positives” produced every month due to legitimate 
account usage. 


In addition, we are concerned that the overly-extensive “red flags” will encourage a false sense of 
security in consumers by suggesting that financial institutions are principally responsible for tracking and 
reporting events that are suggestive of identity theft. The consumer—who has full knowledge and control 
over his or her own financial transactions—is the first line of defense against identity theft. Consumers 
are in the best position to monitor their accounts and to identify unusual and potentially fraudulent activity. 
Yet the sheer number of standards that are being proposed for financial institutions—and the proposed 
“red flags” clearly are the functional equivalent of standards—inevitably will prompt consumers to expect 
their financial institutions to serve as the principle guardian against identity theft. We are concerned that 
financial institutions eventually may find themselves in costly litigation with customers over varying 
interpretations of their responsibilities under the proposed rules. 


We also are concerned with the proposed migration of the role of the financial institution’s board 
of directors from one of oversight to one of transaction monitoring. Board members are selected for their 
diverse business expertise. We submit that it would not be the wisest use of their time to be deluged with 
reports of “red flag” incidents before, during or after each board meeting. Management should bear the 
responsibility for ensuring the implementation of these rules, not the board. 


COMMENTS ON § 334.82 - DUTIES OF USERS REGARDING ADDRESS DISCREPENCIES 


This section of the proposed regulations requires a user of consumer reports to verify a 
consumer’s identity in certain cases after it has received a “notice of address discrepancy” from a 
consumer-reporting agency. Following verification of the consumer’s identity, a user would then need to 
report a “confirmed address” to the consumer reporting agency. 


This requirement for identity verification and address confirmation should be risk-based. That is, 
if the address discrepancy reported by the consumer reporting agency appears to be insignificant in 
nature, such as the use of “avenue” instead of “street” in an address, verification of the consumer’s 
identity and address confirmation should not be required. 


In addition, the proposal does not give examples of what constitutes a “substantial difference” 
between addresses that would trigger the verification and addresses for the reporting requirement. 
Additionally, the terms “new relationship” and “reporting period” should be defined in the regulations. 


COMMENTS ON § 334.90 - DUTIES REGARDING THE DETECTION, PREVENTION AND MITIGATION 
OF IDENTITY THEFT 


This section of the proposed regulations requires the implementation of a written Identity Theft 
Prevention Program for the detection of “red flags” and the mitigation of the risk they present. Appendix J 
lists the proposed “red flags.” 


Appendix J, Number 12, would require a financial institution to treat a customer’s use of an 
address, Social Security number, or home or cell phone number previously submitted by another 
customer as a ”red flag.” In most cases, there are valid reasons for the duplicate use of an address and 
telephone number, such as when different customers reside at the same address and share the same 
telephone number. Tracking the duplicative use of this information across different business lines would 
involve an enormous expense with limited benefits to consumers. 


Appendix J, Number 15, is inconsistent with the existing Customer Identification Program (“CIP”) 
rules set forth in 31 CFR §103.121. There currently is no requirement under the CIP rules for financial 
institutions to verify identity by “go[ing] beyond that which generally would be available from a wallet or a 
consumer report” as stated in the proposed regulations. 


“Red flag” Number 17 in Appendix J suggests that there is a cause for concern when a 
customer’s mail is returned as undeliverable although transactions continue to be conducted in 
connection with the customer’s account. Customers often forget to report a change of address or delay in 







reporting an address change. Consideration should be given to these failures and delays, so that only 
repeated instances of returned mail over a considerable period of time should be deemed to be a “red 
flag.” 


CONCLUSION 


Although the IBA recognizes the important role that financial institutions play in the fight against 
identity theft, we do not support the proposed rules to the extent and for the reasons stated above. In 
addition, given the enormous amount of system enhancements, policy development and employee 
education required to implement the proposals, we recommend that, at a minimum, the mandatory 
effective date be delayed for up to 18 months following promulgation of the final regulations. 


We appreciate your consideration of our comments. 


Sincerely, 


W. Alison Huszar signature 


W. Alison Huszar 
Vice President and Senior Compliance Officer 








Citigroup 


Carl Howard 
General Counsel 
Bank Regulatory 


Citigroup Inc. 
425 Park Avenue 
2nd Floor/Zone 2 
New York, NY 10022 


Tel 212.559.2938 
Fax 212.793.4403 
howardc@citigroup.com 


September 18, 2006 


Office of the Comptroller of the Currency 
250 E. Street, SW. 
Public Reference Room, Mail Stop 1-5 
Washington, DC 20219 
Attention: Docket No. 06-07 


Jennifer J. Johnson, Secretary 
Board of Governors of the Federal Reserve System 
20th Street and Constitution Avenue, NW. 
Washington DC 20551 
Attention: Docket No. R-1255 


Regulation Comments 
Chief Counsel's Office 
Office of Thrift Supervision 
1700 G. Street, NW. 
Washington, DC 20552 
Attention: No. 2006-19 


Mary F. Rupp 
Secretary of the Board 
National Credit Union Administration 
1775 Duke Street 
Alexandria, Virginia 22314-3428 


Robert E. Feldman, Executive Secretary 
Attention: Comments 
Federal Deposit Insurance Corporation 
550 17th Street, NW 
Washington, DC 20249 


Federal Trade Commission/Office of the Secretary 
Room H-135 (Annex M) 
600 Pennsylvania Avenue, NW. 
Washington, DC 20580 


Re: Joint proposal of rulemaking to implement Sections 114 and 315 of the Fair and 
Accurate Credit Transactions Act of 2003 (the "FACT Act") 


Ladies and Gentlemen: 
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Citigroup Inc. "(Citigroup"), on behalf of itself and its subsidiaries, appreciates the 
opportunity to submit this comment in response to the Joint Notice of Proposed 
Rulemaking (the "Proposed Rule") regarding identity theft red flags and address 
discrepancies, published in the Federal Register on July 18, 2006 by the Office of the 
Comptroller of the Currency, the Board of Governors of the Federal Reserve System, the 
Federal Deposit Insurance Corporation, the Office of Thrift Supervision, the National 
Credit Union Administration and the Federal Trade Commission (collectively, the 
"Agencies") to implement Sections 114 and 315 of the FACT Act. 


We commend the Agencies for their collective efforts in this area, although we have a 
number of suggestions regarding the Proposed Rule as written. We have organized our 
comments to accord with the specific section of the Proposed Rule to which they apply. 


In general, we urge the Agencies to: 


1. Clarify that identity theft programs developed by financial institutions should be 
flexible, risk-based and reliant upon factors which are materially significant in the 
identification and prevention of identity theft based on the experience, nature and 
size of the financial institution. They should not be based on a prescribed 
regulatory checklist of factors which may or may not be relevant to combating 
identity theft in particular facts and circumstances. 


2. Avoid requirements which are not statutorily mandated, such as the application of 
the Proposed Rules to non-consumer accounts, the application of the address 
discrepancy requirements to existing customers, and the requirement that a 
financial institution's Board of Directors approve and oversee that institution's 
identity theft program. 


Subpart I - Duties of Users of Consumer Reports Regarding Address Discrepancies 
and Records Disposal 


xx.82 Duties of users regarding address discrepancies 


Section 315 of the FACT Act provides that, if a financial institution has requested a 
consumer report from a consumer reporting agency and that request contains an address 
which substantially differs from the address in the file of the consumer reporting agency, 
the agency must notify the requester of the discrepancy. The Agencies are required to 
prescribe reasonable policies and procedures that a user of a consumer report should 
employ when the user has received such a notice of discrepancy. Specifically, the FACT 
Act states that these policies and procedures should enable a user to: 


(1) form a reasonable belief that the user knows the identity of the person to 
whom the report pertains; and 


(2) if the user establishes a continuing relationship...to reconcile the discrepancy 
by furnishing such address to such consumer reporting agency as part of 
information regularly furnished by the user... [emphasis added] 







Verification of customer's identity. The Proposed Rule states that a user may satisfy the 
requirement in (1) to verify the customer's identity by following Customer Identification 
Program ("OP") procedures pursuant to the USA Patriot Act. The Agencies request 
comment as to whether those CIP procedures are sufficient. We believe they are. 


Verification of address - new customers. With respect to address verification 
requirements, however, the Proposed Rule becomes confusing. Instead of simply 
requiring the user to verify the customer's address and supply it to the consumer 
reporting agency in response to a notice of discrepancy, the Proposed Rule appears to 
require the user to undertake its verification procedures when it receives the notice of 
discrepancy. The Supplementary Information confirms this interpretation by stating that a 
user is required "to take steps to reconcile the address it initially received from the 
consumer when it receives a notice of address discrepancy..." [emphasis added] 


A user typically verifies a customer's address as part of its CIP verification procedures. 
These procedures may already be complete when it receives notice of an address 
discrepancy from the agency. The user should be permitted to provide the address, as 
verified, to the agency instead of having to undergo a reverification process in response 
to the discrepancy notice. 


There appears to be little sense in requiring a user which has already verified a 
consumer's address to reverify that address after it receives a discrepancy notice. 
Allowing users to furnish addresses which they have verified just prior to receipt of the 
notice would satisfy the regulation's objective without imposing a significant, senseless 
burden on users. Consequently, we request that the language in the final regulation and 
any accompanying commentary be clarified to permit a user to furnish an address for a 
new customer which it has already confirmed as accurate for that customer as part of the 
account approval process. 


Verification of address - existing customers. The Proposed Rule would require financial 
institutions to verify addresses upon receipt of a discrepancy notice even when the 
customer already has an existing account relationship. This goes beyond the FACT Act, 
which requires address verifications only when a relationship is "established", as opposed 
to when an account is "established or maintained", as stated in the Proposed Rules. 


There appears to be little added by this requirement. When a customer changes his/her 
address, the customer typically notifies his/her financial institution, which verifies the 
new address. The financial institution then reports the new address to the consumer 
reporting agency as part of the ordinary credit reporting process. Thus, the current system 
already operates to provide verified addresses to consumer reporting agencies. Requiring 
financial institutions to verify addresses again at a different point in the reporting cycle 
would impose a major burden on those institutions with little apparent justification. 
Consequently, we urge the Agencies to model the final rule on the language which 
Congress provided and not extend it. 


Additional clarifications; business accounts. We request that the Agencies make an 
additional clarification relating to the applicability of the address discrepancy 







requirements. The requirements should not apply where the application for credit has 
been declined or where the consumer has rescinded the account application. In addition, 
as stated in greater detail below, the requirements should only apply when the consumer's 
account is for "personal, family or household purposes", and not to accounts used for 
business purposes. First, extending these requirements to business accounts goes beyond 
the reach of the FACT Act, which is a consumer statute. Second, because consumers 
frequently provide their home address for personal accounts and their business address 
for business accounts, verifying conflicting addresses would be a very time consuming 
effort without any apparent benefit in combating true identity theft. 


Subpart J - Identity Theft Red Flags 


xx.90- Duties regarding the detection, prevention, and mitigation of identity theft. 


We urge the Agencies to: (1) modify the coverage of the regulation; (2) clarify the fact 
that Identity Theft Prevention Programs should be flexible and truly risk-based, not 
governed by a set of artificial regulatory criteria; and (3) reconsider the requirement of 
Board of Directors approval. 


xx.90(b) Definitions 


(b)(1) "Account." The Agencies propose a broad definition of "account." We strongly 
urge the Agencies to limit application to "consumer" accounts for the reasons stated 
below. 


(b)(3) "Customer." The Proposed Rule would require identity theft prevention programs 
to cover businesses as well as consumers. We urge the Agencies to bring the Proposed 
Rule in line with the Fair Credit Reporting Act, of which it forms a part, so that it would 
only apply to consumers who use credit or liability accounts for "personal, family or 
household purposes." 


First, we believe that identity theft per se (as opposed to the broader category of fraud) 
occurs much more frequently for consumer accounts than for business accounts. Most of 
the Red Flags have little application to business account fraud, even for fraud related to 
small businesses. 


Second, businesses are in a better position to monitor their own and their employees' 
activities than are their financial institutions. A business could use the Red Flag 
guidelines as a means to transfer liability for fraudulent transactions onto its financial 
institution by alleging, for example, that the financial institution should have detected 
suspicious activity when monitoring the business's accounts, whereas the business was 
actually in a better position to do so and to take preventive measures against fraud. 


Third, financial institutions already have sufficient incentives to prevent fraud occurring 
on business accounts without having the additional burden of translating a consumer 
regulation to the business account environment. 







(b)(5) "Red Flags." Instead of defining a Red Flag as "a pattern, practice or activity that 
indicates the possible risk of identity theft", the universe of possibilities should be 
narrowed by inclusion of the concept of "materiality" or "significance", based on the 
knowledge and experience of the financial institution. This would allow a financial 
institution to make exceptions in cases where the risk of identity theft is lower and to 
focus compliance efforts where they are most needed. 


xx.90(c) Identity Theft Prevention Program 


The Agencies should clarify that the regulatory requirement for establishing an 
appropriate identity theft programs could be satisfied by a flexible risk-based program 
reasonably designed to detect, prevent and mitigate identity theft, taking into 
consideration the experience, nature and size of the financial institution. In designing any 
such program, financial institutions should be permitted to take into account the 
materiality of any potential risks and the costs, and anticipated effectiveness of potential 
compliance measures. 


"Red Flags" identified in the regulation should be qualified as merely suggestive, and a 
financial institution should not be required to incorporate a Red Flag in its prevention 
program simply because that Red Flag could be "possibly indicative" of identity theft. 
Nor should a financial institution have to prove to examiners the reasonableness of its 
decision to omit any particular Red Flags in the design of its identity theft program. In 
addition, under a flexible, risk-based program, financial institutions may legitimately 
decide to focus less attention on certain types of accounts, such as inactive accounts, low-
balance accounts, or accounts sourced by reputable third parties. 


Changing identity theft risks. We agree with the Proposed Rule that any identity theft 
program should be designed to address changing risks over time. The Supplementary 
Information, however, could be interpreted to require updates every time a new identity 
theft software program is made available in the marketplace, regardless of other factors, 
such as the number of previous updates to the program, the magnitude of the anticipated 
risk, the expense of the new program or its anticipated effectiveness. The Proposed Rule 
should be modified to require "reasonable periodic" updates rather than "continuing" 
updates. Since the financial institution is the one who ultimately loses when identity theft 
occurs, it will have a vested interest in investing reasonable amounts in new programs 
and technology. 


xx.90(d)(l)(2). Risk Evaluation. The Agencies solicit comment on whether the specified 
factors are appropriate and whether any additional factors should be considered. We 
believe that the Agencies should refrain from specifying factors which must be 
considered by financial institutions, or should at most designate those factors as 
suggestions or examples. Many different factors could become important in designing or 
maintaining programs, and these factors could change over time. Since the financial 
institutions have a vested interest in preventing identity theft, the Agencies should allow 
them to adopt a flexible approach that considers the likelihood of the occurrence of 
various types of risk and the potential financial exposure from those risks. 







xx.90(d)(3). Staff training. We question why staff training is specifically required under 
this regulation as opposed to other regulations, absent a specific statutory requirement. 
We are concerned that this requirement could be read to require standalone training on 
identity theft, as opposed to training which, preferably, should be integrated into overall 
staff training on similar or overlapping matters such as fraud prevention. 


xx.90(d)(5) Involvement of board of directors and senior management. Again, we 
question why, absent a specific statutory requirement, board approval is required for 
identity theft programs, as opposed to other anti-fraud and related management programs. 
We oppose any requirement that the board of directors or board committee approve a 
financial institution's identity theft program or receive special annual reports. We believe 
this requirement could slow down implementation by requiring extensive documentation 
and could delay any necessary periodic updates. Further, the requirement of board 
approval could cause unnecessary complications if a financial institution combines the 
management of identity theft programs with other similar programs to take advantage of 
synergies and promote efficiency. 


xx.91 Duties of card issuers regarding changes of address. 


This section implements the specific FACT Act provision that credit and debit card 
issuers assess the validity of address change requests if they are followed within 30 days 
by a request for an additional or replacement card. Specifically: xx.91 provides: 


A card issuer must establish and implement reasonable policies and procedures to 
assess the validity of a change of address if it receives notification of a change of 
address for a consumer's debit or credit card account and within a short period of 
time afterwards (during at least the first 30 days after it receives such 
notification), the card issuer receives a request for an additional or replacement 
card for the same account. 


Under these circumstances, the card issuer may not issue an additional or replacement 
card unless the card issuer: 


(1) Notifies the cardholder of the request at the cardholder's former address and 
provides to the cardholder a means of promptly reporting incorrect address 
changes; 


(2) Notifies the cardholder of the request by any other means of communicating 
that the card issuer and the cardholder have previously agreed to use; or 


(3) Uses other means of assessing the validity of the change of address, in 
accordance with the policies and procedures the card issuer has established 
pursuant to xx.90. [emphasis added] 


We request that the Agencies clarify that a financial institution satisfies its obligations 
under subsection (3) above if it verifies the address change at the time it is made, whether 
or not it is subsequently followed by a card request. This procedure ties in with financial 
institutions' existing procedures which are in fact more protective than the proposal, 







since they generally require validation for all address changes, not just those which are 
followed by requests for new or additional cards. This verification can be done in a 
number of ways, such as by reconfirming the identity of the consumer requesting the 
change by use of protected passwords. 


We also ask the Agencies to remove the language we have underscored in (3) above, 
which requires that the "other means" of validating an address change must be pursuant 
to xx.90. So long as "other means" are effective in assessing the validity of the change in 
address, they should not be limited to means of validation pursuant to xx.90. For 
example, it should suffice for purposes of the regulation if a financial institution verifies 
an address change as part of its general antifraud policies, as opposed to its identity theft 
policies required by xx.90. 


Appendix J. Identity Theft Red Flags. 


We have not provided in this letter our comments on the particular Red Flags identified 
in the Proposed Regulation, since we have provided these comments to various trade 
organizations for inclusion in their comment letters. 


Time required to comply. We urge the Agencies to provide institutions with at least 18 
months to comply with the final regulation, since compliance could require systemic and 
operational changes across many lines of business and could affect interfacing vendors 
and other third parties that source accounts for institutions. 


Again, we thank the Agencies for this opportunity to comment on the Proposed Rule and 
look forward to working with the Agencies on its implementation. If you have questions 
on any aspects of this letter, please feel free to call me at (212) 559-2938 or Joyce 
Elkhateeb at (212) 559-9342. 


Sincerely, 


Carl V. Howard signature 


Carl V. Howard 
General Counsel-Bank Regulatory 
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Re: Interagency Notice of Proposed Rulemaking: Identity Theft Red Flags and 
Address Discrepancies Under the Fair and Accurate Credit Transactions Act of 2003 


Ladies and Gentlemen: 


Capital One Financial Corporation (“Capital One”) is pleased to submit comments 
on the federal regulatory agencies’ (the “Agencies”) Notice of Proposed Rulemaking on 
Identity Theft Red Flags and Address Discrepancies Under the Fair and Accurate Credit 
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Transactions Act of 2003 (“FACT Act”), published at 71 Fed. Reg. 40786 (July 18, 2006) 
(“the Proposed Rule”). 


Capital One Financial Corporation is a financial holding company whose 
principal subsidiaries, Capital One Bank, Capital One, F.S.B., Capital One Auto Finance, 
Inc., and Capital One, N.A. (formerly Hibernia National Bank), offer a broad spectrum of 
financial products and services to consumers, small businesses, and commercial clients. 
Capital One’s subsidiaries collectively had $47.28 billion in deposits and $108.4 billion 
in managed loans outstanding as of June 30, 2006, and operated more than 300 retail 
bank branches. Capital One is a Fortune 500 company, and, through its subsidiaries, is 
one of the largest issuers of MasterCard and Visa credit cards in the world. footnote
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Red Flags Require a Flexible, Risk-Based Approach 


In approaching the task of crafting regulatory requirements for financial 
institutions’ identity-theft prevention programs (defining identity theft broadly, as the 
regulators do, to include account fraud), two facts are worth remembering. 


First, financial institutions already have substantial incentives to combat fraud. 
The motive for fraudsters to attack financial institutions is obvious (“that’s where the 
money is,” said Willie Sutton), and in the absence of robust fraud defenses, such attacks 
would be incessant. Further, in most cases the losses resulting from successful fraud fall 
on the institution, not on the customer. In the credit card business, for example, the 
customer’s responsibility for unauthorized transactions on his or her account is limited by 
regulation to $50, and by card-association rule to zero. In consequence, all major 
financial institutions already possess sophisticated and vigorous anti-fraud programs. 


Second, financial services are a complex business, and the systems and 
procedures necessary to combat fraud both effectively and efficiently are similarly 
complex, varied, and constantly evolving. Government’s prescribing in detail of how 
institutions should combat fraud would be a mistake, because the prescribed requirements 
would probably turn out in practice to be cumbersome, expensive, unworkable, 
ineffective, and obsolete as soon as they were published. 


We believe that the Agencies understand these considerations and that, as stated 
in the Supplementary Information, their intention is to implement the statutory mandates 
by means of “a flexible risk-based approach similar to the approach used in the 
‘Interagency Guidelines Establishing Information Security Standards.” footnote


 2 Capital One 
commends the Agencies for their determination to take that approach and believes that 
the framework of the Proposed Rule is largely consistent with that intention. 


footnote
 1 In March, Capital One announced that it has agreed to acquire North Fork Bancorporation, Inc., 


which operates over 300 bank branches throughout New York, New Jersey, and Connecticut, and is the 
third-largest depository institution in the greater New York City region. That acquisition, which will make 
Capital One one of the ten largest banking institutions in the country by deposits, is projected to close by 
the end of this year. 


footnote
 2 - 71 Fed. Reg. at 40788. 







However, the promulgation of a rule with many requirements and a lengthy list of 
Red Flags (Appendix J) creates a substantial risk that the rule will be enforced in a rigid 
and formalistic way inconsistent with combating fraud sensibly and effectively. To 
mitigate that risk, we recommend a small handful of additions to and subtractions from 
the Proposed Rule. 


The following concepts should be added to the language of the Proposed Rule: 


• A statement that an institution’s identity theft prevention program should be risk-
based, focusing on those areas in which the institution’s risk assessment shows 
that the risk of identity theft is significant. 


• A statement that the inclusion of a Red Flag on Appendix J creates no 
presumption that a particular institution must incorporate that Red Flag into its 
program, if the institution’s risk assessment, based on its own business, does not 
show a significant risk associated with it. 


• A statement that an institution may consider the actual incidence of identity theft 
in comparison with the frequency of a particular Red Flag and the costs or other 
burdens associated with responding to that Red Flag whenever it appears. 


• A statement that the rule does not mandate any specific technology, system, 
process, or methodology. 


Capital One believes that these concepts are probably implicit in the Proposed Rule. 
However, everyone involved in implementing the rule would benefit if the concepts were 
made explicit. 


We urge that the following concepts be removed from the Proposed Rule as being 
inconsistent with the practical, risk-based approach that we think the Agencies intend: 


• The rule should not define “identity theft” to include attempts to commit fraud. 
Fraudsters will always be attempting to commit fraud (“that’s where the money 
is”). The only way an institution can prevent fraudsters from attempting to 
commit fraud is to go out of business. A program cannot plausibly be designed to 
prevent attempts – but that is what proposed section .90(d) would require, when 
combined with the proposed definition of identity theft. The important thing is 
not that fraudsters make no attempts at fraud, but that their attempts not succeed. 
Successful identity theft, not unsuccessful attempts to commit it, is the risk the 
institution’s program should be directed against. 


• The rule should not define Red Flags to include indicators of “possible risk” of 
identity theft, rather than “risk” of identity theft or “possible existence” of identity 







theft (the latter being the language used in the statute footnote
 3). “Risk” is itself “the 


possibility of suffering harm or loss,” footnote
 4 and therefore a “possible risk” of identity 


theft is the possibility of a possible loss, a redundancy suggesting a degree of 
attenuation of risk that, if taken seriously, would require an impossibly 
cumbersome and overwhelming identity theft program. The Agencies state that 
their intention in proposing this language is to capture “precursors” of identity 
theft, such as a security breach or a phishing event; but we submit that, to the 
extent those precursors raise a significant risk of identity theft, they are fully 
captured in the concepts of “risk” or “possible existence” of identity theft (and if 
there can be any doubt on the point, the Supplementary Information and the 
inclusion of relevant Red Flags on Appendix J would be sufficient to dispel it), 
and the Agencies should not attempt to capture those precursors by using 
language suggesting that identity theft programs must spend their effort against 
attenuated or insignificant risks. footnote
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Address Discrepancies 


Capital One submits that the FACT Act’s address-discrepancy provisions, like the 
Red Flag provisions, should be implemented in a manner that reasonably enables 
financial institutions to execute the requirements in the context of their businesses. 


Part of that context is that Capital One – probably in common with many other 
large financial institutions – receives several million address-discrepancy notices from 
the credit bureaus every month. Americans move frequently and sometimes maintain 
multiple addresses; and in addition, as a general proposition, credit bureaus act as credit 
bureaus and not as address bureaus. The consumer’s address is one item in the bureau’s 
report, but it is not the principal focus of the report (nor is it the main reason the bureau’s 
customers buy the bureau’s reports) and it is not normally verified. At one time Capital 
One conducted an internal survey and concluded that 20 to 30 percent of its requests for 
bureau reports generated address discrepancies. 


Against the background of that enormous volume of discrepancy notices, it is 
imperative that the statute be implemented in a reasonable and cost-effective way. We 
commend the Agencies for having taken a critical step in that direction by authorizing 


footnote
 3 Amended FCRA § 615(e)(2)(A). 


footnote
 4 American Heritage Dictionary of the English Language, 4th edition, p. 1503 (2000). 


footnote
 5 The Agencies point out that the statute refers, in a different paragraph, to “possible risks to 


account holders or customers or to the safety and soundness of the institution or customers” (paragraph 
(1)(B)), but the statutory provision requiring the Agencies to develop guidelines identifying Red Flags 
(paragraph (2)(A)) uses the more accurate term “possible existence.” Congress, not always the most 
precise congregation of authors, may plausibly have used the term “possible risk” in paragraph (1)(B) to 
emphasize that the statute was directed at the possibility of identity theft rather than its eventuality in every 
case; but there is no need for the regulators, whose task is to give language deliberate attention in the 
rulemaking process, to use that ambiguous terminology in a rule implementing a different paragraph in 
which even Congress was able to speak with sufficient precision. 







institutions to rely on their Customer Identification Programs to satisfy the statute’s 
requirement that the user of the report “form a reasonable belief that the user knows the 
identity of the person to whom the consumer report pertains.” This is a decisively 
important position for the Agencies to have adopted. We submit that the Agencies 
should clarify that, if the information user has verified the identity of the customer at 
account-opening through application of the Customer Identification Program, the fact of 
its having done so provides the user with a continuing reasonable belief that it knows the 
identity of the customer in the event that there are subsequent address-discrepancy 
notices, because the results of the identity check are unlikely to change over the life of 
the account. 


The Agencies’ proposed treatment of the statute’s other requirement – the 
address-reconciliation requirement – raises some issues. 


The FACT Act provides that if the address discrepancy arises in connection with 
a newly established account, then the user must “reconcile the address of the consumer 
with the consumer reporting agency by furnishing such address to such consumer 
reporting agency as part of information regularly furnished by the user …” (emphasis 
added). 


In contrast to the statute’s requirement that the user “form a reasonable belief that 
the user knows the identity of the person” (emphasis added), the statute contains no 
similar requirement that the user form a reasonable belief that it knows the person’s 
correct address. However, the Agencies have created such a requirement by proposing 
that the address the user furnishes to the bureau after receiving a discrepancy notice be 
“an address … that the user has reasonably confirmed is accurate.” Against the 
background of rampant address discrepancies described above, many of them created by 
consumers themselves, the additional burden imposed by the Agencies’ expansion of the 
statutory obligation is likely to be enormous, with potentially serious effects on the 
efficiency of the American lending industry’s credit-granting and credit-management 
functions. 


In addition, while the statute’s address-reconciliation obligation is activated only 
if an account is established and requires furnishing a reconciled address only “for the 
period in which the relationship is established” (emphasis added), the Agencies propose 
that the obligation continue for the duration of the relationship. This aspect of the 
Proposed Rule, too, greatly expands the burden of the reconciliation obligation; in Capital 
One’s case, not surprisingly, the number of address discrepancies that arise in the course 
of account management is several times the number that arise upon account origination. 


It is very important to avoid potential damage to the efficiency of the credit 
industry that the Agencies remove these two aspects of the Proposed Rule: the 
requirement of “reasonable confirmation of accuracy” and the requirement that 
reconciliation continue for the duration of the customer relationship. 







Turning to the specific means of verification proposed in the rule, in light of the 
industry realities described above the Agencies will appreciate that the first proposed 
means – verifying the address with the consumer – is unlikely to be feasible on a mass 
scale. (Even at account origination, when an address discrepancy could be an indicator of 
possible fraud and hence extra effort would be justified, verifying the address with the 
applicant would likely generate the same suspect address and hence be of little value. 
Other means of screening for fraud must be used.) We submit that the Proposed Rule’s 
following two verification provisions – reviewing the user’s own records, and verifying 
the address through third-party sources – should be interpreted as economically as 
possible. For example: 


• An address that matches the lender’s past records and that has been submitted to 
credit bureaus in the past without generating a discrepancy report should be 
regarded as validly verified. 


• An address that, when submitted to a credit bureau (a “third-party source,” in the 
language of the Proposed Rule), has not generated a current address discrepancy 
from that bureau should be regarded as validly verified even if it has generated an 
address discrepancy from other bureaus. 


Duties of Card Issuers Regarding Changes of Address 


In implementing the statute’s change-of-address provision, too, the Agencies 
should recognize that the volume of valid address changes and card requests dwarfs the 
number of fraud attempts. Capital One’s card business receives about 10 million address-
change requests a year. Of those, about 2 million are followed by requests for additional 
or replacement cards. Of those 2 million requests, less than five one-hundreths of one 
percent turn out to be fraudulent. 


Institutions should be authorized to implement compliance with the statute so that 
they may cost-effectively process the legitimate requests, serving their customers’ real 
needs, while winnowing out the fraud attempts. There are doubtless many ways to do 
this. In most cases, given the volumes reported above, it is not cost-effective to contact 
the customer, so the majority of fraud screens will rely on the statute and Proposed Rule’s 
third, catch-all provision: “other means of assessing the validity of the change of the 
address.” The Agencies should recognize that this will necessarily be so, and that 
programs that make little use of the cardholder-contact provisions can nevertheless be 
fully effective and compliant. 


For example, it would be plausible for the screening methodology in response to 
the initial address-change request to be sufficiently effective to validate the address 
change that it would by itself constitute “other means of assessing the validity of the 
change of address,” even if no special screens were subsequently erected at the card-
request stage. 







Capital One’s procedure is to ask screening questions at the time of the address-
change request; then, if the address change is followed by a card request (an indicator of 
somewhat higher risk), to ask a more extensive and intrusive set of screening questions. 
Only if that second screen is passed will the card be mailed. Further, depending on the 
pattern of answers to those second-stage questions, in some cases the card will be mailed 
but a further review by Capital One’s fraud specialists will be conducted while the card is 
in the mail. If that review indicates a risk of fraud, the card will be deactivated before it 
arrives. 


Capital One submits that this process is sufficient to meet the requirements of the 
statute and Proposed Rule. In particular, we submit that the additional or replacement 
card has not been “issued,” within the meaning of the statute and Proposed Rule, unless 
an activated card is delivered. That understanding serves the purpose of the statute – to 
prevent fraudsters from obtaining a tool with which to commit fraud – while at the same 
time enabling the card issuer to meet the needs of its many customers who legitimately 
need their replacement cards, sometimes on an urgent basis so that they may carry on 
their daily lives. 


Capital One appreciates the opportunity to comment on the Notice of Proposed 
Rulemaking on Identity Theft Red Flags and Address Discrepancies. If you have any 
questions about this matter and our comments, please call me at (703) 720-2255. 


Sincerely, 


/s/ 


Christopher T. Curtis 
Associate General Counsel 
Policy Affairs 
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Ladies and Gentlemen: 


The Office of the Comptroller of the Currency, the Federal Reserve Board, the Federal 
Deposit Insurance Corporation, the Office of Thrift Supervision, the National Credit Union 
Administration, and the Federal Trade Commission (“the Agencies”) have requested comments 
on their proposed regulations related to implementation of Sections 114 and 315 of the Fair and 
Accurate Credit Transactions Act of 2003. The Agencies are jointly proposing guidelines for 
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financial institutions and creditors identifying patterns, practices, and specific forms of activity 
that indicate the possible existence of identity theft (the “Proposed Rule”). JPMorgan Chase & 
Co., on behalf of JPMorgan Chase Bank, National Association, its lead subsidiary bank, Chase 
Bank USA, National Association, its credit card bank, and its other subsidiaries, appreciates the 
opportunity to submit this response. 


JPMorgan Chase & Co. (NYSE: JPM) (“Chase”) is a leading global financial services 
firm with assets of $1.2 trillion and operations in more than 50 countries. The firm is a leader in 
financial services for consumers and businesses, investment banking, commercial banking, asset 
and wealth management and private equity. Under the JPMorgan and Chase brands, the firm 
serves millions of consumers in the United States and many of the world’s most prominent 
corporate, institutional and government clients. Information about the firm is available on the 
Internet at www.jpmorganchase.com. 


SUMMARY 


Chase commends the Agencies for their recognition that an effective identity theft 
program should be risk-based. The Proposed Rule, however, describes a far more rigid approach 
that will significantly hamper development and implementation of the innovative systems 
necessary to prevent fraud. We believe that financial institutions should have the ability to 
develop a flexible, risk-based program that will focus resources on the most beneficial and 
efficient strategies to thwart identity theft. We also have specific concerns about the proposed 
new requirements for reconciling address discrepancies with consumer reporting agencies and 
the duties of card issuers to verify new addresses. 


§ __.90 DUTIES REGARDING THE DETECTION, PREVENTION, AND 
MITIGATION OF IDENTITY THEFT 


§ 615(e) of the Fair Credit Reporting Act (“FCRA”) directs the Agencies to establish and 
maintain guidelines for use by each financial institution and creditor regarding identity theft with 
respect to account holders at, or customers of, such entities. The Agencies must also prescribe 
regulations requiring each institution to establish reasonable policies and procedures for 
implementing the guidelines. The Proposed Rule, according to the Agencies, is intended to 
provide a “flexible, risk-based approach” that is similar to the guidelines issued under the 
Gramm-Leach-Bliley Act pertaining to information security (the “Information Security 
Guidelines”). Chase is pleased that the Agencies intend for the Proposed Rule to be flexible, 
risk-based, and similar to the Information Security Guidelines. We strongly urge the Agency to 
maintain these objectives when formulating the final rule (the “Final Rule”). As we discuss in 
more detail below, however, we believe the Proposed Rule should be revised in order to achieve 
the goals established by the Agencies. 
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§ __.90(b) Definitions 


Definition of “Red Flag” 


The Proposed Rule uses and defines the term “Red Flag” as “a pattern, practice, or specific 
activity that indicates the possible risk of identity theft”. We strongly recommend that the 
Agencies qualify this definition by deleting “possible risk” and inserting “significant possibility” 
of identity theft. 


The Supplementary Information released with the Proposed Rule suggests that the Agencies 
intend to define this term very broadly, noting that it includes circumstances where there is only 
a risk of identity theft, even if the possible existence of identity theft is not indicated. 
Unfortunately, this definition is so broad that it is virtually limitless. Almost every transaction 
with a financial institution has a “possible risk” of identity theft because there is always a risk 
that identifying information is being used without authority to commit fraud. 


As defined in the Proposed Rule, the submission of a loan application, the use of a credit card or 
debit card and the opening of a deposit account are all Red Flags, because each of these specific 
activities could involve a possible risk of attempted misuse of a person’s identifying information 
to commit a fraud. To reduce the possible risk of identity theft, financial institutions could call 
customers every time they use a credit or debit card and decline the transaction absent the 
consumer’s verification. Card issuers could take weeks to verify information more thoroughly 
before sending a replacement for a lost credit or debit card, leaving the customer without account 
access for that period. Neither consumers nor commerce would be pleased with such a program. 
It is not possible to eliminate all fraud associated with financial products without eliminating the 
service or product for all but a few or making the service or product prohibitively expensive. 
There is always a balance between fraud detection and prevention and consumer convenience 
and choice. Therefore, a Red Flag should not be defined simply as an activity with a possible 
risk of identity theft, but should only include those activities that pose a significant risk. 


Definition of “Account” 


The proposal defines “account” broadly to include asset accounts and extensions of credit 
for business purposes, as well as for personal, family or household purposes. We believe that 
business accounts should be excluded. Most of the proposed Red Flags have little if any 
application to business account fraud. For example, many of the Red Flags are related to 
information contained in consumer reports, including addresses, that commonly are not used or 
relevant to a business account. Consumer reports might be used to determine creditworthiness of 
principals, but not to verify the identity and address of a business. Nevertheless, under the 
Proposed Rule, financial institutions would have to analyze, document, and periodically review 
the reasons each of the Red Flags is not relevant in the business context. 


Furthermore, while business identity theft may and does occur, it is far rarer than 
consumer identity theft for a number of reasons. Financial institutions perform different due 







diligence when opening a business account for reasons other than identity theft; they must 
confirm the viability of the business and rely on information other than a consumer report. In 
many instances, corporate documents and resolutions are provided to ensure that the account 
signatories have the appropriate authorization to enter into a contractual agreement to conduct 
financial transactions on behalf of the business. Moreover, businesses, which are presumed to be 
more sophisticated than consumers, are in a better position to protect themselves against fraud 
than consumers, both in terms of prevention and in enforcing their legal rights. 


We are also concerned that businesses will use the Red Flags as a means to attempt to 
avoid responsibility for fraudulent losses, even though the businesses may be in a better position 
to prevent many types of fraud. This is especially true, given that the broad definition of “identity 
theft” includes any potentially fraudulent transaction on any existing financial account. For 
example, businesses could use the Final Rule as a basis to assert that the financial institution 
should have detected fraudulent transactions by a dishonest bookkeeper because the transaction 
was an “unusual” transaction. Such an approach moves toward absolving businesses from 
performing due diligence in hiring employees and monitoring accounts. Already, financial 
institutions report that businesses are using Suspicious Activity Report requirements in attempts 
to shift liability and responsibility to financial institutions. We do not believe that the Proposed 
Rule was intended or should be used to relieve businesses of their current responsibilities related 
to fraud prevention and detection. 


Including businesses in the Proposed Rule is also inconsistent with the approach taken in 
the Information Security Guidelines, which apply only to information about consumer 
customers. To the degree that the requirements of the Proposed Rule and the Information 
Security Guidelines dovetail, as the Agencies suggest that they do, we believe that the definitions 
should be consistent in order to minimize compliance complexity and burdens. Otherwise, it 
becomes more complicated to design policies and procedures to comply with both regulations. 


§ __.90(c) Identity Theft Prevention Program 


The Proposed Rule would require financial institutions to implement a written Identity 
Theft Prevention Program (the “Program”) that must include reasonable policies and procedures 
to address the risks of identity theft to its customers and the safety and soundness of the financial 
institution. The Program must address the financial, operational, compliance, reputational and 
litigation risks of identity theft. 


We believe the Agencies can achieve their stated goals if the Final Rule reflects an 
approach that is more consistent with the approach embodied in the Information Security 
Guidelines. The Information Security Guidelines require a comprehensive written program that 
is designed to meet certain objectives. In developing a security program, a bank must identify 
reasonably foreseeable threats, design a program to control those threats, and adjust the program 
as appropriate. The Information Security Guidelines constitute a fairly simple requirement that 
has worked well. We urge the Agencies to use this approach with respect to their obligations 
under § 615(e) of the FCRA. 







We strongly recommend that the Agencies add a provision that financial institutions may 
take into account the cost and effectiveness of polices and procedures and the financial 
institution’s history of fraud. Otherwise, there is an argument that each of the Red Flags must be 
applied regardless of its cost, effectiveness or applicability to a particular product or delivery 
channel, or regardless of the fact that the institution has experienced little or no fraud for that 
particular product or delivery channel. As a result, identity theft prevention and mitigation 
measures could be demanded without regard to cost or effectiveness. While many of the 
proposed Red Flags and theft prevention and mitigation measures are effective today, experience 
has shown that they can become obsolete very quickly as fraudsters adapt and technology 
improves. 


The Supplementary Information further explains that a financial institution must 
“periodically reassess whether to adjust the types of accounts covered by its Program and 
whether to adjust the Red Flags that are part of its Program based upon any changes in the types 
and methods of identity theft that it experiences.” We agree that it is important to monitor 
identity theft and fraud and make appropriate adjustments to fraud prevention programs and 
practices. However, the nature of any examiner-reviewed, board-approved Program is that 
financial institutions have internal administrative processes that make changes slower to occur 
and render the Program somewhat rigid. The Supplementary Information should make clear that 
changing the Program is not necessary to implement a new identity theft or fraud solution or 
change an existing one. Otherwise, financial institutions lose the ability to respond quickly to 
the latest fraud or to adopt the newest solution. 


§ __.90(d) Development and Implementation of Program 


Chase believes that this is the most important provision of the Proposed Rule. We also 
believe that this provision should be revised to reflect better the Agencies’ intent to adopt an 
approach similar to that in the Information Security Guidelines, providing financial institutions 
with the ability to design a flexible and risk-based Program. In order to do so, the Agencies 
should revise § __.90(d) to build from the objective provided in § __.90(c) to adopt reasonable 
policies and procedures to address the risks of identity theft. The Final Rule should provide a 
financial institution with an outline of issues that should be considered in developing its Program 
without requiring specific approaches. For example, the Final Rule could direct financial 
institutions to consider issues relating to identification verification procedures at account 
opening, transaction monitoring and verification, risks associated with Internet communication 
with consumers, or similar items, but it should not require the financial institution to take 
specific actions on a transaction-by-transaction basis. This is the approach taken in the 
Information Security Guidelines. Chase requests the Agencies to take a similar approach in the 
Final Rule. 


§__.90(d)(1) Identification and Evaluation of Red Flags 


The Proposed Rule requires a financial institution’s Program to include policies and 
procedures to identify any risk of attempted fraud associated with various accounts. We believe 
this is too broad. It is not productive, nor do we believe it was the Agencies’ intent, to require 







policies and procedures to identify all potential risks, no matter how remote or insignificant they 
are, even if they may be relevant to a type of account or transaction. Yet that appears to be the 
plain language requirement of the Proposed Rule. Identifying and using Red Flags based on the 
“possible risk” of identity theft would be extremely time-consuming and expensive because of 
the high volume of false positives and other expensive measures required to review and resolve. 
Such a program would divert important resources away from effective fraud detection and 
prevention tools. 


Financial institutions should be permitted to rely on their own experiences with identity 
theft. Although the Agencies may choose to provide a list of possible Red Flags, either as part of 
the Final Rule or as a part of future guidance, these items should be considered illustrative only 
and not a de facto checklist for financial institutions or examiners. We suspect that many, if not 
most, financial institutions will be in a better position to determine which risks should be 
addressed and how to address those risks, than the Agencies. We also do not believe it is 
necessary to require financial institutions to address subcategories of risk, such as litigation or 
reputational risk. The goal is to prevent identity theft, regardless of whether the resulting harm is 
financial or operational. 


The Proposed Rule also requires a financial institution to include in its Program a list of 
“relevant” Red Flags, such as those provided by the Agencies in the Appendix, those identified 
in any applicable supervisory guidance, and incidents of identity theft that the financial 
institution has experienced. We urge the Agencies to delete this requirement. Institutions should 
be permitted to assess which Red Flags are appropriate for their risk-based Programs without the 
risk of being second guessed by examiners or others who use the Appendix or existing guidance 
as a presumptive checklist. This will become more difficult as new Red Flags are added to the 
Appendix and included in supervisory publications over the years. 


§ __.90(d)(1)(2) also requires each financial institution to conduct a “risk evaluation”. 
The “risk evaluation” described in the Proposed Rule, however, is not a true risk assessment for 
purposes of determining where to dedicate limited resources. Rather, the Proposed Rule would 
require institutions to consider various account or transaction properties when identifying any 
risk of fraud that could be associated with them. In order for the Program to be truly risk-based, 
a financial institution should assess the likelihood and the magnitude of the risks presented, not 
just enumerate such risks. 


It is also important to note that the items listed in the “risk evaluation” portion of the 
Proposed Rule are not necessarily the ones actually used by financial institutions to identify 
risks. Financial institutions generally do not design a program to address identity theft by 
systematically considering the methods used to open and access accounts, or the institution’s 
size, location and customer base. They evaluate risk by analyzing the number and severity of 
incidents of a certain type and the cause of the associated losses. To require the evaluations 
described in this subsection would require many financial institutions to develop entirely new 
programs that may not be as effective or efficient as those designed by anti-fraud experts. 







§__.90(d)(2) Identity Theft Prevention and Mitigation 


Once an institution has policies and procedures to identify risks of identity theft, it must 
also have reasonable policies and procedures to “prevent and mitigate identity theft in connection 
with the opening of an account or any existing account.” We believe that this is generally an 
appropriate objective. Once the Agencies establish the objective, however, they should not then 
describe the process by which an institution is required to achieve it. The Proposed Rule states 
that an institution must: (1) obtain identifying information about, and verify the identity of, a 
person opening an account; (2) detect Red Flags; (3) assess whether the Red Flags evidence a 
risk of identity theft; and (4) address the risk of identity theft. These requirements are too rigid 
and are unnecessary to achieve the stated goals. We believe that it would be more appropriate to 
require a financial institution to form a reasonable belief that the underlying transaction is 
legitimate (i.e., not the result of identity theft or account fraud) without requiring the institution 
to identify, assess and address every Red Flag. A financial institution need not identify every 
Red Flag that could apply in a given circumstance. Rather, any Red Flags identified in 
connection with their risk-based Program should be given appropriate consideration when 
determining whether or not the transaction is valid. 


§ __.90(d)(2)(3) requires that financial institutions assess whether the Red Flags 
“evidence a risk of identity theft” and states that “An institution or creditor must have a 
reasonable basis for concluding that a Red Flag does not evidence a risk of identity theft.” We 
strongly recommend that this sentence be deleted. Mandatory review and analysis of each and 
every Red Flag will require creation of an entire department dedicated to the project. It is 
unnecessary and a waste of valuable resources for financial institutions to divert resources to 
such a time-consuming administrative exercise focused on reviewing and documenting and re-
reviewing and re-documenting the same analysis. Financial institutions already have sufficient 
incentives to develop, implement, and refine identity theft and fraud prevention programs, as 
they generally suffer any financial loss and must contend with potential customer relations and 
public relations fall-out. 


The Program must include policies and procedures to verify the identity of a person 
opening an account. Reliance on a Customer Identification Program (“CIP”) as required under 
The USA PATRIOT ACT (the “CIP Rules”) should constitute compliance with the Final Rule in 
connection with account openings. We also believe it would be appropriate for the Agencies to 
opine about the applicability of a Program to an account that is acquired through an acquisition, 
merger, purchase of assets or assumption of liabilities. These accounts are exempt from the CIP 
Rules because they do not fall under the definition of “account” under the CIP Rules. It makes 
sense for the Agencies to take the same approach in the requirements for the Program, since the 
risk to be mitigated for identity theft is best addressed at account opening. We request that the 
Agencies provide similar guidance in connection with the Final Rule. To do otherwise would 
not comply with the statutory requirement to be consistent with the CIP Rules. 


§___.90(d)(5) Involvement of Board of Directors and Senior Management 


The Proposed Rule states that a financial institution’s Board of Directors must approve 
the Program. Although this is similar to the requirement imposed on a Board in the Information 







Security Guidelines, we do not believe it is appropriate in this circumstance. It is not necessarily 
appropriate for the Board to consider the minutiae of a financial institution’s fraud prevention 
efforts. Rather, this is a task more appropriately delegated to senior management with the 
relevant expertise. We also note that the actual operation of the Program will require 
adjustments on a continuous basis, and requiring Board involvement with these adjustments 
would be impractical and would hinder the institution’s ability to modify its Program quickly to 
keep up with new methods of fraud and identity theft. 


§ ___.82 Duties of Users Regarding Address Discrepancies 


§ 605(h)(2)(A) of the FCRA requires the Agencies to issue regulations providing 
guidance regarding reasonable policies and procedures that a User should employ when the User 
has received a notice of discrepancy under § 605(h)(1). Congress specified that such regulations 
shall describe policies and procedures designed to: (1) form a reasonable belief that the User 
knows the identity of the person to whom the consumer report pertains; and (2) “reconcile” the 
address with the consumer reporting agency by furnishing such address in the next regular 
furnishing cycle. 


In general, Chase believes that the Agencies have proposed regulations that are consistent 
with the statutory requirement to form a reasonable belief that it knows the identity of the 
consumer in response to a notice of address discrepancy. Specifically, under § __.82(c) of the 
Proposed Rule, a User must develop reasonable policies and procedures to verify the consumer’s 
identity if the User receives a notice of address discrepancy. The Agencies provide that a User 
that complies with the CIP Rules satisfies the requirement, regardless of whether the User is 
actually subject to the CIP Rules. We applaud the Agencies for including this clarification, and 
we urge the Agencies to retain it in the Final Rule. The statutory language in § 605(h)(2)(B)(1) is 
almost verbatim from the CIP Rules, and we assume Congress intended for the Agencies to 
implement the requirement in a similar fashion. 


The statute requires that a User who receives a notice of address discrepancy must 
“reconcile” the address with the consumer reporting agency when a User “establishes a 
continuing relationship with the consumer.” The Proposed Rule, however, expands this 
obligation on a User if it “[e]stablishes or maintains a continuing relationship with the 
consumer.” (Emphasis added.) We urge the Agencies to eliminate the additional requirement 
not found in the statute. The level of regulatory burden imposed by this requirement is 
significant as it would force Users to reconcile and verify addresses millions of times a year in 
connection with routine account maintenance. The difficulty in verifying addresses would result 
in enormous costs that provide relatively little benefit to consumers. Additionally, under many 
state laws, creditors can only use an address provided by a consumer to send the consumer 
legally required notices (such as notices required before a motor vehicle can be repossessed). If 
the creditor is required to change the consumer’s address on its records without the consumer’s 
consent, the creditor will have difficulty providing legally valid notices under these laws. 


Chase also requests that the Agencies delete the requirement in § __.82(d) that a User 
confirm the address of the consumer. As a threshold matter, the primary goal of § 605(h) of the 
FCRA is to prevent identity theft. The Agencies have proposed requirements designed to achieve 







that goal, namely the obligation to form a reasonable belief that the User knows the identity of 
the consumer. Once the consumer’s identity has been confirmed, it is not clear what 
congressional policy objective is achieved by going so far as to confirm the address itself. We 
also note that Congress appeared to specify what Users should verify (i.e., the consumer’s 
identity) and how it should reconcile the address (i.e., by furnishing the address in question to the 
bureau if it establishes a continuing relationship with the consumer). With respect to the former 
requirement, it achieves the goal of preventing identity theft. With respect to the latter 
requirement, it precludes future Users from receiving the same notice of discrepancy and having 
to engage in additional diligence unnecessarily. Confirming the address itself does not appear to 
be one of the items Congress intended to require. 


We also note that, as described above, the requirement in § 605(h)(2)(B)(1) is very similar 
to the requirement in the CIP Rules. By using the same language it would appear that Congress 
had intended for the Agencies to implement the requirement in a manner similar to that in the 
CIP Regulations. The Agencies have specifically opined that, under the CIP Regulations, an 
institution need not verify any particular piece of information collected, including the address. It 
is therefore likely that Congress did not intend for Users to verify the address. 


There are also practical considerations that arise as a result of the requirement in the 
Proposed Rule to verify an address. For example, it is not clear how a User should reliably 
verify the address. It may be that trusted third parties do not have the address on file. It may 
also be that the User does not have evidence of the address change elsewhere in its files or 
among its affiliates’ information. Reliance on the “consumer” is also not particularly beneficial, 
since the “consumer” may be the identity thief that provided the bogus information in the first 
place. Even if the address could be confirmed, § __.82(d) would impose significant costs on 
Users with little corresponding benefit in light of the fact that the consumer’s identity had 
already been verified prior to confirming the address. It is also unclear how a User can comply 
with the statutory requirement to furnish the address as part of the next regular furnishing cycle if 
the address is not yet confirmed. Had Congress or interested observers understood § 605(h) to 
require address reconciliation, we believe this issue would have been clarified in the statute. 


§ ___.91 Duties of Card Issuers Regarding Changes of Address 


§ 615(e)(1)(C) of the FCRA directs the Agencies to prescribe regulations applicable to 
card issuers to ensure that if a card issuer receives a request for a new or replacement card within 
a short period of time after having received a notification of a change of address, the card issuer 
must verify the validity of the change of address. 


The Proposed Rule would impose obligations on card issuers if they receive a notification 
of a change of address and then receive a request for a new or replacement card within a short 
period of time. The Final Rule should clarify that the obligations apply only if the creditor 
actually changed the address. The risk of identity theft occurs only if the address is changed as a 
result of such notification. 







The Final Rule should provide that financial institutions comply with this provision if 
they verify the address at the time of the address change request or the time of issuance of a new 
card, whether or not the address change and the new card request are linked. Most financial 
institutions do not link an address change request with a card request and it is not clear whether 
this remains a significant indicator of fraud. While it might have been so at one time, it appears 
that fraudsters have shifted from using this technique, thwarted by fraud prevention procedures. 


It is also important that the Final Rule allow broad leeway in the methods used by 
financial institutions to verify address changes. Currently, financial institutions use a variety of 
means to verify address changes and those methods change and will continue to change. The 
Final Rule should also specifically allow financial institutions to verify the address change 
through verification of the customer’s identity. In some cases, this may be the most effective 
verification of the address change and is one method recognized under the CIP Rules. 


JPMorgan Chase & Co. appreciates the opportunity to comment on the Proposed Rule. If 
you would like to discuss any of our comments in more detail, please contact Andrea J. Beggs at 
312-732-5345. 


Very truly yours, 


Andrea J. Beggs 
Senior Vice President 


JPMorgan Chase & Co. • IL1-0290, 1 Chase Tower, Chicago, IL 60670 
Telephone: 312-732-5345 • Facsimile: 312-732-3596 


andrea.beggs@chase.com 
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     September 18, 2006 


VIA Electronic Delivery regs.comments@occ.treas.gov 
Office of the Comptroller of the Currency 
250 E Street, SW. 
Public Reference Room 
Mail Stop 1-5 
Washington, DC 20219. 


Re: OCC Docket No. 06-07; FR Doc. 06-06187 
Fair and Accurate Credit Transactions Act of 2003: Identity 
theft red flags and address discrepancies 


Dear Sirs and Madams: 


This letter is submitted on behalf of KeyCorp (“Key”) in response to the proposed 
rulemaking (“Proposed Rule”) and request for public comment by the Federal Trade 
Commission, the Office of the Comptroller of the Currency (“OCC”) and other 
regulatory agencies (collectively, the “Regulators”) published in the Federal Register on 
July 18, 2006.  Pursuant to the Fair Credit Reporting Act (“FCRA”) as amended by the 
Fair and Accurate Credit Transactions Act of 2003 (“FACT Act”), the Proposed Rule 
would regulate identity theft red flags and address  discrepancies under Sections 115 and 
315 of the FACT Act. 


About KeyCorp 


Cleveland-based KeyCorp is one of the nation's largest bank-based financial-
services companies, with assets of approximately $95 billion. Key companies provide 
investment management, retail and commercial banking, consumer finance, and 
investment banking products and services to individuals and companies throughout the 
United States and, for certain businesses, internationally. The company's businesses 
deliver their products and services through branches and offices and a network of 
approximately 2,200 ATMs. 


Key shares the Regulators’ concerns about the growing problem of identity theft 
and agrees that financial institutions have a role in preventing the harm that can result 
when an individual’s identity is stolen.  However, we have several concerns about the 
Proposed Regulations 
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Definitions of “Customer” and “Account” 


The Proposed Regulations set forth extremely broad definitions of “customer” and 
“account.”  The definition of “customer,” by including all types of businesses and 
entities, is at odds with the manner in which the term is used in other parts of the FACT 
Act. The term “account” does not even appear in the FACT Act, but the proposed 
definition expands on the use of the term in other parts of the Fair Credit Reporting Act. 


The Proposed Regulations largely rely on the fact that the financial institutions 
have been required to adopt similar policies and procedures in response to other 
regulations, such as those under the USA Patriot Act and the Interagency Guidelines 
Establishing Information Security Standards (“Information Security Standards”). 
However, the definitions of “customer” and “account” in the Proposed Regulations are 
much more encompassing that those contained in these other regulations.   As a result, 
financial institutions will need to adopt and oversee policies and procedures for areas that 
were previously outside the scope of regulatory oversight under the FACT Act.  Some of 
these areas, such as commercial banking, investment banking, and commercial leasing 
businesses may be considered low risk for identity theft. Yet, these areas will have to 
participate in the enterprise-wide Program mandated by the Proposed Regulations. 


Key urges the Regulators to reconsider the definitions of “customer” and account” 
and to craft definitions that are better aligned with the definitions of those terms 
contained in the FACT Act. 


Definition of “Identity Theft” 


Key is also concerned that the proposed definition of “Identity Theft” is too broad 
and confusing.  As a result of the broad definition, many of the specific examples set 
forth in Exhibit J of the Proposed Regulations, are examples of types of fraud that would 
not typically be associated with identity theft, such as credit card fraud.  The definition of 
Identity Theft contained in the FACT Act starts with the premise that identity theft 
involves the misuse of a natural person’s “identifying information.”  We ask that the 
Regulators adopt a narrower definition of identity theft, such as that proposed in the BITS 
comment letter, so that the regulation remains focused on crimes that result from misuse 
of identifying information. 


Need to Show a “Reasonable Basis” for Excluding a Red Flag 


The Proposed Regulations repeatedly state that each financial institution must 
conduct its own risk review to determine which of the Red Flags are relevant to its 
business.  However, that  “[a]n institution or creditor must have a reasonable basis for 
concluding that a Red Flag does not evidence a risk of identity theft” effectively shifts the 
burden of proof to the financial institution to demonstrate that its Program decisions are 
correct.  The basic presumption therefore becomes that all of the Red Flags identified in 
the Proposed Regulation apply to each financial institution, and the financial institution 
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excludes one or more at its own risk.  Such a presumption could even apply to account 
level decisions, such as a determination to exclude a particular type of account from 
monitoring for one of the Red Flags. 


Shifting the burden of demonstrating a “reasonable basis” for excluding a Red 
Flag is inconsistent with the risk-based approach promulgated in the Proposed 
Regulation.  We ask that the Regulators clarify the language in the Proposed Regulation 
to make it clear that a financial institution has the ability to exercise its discretion in 
analyzing the Red Flags’ applicability to its business and that its determinations made 
pursuant to a risk review will be presumed to be reasonable. 


Cost of Compliance 


Key believes that if the Proposed Regulations remain as they are, particularly with 
regard to the definitions of customer and account, and the presumption that each financial 
institution’s Program must address all 31 Red Flags listed in Appendix J, the cost of 
compliance will be much higher than the Regulators have projected.  For example, the 
expansion of customer identification programs beyond what is currently required by 
Section 326 of the USA Patriot Act, will, by itself, require substantial planning, 
implementation time and training, as well as additional staffing. 


Key appreciates the opportunity to comment on this important topic.  If you have 
any questions concerning these comments, or if we may otherwise be of assistance in 
connection with this matter, please do not hesitate to contact the undersigned.


      Sincerely,


      /Forrest  Stanley/
      Forrest  Stanley
      Senior Vice President and 
      Deputy  General  Counsel  
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(716) 841-5733 


       September 18, 2006 


Office of the Comptroller of the Currency 
250 E Street, S.W. 
Public Reference Room, Mail Stop 1-5 
Washington, D.C.  20219 
Docket No. 06-07 


Jennifer J. Johnson, Secretary 
Board of Governors of the Federal Reserve System 
20th Street and Constitution Avenue, N.W. 
Washington, D.C.  20551 
Docket No. R-1255 


Re: Identity Theft Red Flags under the FACT Act 


Dear Sir or Madam: 


HSBC North America Holdings Inc. (“HNAH”) submits this comment letter in response 
to the Proposed Rule (“Proposal”) issued by the Office of the Comptroller of the 
Currency (“OCC”), the Board of Governors of the Federal Reserve System (the “Board”), 
the Federal Deposit Insurance Corporation, and the Office of Thrift Supervision 
(together, the “Agencies”), regarding identity theft red flags and address discrepancies 
under the Fair and Accurate Credit Transactions Act of 2003.  HNAH is a registered 
financial holding company with various U.S. banking and nonbanking subsidiaries, 
including two national banks, HSBC Bank Nevada, N.A. and HSBC Bank USA, National 
Association that would be subject to the Proposal.  We appreciate this opportunity to 
submit comments. 


Summary of Comments 


The Agencies have stated their intent, in promulgating the proposed rules (the 
“Proposal”), to provide a “flexible risk-based approach” to implement the Red Flag 
Regulations similar to that used in the “Interagency Guidelines Establishing Information 
Security Standards (the “Information Security Standards”).  We agree that this should be 
the goal of the Red Flag regulations. By following the approach used in the Information 
Security Standards, the Agencies will permit a financial institution to implement a 
comprehensive identity theft prevention program tailored to the risks specific to that 
institution. We are concerned, however, that the Proposal is overly prescriptive and will, 
in fact, complicate the efforts of financial institutions to detect and prevent identity theft 
by requiring them to spend time on procedures that do not necessarily address high risk 
factors. 







Office of the Comptroller of the Currency 
Board of Governors of the Federal Reserve System 
11/9/2006 


The following summarizes our comments on specific portions of the Proposal. 


Definitions. 


The term “account” is defined as a continuing relationship established to provide 
a financial product or service that a financial holding company could offer by engaging in 
a financial activity under § 4(k) of the Bank Holding Company Act.  Since the term 
“account” is already defined in the Fair Credit Reporting Act as a demand deposit or 
similar consumer asset account, we believe that the Proposal should avoid using the same 
term to address a broader concept.  The term “continuing relationship” has been proposed 
as an alternative by other commenters and we agree that this term could be used in place 
of  “account” without affecting the substance of the Proposal. 


The Supplementary Information indicates that the term “account” is intended to 
include business accounts, and that the term “customer” includes partnerships, 
corporations, trusts, and government entities. We strongly urge the Agencies to exclude 
business purpose accounts from the application of the Red Flag regulations.  Many of the 
Red Flags listed in Appendix J are related to consumer reports and personal identification 
information.  While this information may be obtained for principals in a business 
transaction, it is not used as a means of verifying the identity of the business that is 
obtaining the account relationship.  In our experience, commercial accounts, including 
small business accounts, are at much less risk of being the target of identity theft. By 
expanding the scope of these definitions to include commercial accounts and entities 
other than individuals, the Proposal will require financial institutions to create procedures 
to address Red Flags for transactions where the risk of such fraud is relatively low and for 
which those Red Flags have limited application. Financial institutions should be allowed 
to direct their fraud prevention resources to the areas of highest risk. 


The Agencies have requested comment on whether the definition of “account” 
should include relationships that are not continuing.  Accounts that are not continuing 
should not be included if: 1) a customer cannot re-establish a relationship with a financial 
institution solely at its request and, 2) a credit review by the institution is required to re­
establish  the account. The risks of identity theft on relationships that are not continuing 
are mitigated through controls established in the credit review process to detect fraud. 


Identity Theft Program 


We agree with the Agencies that the approach provided in the Information 
Security Standards should be used as a model for development of the Identity Theft 
Prevention Program (the “Program”).  While the Information Security Standards identify 
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some specific considerations for management and control of identified risks, they 
generally permit financial institutions to make their own assessments of information 
security risks and develop policies and procedures appropriate to those risks.  They do 
not dictate procedures that must be implemented to meet the required objectives. 


The requirement that institutions develop policies and procedures to detect Red 
Flags that pose a “possible risk of identity theft” implies that institutions must identify all 
risks and develop procedures to prevent or mitigate them, without regard to the 
significance of the risk.  This requirement seems inconsistent with the Agencies’ intent to 
create a flexible risk-based approach. 


The list of Red Flags identified in the Appendix may be useful examples of 
current Red Flags, but the Proposal should clearly state that the list is provided only for 
purposes of illustration.  Without that clarification, we are concerned that the list may be 
used by examiners as a required list for consideration by all institutions in their Programs. 
Institutions should be permitted to use their own experience and expertise to identify the 
Red Flags most relevant to their business.  The focus on this portion of the Program 
should be assessment of risk factors based on likelihood and significance of those risks to 
the assessing institution, rather than mere enumeration of all possible risks. 


As is the case with the Information Security Standards, the Proposal should state 
the objective of the Program and give financial institutions sufficient flexibility to 
achieve that objective, without dictating a specific process. 


Oversight for Service Provider Arrangements 


The Agencies have requested comment on whether the objectives of the Program 
can be fulfilled if service providers are permitted to implement a Program that differs 
from the programs of the financial institutions for which they provide services. We 
believe that the Proposal correctly addresses the role of service providers. A service 
provider must have flexibility to meet the objectives of the Proposal without having to 
tailor its services to the Program requirements of each company for which it provides 
service.  A similar approach is taken in the Information Security Standards, and we 
believe that it is the correct approach for the Final Rule. 


Involvement of Board of Directors or Senior Management 


The Proposal requires that the board of directors or an appropriate committee of 
the board approve the Program. It also requires the board, an appropriate committee of 
the board, or senior management, to oversee the development, implementation and 
maintenance of the Program.  We are concerned that this level of board oversight will 
inhibit the ability of financial institutions to respond quickly to new fraud schemes by 
delaying implementation of appropriate Program modifications.  Documents requiring 
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board or board committee approval require extensive and time-consuming preparation. 
The board approval process is therefore not appropriate for policies and procedures 
requiring rapid response. Moreover, the Agencies recognize that not all financial 
institutions have a board of directors and permit those institutions to designate an 
employee to fill that role, thereby inequitably assigning the burdensome board approval 
requirement to some, but not all, institutions. We request that this portion of the Proposal 
be revised to permit all institutions to appoint an appropriate member of senior 
management to be responsible for the development and implementation of the Program. 


Duties of Users of Consumer Reports Regarding Address Discrepancies 


Section 605(h) of the FCRA requires a User of consumer reports to form a 
reasonable belief that the User knows the identity of the consumer.  We support the 
Agencies’ inclusion in the Proposal of the statement that a User that employs the 
procedures set forth in the Customer Identification Program (“CIP”) rules of the USA 
Patriot Act Section 326 satisfies the requirement to verify the identity of a consumer for 
whom it has received a notice of an address discrepancy.  However, the Agencies should 
clarify the statement in the Supplementary Information that reliance on its CIP for 
compliance with the rule applies only if the User applies its CIP policies in all situations 
where it receives notice of a discrepancy.  Since reliance on CIP may not be necessary in 
all cases, we do not understand why a choice to not use CIP in some cases would negate a 
process that is otherwise deemed compliant. 


Duties of Card Issuers Regarding Changes of Address 


The Proposal requires credit and debit card issuers to implement reasonable 
policies and procedures to assess the validity of change of address requests.  We urge the 
Agencies to give financial institutions broad discretion in verifying address changes.  For 
example, verification of the customer’s identity through use of CIP is an effective means 
of verifying the validity of an address change and should be considered a reasonable 
means of meeting this obligation.  Requiring additional procedures to assess the validity 
of the change would be redundant in cases where the institution has confirmed the 
identity of the customer that is making the request.  In addition, the financial institution 
should have the discretion to rely on its experience in determining whether an address 
change is valid.  For example, a request of address change within the same rural 
geographic area is, in our experience, a low fraud risk and may not require further 
investigation.  On the other hand, a change from a rural address to an address with a high 
known incidence of fraud requires a different level of investigation. 


Effective Date 


We request that the Agencies provide institutions with sufficient opportunity to 
review and implement the Final Rule.  We believe it would be appropriate to establish an 
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immediate effective date of the Final Rule with mandatory compliance required at least 
one year after it is published in the Federal Register. This will give institutions the 
ability to conduct an inventory of existing operations while developing new programs 
that may be necessary for compliance. 


We appreciate the opportunity to comment on the Proposal.


      Sincerely,


      Patricia N. Grace 
      Deputy  General  Counsel
      HSBC  Bank  USA,  National  Association  


(716) 841-5733 


PNG\PRIVACY TASK FORCE\Red Flag comments 
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STILLWATER NATIONAL BANK 
P . O . B o x 1 9 8 8 , S t i l l w a t e r , O K 7 4 0 7 6 


September 18, 2006 


Jennifer J. Johnson, Secretary 
Board of Governors of the Federal Reserve System 
20th Street and Constitution Avenue, NW 
Washington, DC 20551 


RE: Identity Theft Red Flag Guidelines 
FRB Docket No. R-1255 


VIA E-MAIL: regs.comments@federalreserve.gov 


Ladies and Gentlemen: 


I am writing to submit comments related to the proposed regulation implementing 
Sections 114 and 315 of the Fair and Accurate Credit Transactions Act of 2003 (“FACT 
Act”). 


A $2.2 billion organization, Stillwater National Bank and its affiliates are committed to 
our information security programs and are certainly concerned about the increasing 
incidents of identity theft and fraud on a national basis. However, we are disturbed 
about aspects of the regulation as proposed. 


Speaking generally, all other issues aside, we are perplexed as to how we can possibly 
comply with the far-reaching and all-encompassing aspects of the proposal. We do not 
currently have systems and resources to accomplish the requirements that appear to 
be mandated by the proposal. Further, our initial analysis indicates implementing such 
systems will be very costly, with no readily apparent compensatory benefit. 


As noted, we are already committed to our information security protection and fraud 
prevention programs. We believe we react to emerging threats and adjust our 
procedures as necessary to respond to our environment. We identify persons opening 
accounts under our Customer Identification Program (USA PATRIOT Act §326), and we 
already reconcile noted discrepancies. We monitor accounts for suspicious activity as 
required by the Bank Secrecy Act and related laws and regulations. We have a risk-
based customer information security program that provides a framework for ensuring 
the protection of customer information. We train front-line staff to be aware of people 
and situations, both customers and non-customers. We identify individuals and entities 
when checking against Office of Foreign Assets Control lists and when Bank Secrecy 
Act recordkeeping thresholds are met. We have a fraud investigator who monitors 
appropriate reports and follows up when necessary. We attempt to educate our 
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customers about emerging threats, including placing warnings on our website. It is not 
only in our customers’ best interest for us to do these things, but in many cases, we 
also reap the benefit. We do this because it is the right thing to do and because from a 
business perspective, fraud identification is a prudent thing to do. However, to burden 
us with additional layers of regulation and paperwork will not improve those processes. 
In fact, it may serve to hamper our processes as we are required to address issues of 
form over issues of substance. 


Banks already have a responsibility to our customers, and consumers already enjoy 
significant protections under various regulations. While financial institutions are called 
upon to subsidize more and more due diligence, there is little corresponding 
requirement for personal accountability. For example, Regulation E provides 
considerable protection for consumers in electronic fund transfers. However, there is 
no negligence standard. Consumers may recklessly write their personal identification 
number on their card and if someone uses that card to obtain funds or goods 
fraudulently, the bank may have to accept the financial loss. 


Overall, we are concerned about what appears to be a rigid and regimented, checklist-
type approach to an issue that requires the ability to react quickly. In addition, some 
areas of specific concern are addressed below. 


1 . Definitions of “account” and “customer” 


The proposal considers expanding the definition of “account” to include 
relationships that are not continuing. We do not believe this would be of any 
material assistance in identifying or deterring identity theft. Further, the 
requirement to validate information about individuals with whom we may have 
one contact will cause substantial burden. We already retain identifying 
information in certain circumstances (e.g., cash sales of monetary instruments 
and wire transfers), but the encumbrance of additional verification would in all 
probability ensure the few banks remaining who, like us, continue to provide 
services for non-customers will cease to provide such services. 


The proposal also expands the definition of “customer” to include business 
customers. One of the primary concerns of the Fair Credit Reporting Act is 
consumer reports. However, our bank’s due diligence related to business 
customers primarily involves processes and investigation not related to 
consumer reports. Further, we believe businesses are less likely to be the victim 
of identify theft and that businesses should be held to a higher standard than 
consumers for having their own internal controls in place. While we believe 
personal accountability should be expanded across the board, there should 
certainly be an added expectation that business entities will have their own 
controls in place. We request “customer” be limited to consumer accounts. 
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2. “Prevent” identity theft 


While possibly only an issue of semantics, we are concerned about the verbiage 
contained in several areas of the proposal. It is impossible for any organization 
to develop a program that will ensure the PREVENTION of identity theft. The 
proposal states the program “…must include policies and procedures to prevent 
identity theft from occurring….” (emphasis added). We cannot possibly meet 
that standard. While we will certainly support a program that will strive to ensure 
the deterrence and detection of identify theft, we can in no way guarantee that 
identity theft will be prevented. We do not have ultimate control of our 
customers, their lives, and their information. We will continue to try to deter and 
detect identity theft or other fraud, but cannot be held accountable for instances 
where customers are careless or negligent with their personal information. 
Further, we believe this level of responsibility is not mandated by the FACT Act, 
where the regulatory agencies are directed to prescribe regulations requiring 
banks to “establish reasonable policies and procedures” for implementing 
“guidelines….regarding identity theft”. Therefore, we request the verbiage be 
amended to reflect the ultimate goal of identification of possible instances of 
identity theft. 


3. Anomalous account patterns 


We are a $2.2 billion organization with offices in three states. Given our size 
and geographies, we are too big to monitor accounts for anomalous usage on a 
manual basis. However, we are too small to afford the multi-million dollar 
software programs used by big banks to identify anomalies. In this case, not big 
and not small does not result in “just right”. This proposal would require we 
monitor all accounts – from home equity lines of credit to checking accounts. 
Our initial inquiries have indicated detection tools are not currently available in a 
reasonable price range for our size. In fact, many vendors do not yet have a 
product available. At this point, we cannot identify the specific cost, but believe 
it to be substantial. Further, under this proposal, even if we could acquire the 
technology to identify anomalies, this would not be the end of our 
responsibilities. We would then be required to investigate such instances, with a 
considerable increase in human resources in order to find out our customers are 
vacationing in Europe, paying for an elaborate wedding, or doing some early 
Christmas shopping. We already have risk-management tools and processes in 
place and review reports such as those related to large items. However, we 
cannot (without considerable and unreasonable expense) monitor as described 
in the red flag guidance. We request the regulatory agencies amend the 
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guidance to clarify and ensure examiners will not expect all banks to include all 
red flags – regardless of size, risk, or other already existing controls. 


4. Risk-based compliance 


We recognize the proposal discusses risk-based compliance efforts determined 
by an assessment of those risks. However, anecdotal information from our 
peers across the country suggests that in areas where we are already required 
to perform risk assessment, examiners often second-guess the bank’s own 
analysis. The bank’s assessment is sometimes even disregarded in favor of 
examiners’ opinions or checklists. As noted above, we request the proposal 
clearly outline and support a risk-based approach, removing such language as 
“must” from the discussion of incorporation of red flags, for example. 


5. Additional regulatory burden 


We believe the regulation as proposed will have a significant impact on our 
institution. To implement such a program will require sizeable investment in 
technologies and additional human resources. While we understand the 
directive to identify possible risks to our customers and for the regulatory 
agencies to provide guidelines regarding identity theft, we maintain we already 
have processes in place addressing those issues. These processes have been 
developed over time in response to our markets and the risks we perceive, and 
have been integrated into our existing business lines and processes. However, 
we believe the proposal presented will require us to layer additional structure 
that would provide little, if any, corresponding additional control. We request the 
regulatory agencies reconsider the rigidity and structure required by the 
proposal. 


Thank you for the opportunity to comment on this proposal. 


Respectfully, 


Priscilla J. Barnes signature 


Priscilla J. Barnes, CRCM 
Vice President 
Regulatory Risk Management 


www.banksnb.com 



http://www.banksnb.com






Jennifer J. Johnson, Secretary 
Board of Governors of the Federal Reserve System 
20th Street & Constitution Avenue N. W. 
Washington, DC 20551 


The Farmers Bank of Appomattox 
PO Box 216 
Appomattox, Virginia, 24522 


Docket Number R-1255 


Federal Reserve Board: 


We have concerns about the burden this proposal could have on the financial industry and 
community banks in particular. Particular areas of concern are as follows: 


1. Dealing with address changes with consumer reporting agencies. We are 
currently going through address changes to the majority of customers in our area 
due to 911 addresses being assigned. In this case there would be an address 
discrepancy in nearly every case. A significant amount of time could be required 
to address each discrepancy and at the same time create documentation to prove 
that each discrepancy has been addressed, especially in cases where the whole 
area is going through a 911 address change. Our bank continues to do the majority 
of transactions face-to-face and new customers are checked through JD's and CIP 
checks, which includes reviewing a photo identification. 


2. Vague requirements such as "monitoring" and "detecting" possible cases of 
identity theft for all of the banks accounts could mean a large range of definitions 
and cause liability to the banking industry in cases where identity theft was 
missed. There will be no fool proof system that can pick up all cases of identity 
theft and for community banks systems, reports, personnel costs could become a 
significant burden. Banks are already dealing with heavy costs due to the Bank 
Secrecy Act, Patriot Act and SOX 404 where considerable amounts of time, 
personnel, software programs, and possible fines for inadvertent errors, hang over 
our heads on a daily basis. Adding further responsibilities (liability) such as 
subjective and burdensome identity theft regulations would further hamper our 
ability to adequately service the very consumers you are trying to protect. 
Somewhere along the line it needs to be recognized the financial industry is to 
provide financial services to consumers and not a police industry for the 
government. Community banks continue to carry an inordinate share of burden as 
to costs, personnel, and drain on profits due to regulatory requirements. 


Yours truly, 
Michael F. Ledin signature 


Michael F. Ledin Senior Vice President 
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Proposal: Interagency Notice of Proposed Rulemaking: Identity Theft 
Red Flags and Address Discrepancies under the Fair and 
Accurate Credit Transactions Act of 2003 


Document ID: R-1255 
Document Version: 1 
Release Date: 07/18/2006 
Name: Barbara S James 
Affiliation: Citizens Bank 
Category of Affiliation: Other 
Address: PO Box 2156 


City: Batesville 
State: AR 
Country: UNITED STATES 
Zip: 72501 
PostalCode: n/a 


Comments: 
We are already implementing policies and procedures for the prevention of identity theft with CIP. 
Our new account reps and our customers already go to great lengths to verify a person's identity. 
This would only be duplication of existing processes and further overburden financial institutions 
who are charged with enforcing these new policies. At some point it becomes repetitious and 
unreasonable. 
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Proposal: Interagency Notice of Proposed Rulemaking: Identity Theft 
Red Flags and Address Discrepancies under the Fair and 
Accurate Credit Transactions Act of 2003 


Document ID: R-1255 
Document Version: 1 
Release Date: 07/18/2006 
Name: Jeff Reves 
Affiliation: Citizens Bank 
Category of Affiliation: Commercial 
Address: 200 South Third Street 


City: Batesville 
State: AR 
Country: UNITED STATES 
Zip: 72501 
PostalCode: 72501 


Comments: 
Concerning this proposal, I feel that banks are already overburdened with the Patriot Act, let alone 
adding another rule change. It is very hard for banks to provide the customer service that so many 
good people value due to the increasing necessity to police customers at account opening and 
throughout the life of the account. 








Date: Aug 18, 2006 


Proposal: Interagency Notice of Proposed Rulemaking: Identity Theft 
Red Flags and Address Discrepancies under the Fair and 
Accurate Credit Transactions Act of 2003 


Document ID: R-1255 
Document Version: 1 
Release Date: 07/18/2006 
Name: Carla J Martin 
Affiliation: 
Category of Affiliation: 
Address: 


City: Batesville 
State: AR 
Country: UNITED STATES 
Zip: 72501 
PostalCode: n/a 


Comments: 
I believe that financial instutions are already overburdened with identity related regulations. 
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Proposal: Interagency Notice of Proposed Rulemaking: Identity Theft 
Red Flags and Address Discrepancies under the Fair and 
Accurate Credit Transactions Act of 2003 


Document ID: R-1255 
Document Version: 1 
Release Date: 07/18/2006 
Name: Amanda Whiteaker 
Affiliation: 
Category of Affiliation: 
Address: 


City: Batesville 
State: AR 
Country: UNITED STATES 
Zip: 72501 
PostalCode: n/a 


Comments: 
Financial institutions are already doing most of this due to CIP and are already overburdened with 
identity related regulations. 
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Proposal: Interagency Notice of Proposed Rulemaking: Identity Theft 
Red Flags and Address Discrepancies under the Fair and 
Accurate Credit Transactions Act of 2003 


Document ID: R-1255 
Document Version: 1 
Release Date: 07/18/2006 
Name: Robin L Brock 
Affiliation: The Citizens Bank 
Category of Affiliation: Commercial 
Address: 200 S. College St 


City: Batesville 
State: AR 
Country: UNITED STATES 
Zip: 72501 
PostalCode: n/a 


Comments: 
Our Bank is a $500 million dollar bank with 150 employees. We are already overburdened with the 
US Patriot Act (CIP prgram). We simply do not have the time or resources to further complicate our 
work days. We are a small community and a privately owned Bank and should not be further 
burdened down by rules that larger areas must adopt. 





