
From: Greenfield, Neil C
To: PRAINFO
Subject: RE: FFIEC Cybersecurity Assessment Tool
Date: Thursday, August 27, 2015 11:30:00 AM
Attachments: image001.png

The tool that is currently developed is in a spreadsheet form, which can be somewhat tedious to use
 for ongoing assessments.
 
There is a tool that was developed by the U.S. Department of Homeland Security (DHS), which is
 called the “Cyber Security Evaluation Tool” (CSET) that encompasses the same controls that are
 listed in the FFIEC IT Examination Handbook as well as the tool itself.
 
Since the DHS has responsibility for leading in the protection for the 16 Critical Infrastructure Sectors
 (including Financial Services), it might be worthwhile for the FFIEC to investigate using this tool in
 lieu of a spreadsheet tool.
 
It also might be worthwhile to investigate getting the FFIEC controls incorporated into the CSET tool
 as well.
 
The CSET tool currently encompasses the following control standards/question sets:
 

·         NIST SP 800-53
·         NIST SP 800-82
·         Consensus Audit Guidelines
·         Components Questions Set
·         CFATS Risk-Based Performance Standards Guide 8-Cyber
·         CNSSI No. 1253 Baseline
·         CNSSI No. 1253 Industrial Control (ICS) Overlay V1
·         Catalog of Recommendations Rev 7
·         DOD Instruction 8500.2
·         INGAA Control Systems Cyber Security Guidelines for the Natural Gas Pipeline Industry
·         Key Questions Set
·         NIST Framework for Improving Critical Infrastructure Cybersecurity V1
·         NEI 0809 Cyber Security Plan for Nuclear Power Reactors
·         NERC CIP
·         NISTIR 7628
·         NRC Regulatory Guide
·         TSA Pipeline Security Guidelines
·         Universal Questions Set

 
_____________________________________________________________________
 
Neil C. Greenfield, CRISC, CISM, CISSP-ISSAP, CISA 
Vice President - Information Risk Lead
Corporate Technology & Risk | Third Party Risk Management
JPMorgan Chase NA | 1111 Polaris Parkway | OH1-1141 | Columbus, Ohio 43240-2050

mailto:neil.c.greenfield@jpmchase.com
mailto:PRAINFO@occ.treas.gov
https://ics-cert.us-cert.gov/sites/default/files/FactSheets/CSET%20Fact%20Sheet_20140528.pdf
http://www.dhs.gov/critical-infrastructure-sectors
http://www.dhs.gov/financial-services-sector
http://www.linkedin.com/in/ncgreenfield






Telephone: 614.217.8885 | Mobile: 614.537.2117 | Email: neil.c.greenfield@jpmchase.com
 

This communication is for informational purposes only. It is not intended as an offer or
 solicitation for the purchase or sale of any financial instrument or as an official confirmation
 of any transaction. All market prices, data and other information are not warranted as to
 completeness or accuracy and are subject to change without notice. Any comments or
 statements made herein do not necessarily reflect those of JPMorgan Chase & Co., its
 subsidiaries and affiliates (collectively, "JPMC"). This transmission may contain information
 that is proprietary, privileged, confidential and/or exempt from disclosure under applicable
 law. If you are not the intended recipient, you are hereby notified that any disclosure,
 copying, distribution, or use of the information contained herein (including any reliance
 thereon) is STRICTLY PROHIBITED. If you received this transmission in error, please
 immediately contact the sender and destroy the material in its entirety, whether in electronic
 or hard copy format. Although this transmission and any attachments are believed to be free
 of any virus or other defect that might affect any computer system into which it is received
 and opened, it is the responsibility of the recipient to ensure that it is virus free and no
 responsibility is accepted by JPMC for any loss or damage arising in any way from its use.
 Please note that any electronic communication that is conducted within or through JPMC's
 systems is subject to interception, monitoring, review, retention and external production in
 accordance with JPMC's policy and local laws, rules and regulations; may be stored or
 otherwise processed in countries other than the country in which you are located; and will be
 treated in accordance with JPMC policies and applicable laws and regulations. Please refer to
 http://www.jpmorgan.com/pages/disclosures for disclosures relating to European legal
 entities.

file:////c/neil.c.greenfield@jpmchase.com

