USMC BAACS Screenshots for
OMB 0703-0061

The following screen contains the Privacy Act Statement and Agency Disclosure Statement and is
displayed once, each time that the Application is started.

BAACS OMB CONTROL NUMBER 0703-0061 EXPIRES MMIDOYYYY

Theeat Lovel Nomal [Csetngs ] JGS Comm 2
(AUTO) ¥ v | Lpdate Time ?
PRIVACY ACT STATEMENT:

AUTHORITY: 10 US.C. 113, Secretary of Defense; DoD Directive 1000.25, DoD Personnel identity Protection (PIP) Program; DoD Instruction 5200.08,
Security of DoD Installations and Resources and the DoD Physical Security Review Board (PSRB); DoD 5200.08-R, Physical Security Program; DoD Directive
5200.27, Acquisition of Information Concerning Persons and Organizations not Affiliated with the Department of Defense (Exception to policy memos);
Directive-Type Memorandum (DTM) 09.012, Interim Policy Guidance for DoD Physical Access Control; DTM 14.005, DoD Identity Management Capability
Enterprise Services Application (IMESA) Access to FBI National Crime Information Center (NCIC) Files; and E.O. 9397 (SSN), as amended; OPNAVINST
5530.14E, Nawy Physical Security and Law Enforcement Program; Marine Corps Order P5530.14, Marine Corps Physical Security Program Manual; SORN
NMO05512-2, Badge and Access Control System Records and DMDC 16, Identity Management Engine for Security and Analysis (IMESA):
http://dpcld defense gov/Privacy/SORNsIndex

PURPOSE(S): To control physical access to Department of Defense (DoD), Department of the Navy (DON) or U.S. Marine Corps Installations/Units
controlled information, installations, facilities, or areas over which DoD, DON, or U.S, Marine Corps has security responsibilities by identifying or verifying
an individual through the use of blometric databases and associated data processing/information senvices for designated populations for purposes of
protecting U.S./Coalition/allied government/national security areas of responsibility and information; to issue badges, replace lost badges, and retrieve
passes upon separation; to maintain visitor statistics; collect information to adjudicate access to facility; and track the entry/exit times of personnel.
ROUTINE USE(S): To designated contractors, Federal agencies, and foreign governments for the purpose of granting Navy officials access to their facility.
DISCLOSURE: Providing registration information is voluntary. Failure to provide requested information may result in denial of access to benefits,
privileges, and DoD installations, facilities and buildings.

AGENCY DISCLOSURE STATEMENT:

The public reporting burden for this collection of information is estimated to average 10 minutes per response, including the time for reviewing
instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the collection of information.
Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing the burden, to
the Department of Defense, Washington Headquarters Services, Executive Services Directorate, Directives Division, 4800 Mark Center Drive, East Tower,
Suite 02F09, Alexandria, VA 22350-3100, 0703-0061. Respondents should be aware that notwithstanding any other provision of law, no person shall be
subject to any penalty for failing to comply with a collection of information if it does not display a currently valid OMB control number.

PLEASE DO NOT RETURN YOUR RESPONSE TO THE ABOVE ADDRESS. Responses should be sent to the Base Registrar,
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Figures 1 and 2 represent the Members Person Screen that is used to register a Local Population Identity
in the USMC Biometric and Automated Access Control System (BAACS). This does not apply to DOD
member registration.

Figure 1.  Members Person Screen — Local Population — Blank

Members

Mode Get (AUTO) ™ v

Enter a critical identifiet and click find

Person Location Secondary Tokens Secunty Alerts = Fingerprnts

v &
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Figure 2 represents the Members Person Screen that is used to register a Local Population Identity in the
BAACS. Last and First name are manually entered. If applicable, cadency is selected from drop down
menu.

Figure 2. Members Person Screen — Local Population —
Filled and displaying drop down menu for Cadency

“" Members
Petson | Location | Secondary | Tokens | Security Aletts | Fingerpeints|
EDIPI ‘ Photo
LPEDIPI
System Type
Local Facilty Categeory
DoD Personnel Category
Last Name MCTest1
Fast Name MCTestl
Middie Name B
Cadency Jr w8
Gendes M Sr v
Race Whie :I v
Date of Birth [¥11930-01-01 v 1
D 939339339 v
1D Type S-SSN N
US Citizen Y v
Citizen of United Kingdom v
Undefined A
Undefined O v
Hesght finches]
Weight (pounds)
Eye Color Blue v
Hax Color Brown v
[ Save ] [ Close ]
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Figure 3 represents the Members Person Screen that is used to register a Local Population Identity in the
BAACS. Gender is selected from drop down menu.

Figure 3.  Members Person Screen — Local Population —
Filled and displaying drop down menu for Gender

“" Members
Mode Save (SEN N
Recod not found Begn modifying the blank record to enter Sa
Pesson | Location | Secondary | Tokens = Security Aleits | Fingesprints |
s | Phaoto
LPEDIP!
System Type
Local Facilty Categeory
DoD Personnel Category
Last Name MCTest1
Fast Name MCTestl
Middie Name B
Cadency Ji b
Gendes M M At
Race Whie d 2=t
Date of Bith 1500101 ¥
ID 939333333 |
ID Type S-SSN i
US Ciizen Y b
Citizen of United Kingdom Y
Undefined e
Undefined O ¥
Height finches]
Weight (pounds)
Eye Colos Blue bt
Hax Color Brown Y
[ Save ] [ Close ]
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Figure 4 represents the Members Person Screen that is used to register a Local Population Identity in the
BAACS. Race is selected from drop down menu.

Figure 4.  Members Person Screen — Local Population —
Filled and displaying drop down menu for Race

“ " Members
Mode Save L
Recoed not found  Begn modifying the bls d to entet Save mode
Person | Location | Secondary | Tokens | Security Alerts | Fingerpeints |
EDIP ‘ , Photo
LPEDIPI
System Type
Local Facilty Categeory
DoD Personnel Category
Last Name MCTestl
Fast Name MCTest1
Middie Name B
Cadency Ji o
Gendes M <
R
fes Whie White .
Date of Birth [¥]1930-01.01  African American or Black
: Asian
ID
333339333 American Indian or Alaskan Native
ID Type S-SSN Native Hawaiian or Other Pacific Islander
US Citizen Y o
Citizen of United Kingdom v
Undefined !
Undefined O v
Heaght finches]
Weight (pounds)
Eye Color Biue v
Hax Color Brown v
[ Save ] [ Close J
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Figure 5 represents the Members Person Screen that is used to register a Local Population Identity in the
BAACS. The ID number taken from the ID that is presented to the USMC registrar is manually entered.
The ID Type is selected from drop down menu.

Figure 5. Members Person Screen — Local Population —
Filled and displaying drop down menu for Id Type

<" Members

Mode Save SSH ¥
Recoed not found  Begn modifying the blank record to enter Save mode
Pesson | Location | Secondary | Tokens | Security Aletts | Fingerpeinis |
EDIPI Photo
LPEDIPI
System Type
Local Facilty Categeory
DoD Personnel Category
Last Name MCTestl
Fiest Name MCTestl
Middle Name B
Cadency Jt v
Gendes M <
R
fes Wi S —Social Security Number ¥
Date of Birth [¥]1930-01.01 C— Certificate of Naturalization Number
— F—Special 9-Digit DoD code created for
ID
993333333 foreign military and nationals
ID Type S-SSN I — Individual Taxpayer Identification v
US Ciizen Y Number -
L— Alien Registration Number
Citizen of United Kingdor N — Foreign Nation Identifier (Non-US v
_ Passport #; or Federal States of
Undefined Micronesia Passport #; or Republic of .
Undefined O the Marshal Islands Passport #)
Height finches) T—Test ID used only for test purposes
Weight (pounds)
Eye Color Biue v
Hax Color Brown v
[ Save ] [ Close J
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Figure 6 represents the Members Person Screen that is used to register a Local Population Identity in the
BAACS. The US Citizen field is selected from drop down menu.

Figure 6.  Members Person Screen — Local Population —
Filled and displaying drop down menu for US Citizen

“" Members
Mode Save (SEN N
Record not found Bean modifving the blank record to enter 53
Pesson | Location | Secondary | Tokens = Security Aleits | Fingesprints |
s | Phaoto
LPEDIP!
System Type
Local Facilty Categeory
DoD Personnel Category
Last Name MCTest1
Fast Name MCTestl
Middie Name B
Cadency Ji b
Gendes M -t
Race Whie 2=t
Date of Bith 1500101 ¥
ID 939333333 |
ID Type S-SSN i
US Citizen Y ¥ b
Citizen of United Kingdom s %
D=Dual
Undefined e
Undefined O ¥
Height finches]
Weight (pounds)
Eye Colos Blue ¥
Hax Color Brown Y
[ Save ] [ Close ]
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Figure 7 represents the Members Person Screen that is used to register a Local Population Identity in the
BAACS. If other than US Citizenship, the Citizen of is manually entered.

Figure 7.

Members Person Screen — Local Population —

Filled and displaying drop down menu for Citizen of

“ Members

Mode Save

EDIPI

LPEDIPI

System Type
Local Facilty Categeory
DoD Personnel Category
Last Name

Fast Name
Middie Name
Cadency
Gendes

Race

Date of Bith

1D

1D Type

US Citizen
Citizen of
Undefined
Undefined
Hesght (inches]
Weight (pounds)
Eye Color

Haz Color

Pesson | Location | Secondary | Tokens | Security Aletts | Fingespents |

MCTest1

MCTest1

B

Ji

M

Whie

Moo v
939339339

5-SSN

Y

United Kingdom

O v

Biue

Brown

Photo

v
v
v
¥ if other than
US, the Country
v %
is manually

v entered based
onwhatis
v entered in Block
13 on SECNAV
5512/1
v
v

[Save][CloseJ
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Figure 8 represents the Members Person Screen that is used to register a Local Population Identity in the
BAACS. Height and weight are manually entered. Eye color is selected from the drop down menu.

Figure 8.  Members Person Screen — Local Population —
Filled and displaying drop down menu for Eye color

“ " Members
Mode Save (SSN n
Petson | Location | Secondary | Tokens | Securty Aletts | Fingespeints |
EDIPI | S
LPEDIP!
System Type
Local Facilty Categeory
DoD Personnel Category
Last Name MCTest1
Fiest Name MCTest1
Middie Name B
Cadency Ji >
Gendes M s
Race Whie 2t
Date of Birth 10011 v
1D 939339339 |
ID Type S-SSN i
US Ciizen Y %
Citizen of United Kingdom M
Undefined _
Undefined O Y.
Height (inches) Brown
Weight (pounds] Green
Blue

Eye Colos Biue Hazel v
Hair Color Brown glf:: A

" Violet

Unknown [ Save ] [ Close ]
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Figure 9 represents the Members Person Screen that is used to register a Local Population Identity in the
BAACS. Hair color is selected from the drop down menu.

Figure 9.  Members Person Screen — Local Population —
Filled and displaying drop down menu for Hair color

BAACS OMB CONTROL NUMBER 0703-0061 EXPIRES MM/DD/YYYY

Mode Save ssH v
Pesson | Location | Secondary | Tokens | Security Alets | Fingerprints

EDIPY S
LPEDIPI
System Type
Local Facilty Categeory
DoD Personnel Category
Last Name MCTest1
First Name MCTest1
Middie Name £
Cadency Jr e
Gender M =
Race Whie %
Date of Birth l19%0.01-01 v
ID 333333339
ID Type S-SSN ¢
US Citizen Y ¥
Citizen of United Kingdom V:
Undefined _
Undefined O > Blond
Hesght (inches) Brown
Weight (pounds) o
Eye Color Blue Red v
Hax Coloe Brown it

) Silver

Auburn
Bald [ Save J [ Close ]
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Figure 10 represents the Members Person Photo Capture Screen that is used to capture a person’s photo
image as part of the register Local Population Identity step. This does not apply to DOD members.

Figure 10. Members Person Screen — Photo capture screen - Filled

BAACS OMB CONTROL NUMBER 0703-0061 EXPIRES MM/DD/YYYY

Petson

EDIPI
LPEDI

Systen

E [

Local
DoD A

Last N

Fust N

Middle
Cader

Weight
Eye Color Blue ~

Ha Color Brown v

Save ] I Close J
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Figures 11 and 12 represent the Members Location Screen that is used to register the address and
telephone numbers for a Local Population Identity in the BAACS as well as the DOD Authoritative Data
Source for DOD Local Population. This does not apply to DOD members.

Figure 11. Members Location Registration Screen 1 - Blank
BAACS OMB CONTROL NUMBER 0703-0061 EXPIRES MM/DD/YYYY

Mode Get (AUTO) W Y D

Entet o cahcal identbat and chek |

Person Location | Secondaly  Tokens | Secusity Alerts | Fingerprints
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Figure 12. Members Location Registration Screen 1 - Filled

BAACS OMB CONTROL NUMBER 0703-0061 EXPIRES MM/DD/YYYY

Mode Got (AUTO) “  MC400000017006231081 v Resel

Hecord found. Begm modiyng the membex 10 onter Lipdate mode

- Person Location Secondary (0] - Tokens (1] Secunty Alerts (0) | Fingerprints (0]

Maiing Address 1 11122 MCB DRIVE

Mailing Addiess 2 |

City MCB CAMP SPAWAR

State SC - South Catoina ¥
Country US - United States ¥
2ip 23419 .

Postal Extension

Work T elephone

Home Telephone
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Figures 13 and 14 represent the Members Secondary Identification Screen that is used to register Identity
Proofing Documents (e.g. Driver’s License, Passport Identification, or Alien Registration) that is inspected
by the registrar for the purpose of identity proofing prior to registration of a Local Population Identity in the
BAACS. This does not apply to DOD members.

Figure 13. Members Secondary Identification Registration Screen — Blank

Members L= =
Mode Get (AUTO) v G
Pesson | Location| Secondaty | Tokens | Security Alerts = Fingetprints
s
Close
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Figure 14. Members Secondary Identification Registration Screen - Filled

BAACS OMB CONTROL NUMBER 0703-0061 EXPIRES MM/DD/YYYY

Mode Update  |tawroy v nos

Record found. Begin modifying the member to anter Lipdate mode

| Person | Location| Secondary (1) | Tokens (1) | Security Alerts (0) | Fingerprints (0)|

New Secondary

] [+

10  BR549X100344555

1D Type D - Drivers License i
Issue Date iV2013.v[7)3.27 8 |
Expiration Date M2017.0327 v/

State 'SC - South Carolina

County [0S UniedState )

Cro ) (oo
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Figures 15 and 16 represent the Members Token Screen that is used to create and register the Token
(unique Identifier that will be printed in the form of a bar code on the USMC Local Population identification
card). This Token is stored along with the identity information of a Local Population Identity in the BAACS
as well as the DOD Authoritative Data Source for DOD Local Population. The Token Identifier is a globally
unigue number that is automatically generated by the system at the time of Token creation.

Figure 15. Members Token Registration Screen — Blank

BAACS OMB CONTROL NUMBER 0703-0061 EXPIRES MM/DD/YYYY

<" Members

Mode Get (AUTO) W ¥

Enter a crtical identifier and click find

Person | Location | Secondary | Tokens | Security Alerts | Fingerprints

Close
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Figure 16. Members Token Registration Screen - Filled

BAACS OMB CONTROL NUMBER 0703-0061 EXPIRES MM/DD/YYYY

Members

Mode Update  wuro) v - Reset

Reoud found. Bagn modéing the mambet 1o enter Update mode

Person | Location | Secondaiy (0)| Tokens (2) | Secunty Aledts (0) Fingerprints (0)

| ] New Token
(%]

Credential Type

Token Type

Token '
lesue Date “l20130327 v

Expwation Date [“1201603.26 v
Issuer 1D

Category 8 - Visitor ¥
Card Number

Cradential Number

System Code

Credential |ssue Level 1

Revocation Status

Revooation Reason

Revocation Date

Thiz local token must be reserved n PACS, 20 & will be partially ervolled mmediately upon clicking Save/Update.

[ _Puge | [ Updse |
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Figures 17 through 20 represent the Members Fingerprints Screen that is used to capture fingerprints
along with the identity information of a Local Population Identity in the BAACS as well as the DOD
Authoritative Data Source for DOD Local Population.

Figure 17. Members Fingerprint Screen - Blank

BAACS OMB CONTROL NUMBER 0703-0061 EXPIRES MM/DD/YYYY

Members

Mode Get (AUTO) 'vr v

Enter a critical identifier and chick find

 Person | Location | Secondary | Tokens | Secuity Alests Fingerprints
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Figure 18. Members Fingerprint Screen - Filled

BAACS OMB CONTROL NUMBER 0703-0061 EXPIRES MM/DD/YYYY

“ " Members

Mode Update  wure) v

Record found. Begin modéying the membes to enter Update maode

| Pesson | Location | Secondary (0) | Tokens (1) | Secuity Alests (0)| Fingesprints (3)

PACS @ 2013-01-10 00:00:00 (ANSI) | PACS @ 2013-01-10 00.00:00 (ANSI) | New Fingerprint.

[ Puge | [ Upsze |
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Figure 19. Members Fingerprint Capture Screen - Blank

BAACS OMB CONTROL NUMBER 0703-0061 EXPIRES MM/DD/YYYY
Mode Update (AUTO) v

Person  Location  Secondary (0) | Tokens (1) | Secuity Alerts (0) anetprntsiB]

PACS @ 2013-01-10 00:00:00 (NS1) | PACS @ 2013-01-10 00:00.00 (ANS1) | New Fingerprint
Image &% Lumidigm Capture
1. Captuse fingesprint Live Capture 2. Verify fingespeint
Finger
Date Taken
Template
Tempiate Type
Log
Timeout: 15 seconds
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Figure 20. Members Fingerprint Capture Screen — Filled
NOTE: The captured sample fingerprints in the screen below have been masked.

BAACS OMB CONTROL NUMBER 0703-0061 EXPIRES MM/DD/YYYY

Mode Update (AUTO) W [ Reset

ord Tound. Segn mock g the moembes ¢

Person | Location ' Secondany (0] Tokens (1) Security Alerts (0} Fingerpmnts (3)

PACS @ 20130110 00:00:00 (ANSI) | PACS @ 2013.01-10 00.00.00 (ANSI) | New Fingerpant

Image ® Lumidigm Capture

1. Capture fingerpeint 2 Verly ingerpint

Finger

Date Taken
Template
Template Type

Log

PASS: Image Size = 272X 400
PASS: umiCaptueProcess rc = LUMI_STATUS_OK spool = -1
PASS: Image Size = 272X 400
PASS: umiCaptureProcess rc = LUMI_STATUS_OK zpoof = -1
PASS: Image Size = 272X 400
PASS. umiCaptuteProcess re = LUMI_STATUS_DK spoof = -1
PASS: Image Size = 272X 400
PASS: umiCaptweProcess rc = LUMI_STATUS_OK spoof = -1
PASS: Image Size = 272X 400
PASS: lumiCaptureProcess rc = LUMI_STATUS_DK spool = -1
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Figures 21 and 22 represent the Members Security Alert Screen that is used to display any Security
Alert(s) that are returned from the DOD Authoritative Data Source for DOD Local Population. If a
security alert exists for an individual identity that is in process of being registered, the associated
information will be displayed within the screen.

Figure 21. Members Security Alert Screen — Blank

BAACS OMB CONTROL NUMBER 0703-0061 EXPIRES MM/DD/YYYY

Mode Get oty v | v

Entet

& 3 ChHOCa Ioentiner ana Cack 'na

| Pesson | Location | Secondary | Tokens | Secuity Alerts | Fingerprints|
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Figure 22. Members Security Alert Screen - Sample

BAACS OMB CONTROL NUMBER 0703-0061 EXPIRES MM/DD/YYYY

Members

Mode Update  «wroy v oo

Record found. Begn modifying the member 1o enter Update mode

Person | Location | Secondary (0] | Tokens (1) Security Aletts (1) | Fingerprints (0)

Mew Secuity Alet |
Type B - Debarment
Source
Code 22 - Misconduct on Base
Stast Date Ma130327 v
EndDate O 7 v
Reinstate/Termination Date 2 -
Base 40030 - Manne Corps Base, Camp Leathemeck
Case Number HEpERRERRENY
Detal This is an example of a Debarment Securty Alert issued on an indvdual person.

Paint of Contact Name Base Provost Masshal's Office / Physical Secusity Offices
Point of Contact Telephone | 9931112222
FBI Location Number i appicable, enter NCIC record locator here

[ Puge | | Updse |
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Figures 23 and 24 represent the BAACS Dashboard display. Note that this display is NOT used for
collection, therefore the OMB Control Number and Expiration Date are not included. This display is
used at the USMC Base’s Perimeter Installation Entry Control Check Points to display the Card ID
Number, Name, Photo, Security Alert status and card issue and expiration date to the security sentry who
is scanning individual Local Population person’s identification cards after the collection has been
completed. The information shown in Figure 17 is displayed for 25 seconds, after which the dashboard
returns to a blank state as shown in Figure 16.

Figure 23. BAACS Dashboard - Blank

BAACS OMS CONTROL NUMBER 0703-0061 EXPIRES MM/DD/YYYY

Thveal Lovel Nomal Setting: 43S Comm 7
Source Mode: PACS Then JGS PACS Comm QK
2 S
4 v “m' mlmz
Status
Status Detal
Name
Security Alerts

Issue Date - Expiration Date
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Figure 24. BAACS Dashboard — Sample of Authenticated Local Population Identification Card

BAACS OMB CONTROL NUMBER 07030061 EXPIRES MMDOYYYY

Theest Lewval Nommal
Souce Mode: PACS Then JGS 3
o % l Log l Flhng Comen OF
(AvT0) vl (&) : Uit Tose 2231

MCLocal1, MCLocal1 (B)

Security Alerts (0)

2013-03-28 - 2016-03-27

END OF DOCUMENT
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