PRIVACY IMPACT ASSESSMENT (PIA)

PRESCRIBING AUTHORITY: D0D Instruction 5400.16, "DoD Privacy tmpact Assessment (PIA} Guidance”. Complete this form for Depaniment of Defense
(DeDj} information systems or elactronic collections of Information {referred to as'an "électronic collection” for the purpose of this form) that collect, maintain, use,
andfcr disseminate personally identifiable-information {(PIl} about members of the: public, Federal employees, contractors, or foreign nationals employed at .8
military facilities internationally. ‘In the case wheré no Pll is colledted, the PIA.wilf serve as a conclusive determination that privacy reguirements db nof apply to
system.

1. BOD INFORMATION SYSTEM/ELECTRONIC COLLECTION NAME:

Marine Corps Recruiting Information Stpport System (MCRISS)

2. DOD COMPONENT NAME: 3. PIA APPROVAL DATE!

Department of the Navy/United States Marine Corps 04/30/19

SECTIQN 1: Pl DESCRIPTION SUMMARY {FOR PUBLIC RELEASE)
& The'Pllis: {Check one, Note: foreign nationals are fnctud_ed'fn'_generafp_ubf_:'_cJ

[} From members of the:general public [] From Federal employees angior Federal contractors:

! i;%ﬁrz;é::r:}::g?::?? of the general public and Federal employees and/ar ] Nb_l.CcIIect'e q (ff checked proceed to Secion 4)
‘b. The Pll is in a: (Check one}

[J New DoD Information System [[] New Electroriic Collection

[X] Existing PoD Information System [0 Existing Electronic Collection

[] significantly Modified DoD Information System

c. Descrlba the purpose of this BoD information system or electronic collection and describe the types of personal information ahout individuals
tollected in the systern. )

To pravide recruiters, administrators, and decision makers with Tnformation necessary, which may influence the decision to select/non-select
an individual for enlistment or commissioning in the U.S. Marine Corps (i.e., personal history, education; professional qualifications, mental
aptitude, and other individualized items).

To provide historical data for compatison of current applicants with those selected in the past.

To collect an initial data record which will bé transitioned to the manpower and pay-system, thereby reducing redundancy and d uplicity.

d. Why is the Pl collected ardfor what.is the intended wse of the PI? (e.g., verification, identification, authentication, data matching, mf‘_ssfc.fn.—re}'ate_d use,
adriinisirative usée}

The data contained in MCRISS is exposed to privacy threats such as: ideritity theft, unsolicited marketing, loss of equipiment, disgruntled
employee; acts of nature (fire, flood, etc.), sabotage, computer hackers, and inforfation warfare. To prowde a layerof protection, access is
provided on aneed-to-know basis via a valid Public: Key Infrastructure (PKT) solution.

Mitigation(s)

1) Al MCRISS users receive security training o keep users aware of security requirements.

2) Aecess.controls: Only-users with Government approved accourits-and a need-to-know aré able. to view data published by MCRISS
through a PKT Common Access Card (CAC) enabled authentication process. All MCRISS users and supporting contractors receive
andatory Matine Corps sponsorfed Privacy Act-and PII protection-and spillage training annually, which covers safe handlmg procedures
for receiving; viewing, printing, forwarding, storage and shredding of P

3)Confidentiality & Integrity: Only thosé users with the System Administrator role dre able to provide access t6 MCRISS.

e. Do individuals have the opportunity to object o the coltection of their PIL? Yes [] No
1) ff "Yes;" deseribé thé method by which individuals-can object to the collection of PIL.

{2) If"No," state the reason why individuals cannot otject to‘the-collection of P,

{During the Mterview portion of the recruitment process, the applicant / officer candidate is counseled concerning the collection of PII data,
In otder te process applicants / ofﬁcer candidates into.the military service, Pil must be co]lected Pil data is required for health, pay, and
trainihg systems. If the applicant/ officer candidate refuses ot objects to the'collection of P1L then the enlistment progess is terminated,

f.. Do individuals have the ppportunity to consent to the specific uses of their PII? D Yes E No.
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(Y "Yes descriie the method by which individuals can give.of withheld their cohsent.

{2} If "NG," state the reason why individualé zannot glve or withhold their corisent.

Indtviduals do not have opportunity fo-consent to specific. uses of their PII. Individuals are given the opportunity toconisent to'the total iise
of their PIT by comipleting and signing a Privacy Act Statement (PAS). Each form used for collecting information includes 4 PAS.

g. When an individual is asked to provide P!I a Privacy Act Statement (PAS) andfor-a Privacy. Advisory must be provided. (Gheck as appropnare and
' provide the actual wording:),

[X] Privacy Act Statement; ] Privacy Advisory [} ot Applicable

for collecting information includes a Privacy Act Statement. Below is Marine Corps Rectuiting Command's approved Privacy Act
‘Statement:

PRIVACY ACT STATEMENT

AUTHORITY: Pursuant to.5 U.8.€. 522(a) Privacy Act (PA), 10 U.S.C. 5042, U.S: C.301, 10 USs.C. Chapters 31 and 32, MCO 1130.768,
MCO 1100.75F, MCO P1100.72C, MCRCO 1100:2, MCO L106R.78A, MCRCO 1100.1, and E.0. 9397 (SSN), as- amended

PURPOSE: This form serves as the PA notification for the personal information collected in the Marine Corps Recruiting Information
Support System (MCRISS), which i§ collected FOR OFFICTAL USE ONLY in order to determine and process an-applicant's entry and
assignment as an enlisted member or commissioned officer in the Marine Corpsor Marine Corps Reserve, and to further conduct
dermographic, marketing, statistical, and/or sociological analysis to support the recruiting force.

ROUTINE USE: In'addition to those disclosures generally permitted under section: (b} of the PA, the information may specifically be
disclosed, autsnde the DoD as routine use compatible with the purposes for which the information is collected -and maintained. The DoD
Blanket Routine Uses apply to this system of fecords. See, hitp://www.dod.gov/pubs/foiprivacy/routine_uses.htm}

DISCLOSURES: Providing the req uested information is VOLUNTARY. However, failure to provide complete information may result in
ineligibility for consideration for enlistment of commissioning-in the Marine Corps or Marine Corps Reserve,.

The applicant 7 officer candidate s counseled concerning the collection of Pit durmg the recrustment process. Addltlonal]y, each Torm used |

h. With whom will the Pl be shared through data exchange, both within your BeD Component and outside your Component? (Check-alf that apply)

Marine Corps Total Force System (MUTES)

Marine Corps Training Information Management System
{x] within the DoD Comporient “Specify. {(MCTIMS)

Opérational Data Store.Enterprise (ODSE)

Total Fored Datd Warehouse {TFDW)

Defense Manpower Data Center (OMIT)
Uriited States Military Entrance Processing Command

X| Other DaD Gomponents Specify. | - y S . . . : .
TErEOE o Seegily (MEPCOM) Electronic Service Orlented Architecture
(£SQA)
[X] Other Federal Agencies Speicify. |Joint Personnel Adjudication System (JPAS)
[} State and Local Agencies Specify. |
Coritractor (Naime of coniractor and describe the language in

D the cantract that-safequards Pll. include whether FAR privacy: Specify:

! clauses, &, 52,224-1, Privacy Act Notification, 52,224-2, peclly-

Privagy Act, and FAR 39.105 are inclided in the contract)

J.W. Thomas Marketing. (JWT})

Qther (e.g. iat providers; colleges). -Specify. P N
x] e (&g, commercial providers, colleges) pecily Center ‘for Naval Analysis (CNAj

i. Source of the Pll collected is: _(Check afl that apply and fist all information systems if applicable)
Individuals ] Databases

[7] Existing DoDInformiation Systems ] ..'Cor:nmercial Systerms
[ Other Federai Informatior: Systems

The source of PIt collected is the individual applying as an enlisted recruit.applicant or officer.candidate.
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j.-How wili the information he-collected? (Check alf that apply and list all Official Form Numbers if apglicable}

E-mail |:| Official Form {Entér Fors Number(s) in the box below)
[X]* Faceo-Face Contact Papér

[ Fax [X] Telephone Interview

[ titormation Sharing - System to System X] Webshe/E-Form

D Dther (ir Other, enferthe information in the box below)

k. Doesthis DoD Information system or electronic coliection require.a Privacy Act System of Records Notice _(SORN}?

A Privacy At SORN is requited if the informationsysteim or electronic collection contains information about U.S. citizens or lawiul. permanent U.S: residents that
is refrigved by name or other unigue identifier. PIA and Privacy Act 'SORN information must be consastent

B yes  InNe

I sry'_es,“.en_ter-_s_ORN System I'denti_ﬁer (MO1133-3 |

SORN- Identifier, not the Federal Register (FR) Citation. Consult the Dol Compenent Privacy Office for additional information pr.htt:p:f.fdp:,fid defense.gov/
Privacy/SORNs/

or
If a SORN has:pot yet been published in the Federal Register, entér dati of submission for approval to Defense Privacy, Civil Liberties, and Transparency
Division (DPCLTD). Consult the BoD Component Privacy Office for this date

If "No," explain why the' SORN is not required in accordance with DoD Regulation 5400.11-R: Department of Defense Privacy Program.

1. Whiat is the National Archives and Records Administration (NARA) approved, pending or general records schedule {GRS) disposition authority
for 'the-.s_yste_m_ or for the records maintained. In the system?-

{1) NARA Job Number or General Records: Schedule: Authority. [ !

{2} Hpending, provide the daté the SF-115 was submitted fo NARA. |

{3) Retention instructions.

m. What is the authority to collect information? A Federai law or Executive Order must autherize the collection and maintenance of a system of
records. For Pl nof collected or malntained in a system of records, the collection 6r maintenance: of the PIl must be necessary to discharge the
requirements of a statue or Executive Order.

{1} i this system has a Privacy Act SORN; the authorities.in'this PIA-and thie existing Privacy Act SORN should be sifnilar.

(2} Ifa SORN does not apply, cite the:authority for this DoD informiation system of electronic collectlon to éailect, use, maintain andior disseminate PIL,
(if muitipie attharities-are cited, provide all that apply):
{a) Cite lh'e-s'pet':iﬁc:'proviéions .of the statute zndior EQ that autherizes the operation of the: systém and the collegtion of PIL.

{by I direct statutory authofity or an Exedutive Ordef does not exist, indifect statutory-authority may be cited:if the' authority requires the
operation of administration of a program, the-execution of which will require the collestion. and maintenance-of a.system of records.

{c} If direct or indirect autherity does not-exist, DoD Components can use their general statutory grants. of autfiorily {“internal housekeeping”) as
the primary authorlty The requirement; directive, orinstuction ;mplementlng the statute- \Mthln the Dok Component must be identified.

5L.5.C 301 - Departmental Regulations

10 LS., 133 - Under Secretary of Défense for Acquisitien, Technielogy, and-Logistics
10 U.S.C. 136 - Under Secretary of Défense for Personriel and Readiness

10 [2.8.C. 503 - Enlistments, rectitiiing campaigns; compilation of directory inférmation
10'U.8.C. 513 - Enlistments: Delayed Entry Program '

10 U.8.C. 10922 - Persons entering thé armed forces: baseline Healihi data.

10 U.8.C. 145 - Director of Small Busingss Programs.

10 U.8.C. 1704 - Service acquisition executives: authorities and responsibilities
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10 U.8.C. 5013 - Secretary of the Navy

10 U.S,C. 5042 - Headguarters, Marine Cot'ps: general duties

10°LLS.C. 5043 - Coinmmandant of the Maring Corps

10 UL.8.C. 12102 - Reserve Component: qualifications.

10 U.5.C. 12105 - reserve Coniponent: tetms

E.O 9397 (8SN) - Nurhbering System for: Federal Accounts Re]atmg to Individual Persons
Mariine Corps Order (MCOQ) 1130.51F ~ Medical. Reredial Enlistment Program.

MCO 1130.52F - Armeéd Service Military Personnel Aceessjon Testing Programs

MCO 1130.53R - Ealistment Incentive Programs

MCO 1130.56D - Total Force Recruiting _

MCO 1130.61A -Enlistment of American Citizeéns Résiding Outside the United States
MCO 1130.62B - Command Recruiting Program '

MCO 1130.65A - Totdl Force Recruiting Quality Control

MCO 1130.76C - Conduct.of Recruiti.ng'Opc'rat_iOns

MCO 1130.80A - Prior Service and Reserve Augmentation Enlistments into the Reguilar Marine Corps
MCO 1133R.26E - Reserve Optional _E_n]'i_st'meht' Program (ROEP)

MCO 1150.1A - Recruiting Support Qfficer Program

n. Does this DoD information. system or electronic collection have an active and approved Office of Managémsnt and Budget (OMB} Control
Numbear?

Contact the Component _'Information Management Controt Officer ar Do Clearance Officer for this information. This number indicates OMB approval to
coligct data from 10-9r more members. of the public in a 12-month-period regardiess of form of format..

[X] Yes {1 No [T Pending

{1} 1 "Yes," list ali applicable OMBE Control Numbers, collectlon Hitles, and expiration-dates.

@1 "No," explain why OMB approval is not required n accordance with DoD Manual 8910.01, Volurrie 2, ™ DoD [nfdrmation Coliections Manual:
Praceduras for DoD Public Information Collections.”

(3) If "Pendirig," pro\nde the date for the 60 andfor 30 day nofice ahd the Federal Register ciation.

SF 86

OMB No 3206-0005 - Explratlon 20191130
OMB No 0?03 -0011 - Expiration 20190430
OMB No.0703-0012 - Expiration 20190430
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